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WANNACRY – May 12-13, 2017



FedEx, Boeing, 
Telefonica, Renault, 

Nissan, Deutsche Bahn, 
Hitachi, Honda, Russian 

Railways,  Bank of 
China, Sandvik, 

Petrobras, Portugal 
Telecom, UK National 

Health Service



INFORMATION SHARING THAT MITIGATED WANNACRY

CERTS and 
CSIRTs 
share 
informatio
n with 
public

13/5

Microsoft shares 
emergency patch

12-13/5 

CERTS and CSIRTs 
share information 

with public globally

12-13/5 overnight

ShadowServer and 
FBI share data with 
non-UK time zones

12/5 afternoon

@MalwareTechBlog
shares data with 
tech community

12/5 morning

UK’s Cyber-security 
Information Sharing 
Partnership (CiSP) 
helps to identify 

malware

14/4 Shadow Brokers 
leak an acquired NSA 
exploit Eternal Blue –

not shared by the 
NSA, may have 

prevented WannaCry



Marcus Hutchins



WHAT WHY HOW WHO



SPOILER ALERT- WHY IT’S CRITICAL FOR BUSINESSES 
AND GOVT’S TO SHARE CYBER INFORMATION (1)

8

• Governments won’t solve this problem alone: we’re 
stuck on the normative project to regulate 
cyberspace 

– Clashing approaches: US-EU-Russia-China standoff  (UN 2019)

– “You can’t regulate trust”: Jan Neutze, Director of Cybersecurity 

Policy at Microsoft



SPOILER ALERT- WHY IT’S CRITICAL FOR BUSINESSES 
AND GOVT’S TO SHARE CYBER INFORMATION (2)
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• Businesses and govt’s need pragmatic workarounds to 
manage cyber risk and invest strategically in cybersecurity

– IS has the potential to significantly identify and mitigate cyber 
vulnerabilities for businesses – but avoids normative gridlock

– Better information and intelligence

– Optimal corporate / gov’t investment in cybersecurity 



SPOILER ALERT- WHY IT’S CRITICAL FOR BUSINESSES 
AND GOVT’S TO SHARE CYBER INFORMATION (3)
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• Information sharing is especially critical for the financial 
sector:

– Underlying critical infrastructure nationally, regionally, globally

– High interdependence in cyberspace – only increasing 

– Trans-national risks and vulnerabilities

– The “weakest link” problem



WEF GLOBAL RISKS 
REPORT 2019 - The 
Global Risks 
Landscape



WHAT’S INFORMATION SHARING?

• Bridges gaps due to 
information asymmetries 
between attackers and 
their targets

• Identifies vulnerabilities 
of targeted organizations 
and the means to quickly 
mitigate exposures 

• Reinforces shared best 
practices for 
cybersecurity
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OPTIMALLY – NESTED MODUS OPERANDI FOR IS
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GLOBAL

NATIONAL / REGIONAL

INTER-SECTORAL

SECTORAL 
(FINANCE)

ORGANIZATIONAL

ROLE OF THE 

PUBLIC /

INDIVIDUALS

ROLE OF THE 

GOV’T

FREE 

RIDER 

PROBLEM



14 Sibony and Klein, 2016
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THREAT 
INDICATOR 
BULLETINS

BUSINESS / 
MILITARY / 

DIPLOMATIC 
INTELLIGENCE

RESEARCH 
AND INCIDENT 

ANALYSIS

TACTICS, TECHNIQUES AND 
PROCEDURES (TTP)

ANALYST 
REPORTS

VULNERABILITY 
IDENTIFICATION 
(SELF-TESTING)

INITIAL MALWARE 
FINDINGS 
REPORTS

BEST PRACTICES



Example #1: EU Network and Information Security Directive, 
2016
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Example #1: EU Network and Information Security Directive, 
2016 (2)
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Example #2: Ceres and SWIFT
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SWIFT ISAC PORTAL TERMS OF USE, April 2018



SWIFT DISCLAIMER: IS “AS IS” (2)



Example #3: ISRAEL’S CF3
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ARTICLES 24,26,31, 55, 60, 64-67 

Example #3: ISRAEL’S CF3 (2)



Example #3: ISRAEL’S CF3 (3)
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Example #3: ISRAEL’S CF3 (4)
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WHY

The APT of information asymmetry between cyber 

attackers and their target organizations.
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•

• No one organization has enough data for full 
situational awareness of the cyber threat landscape. 

• Meet this challenge optimally by sharing cyber threat 
information among trusted partners in trusted 
communities. 

• With IS, sharers achieve a more complete 
understanding of the threat landscape: strategically 
and tactically.

– Sean Barnum, 2014

27

INTER-

DEPENDENT

SECURITY
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By exchanging cyber threat information within a sharing 
community, organizations can leverage the collective 

knowledge, experience, and capabilities of that sharing 
community to gain a more complete understanding of 

the threats the organization may face. Using this 
knowledge, an organization can make threat-informed 

decisions regarding defensive capabilities, threat 
detection techniques, and mitigation strategies. By 

correlating and analyzing cyber threat information from 
multiple sources, an organization can also enrich 

existing information and make it more actionable.

NIST, Guide to Cyber Threat Information Sharing, 2016



BARRIERS TO IS

• Despite the advantages that IS can bring to private 
sector entities for the mitigation of cyber risk due 
to information asymmetries, financial services 
organizations often fail to fully adopt and 
internalize IS for reasons that may be characterized 
as either (a) operative or (b) normative-
substantive. 



BARRIERS TO IS: OPERATIVE

• The inability to establish trust among sharing entities (some of whom may 
be competitors);

• Costs related to IS including (a) recruitment, training and retention of 
appropriate cybersecurity personnel and (b) organizational time spent on IS, 
including time devoted to “false positives” when IS is less than optimal;

• Lack of transparency regarding the robustness and confidentiality of IS 
platforms, including the use of shared data by any participating government 
agencies for non-cybersecurity purposes;

• Regulatory redundancy, where other, possibly competing IS formats are 
mandated and may complicate efficient IS; 



BARRIERS TO IS: NORMATIVE

• The potential exposure of protected personal data held by the 
organization, including a lack of statutory limitation on the purposes 
of the government regulator’s use of such data; non-transparent 
sharing via government channels with agencies and actors, including 
those outside of IS jurisdiction; and data breaches impacting the IS 
platforms themselves;

• The potential exposure of organizational IP, with potential chilling 
effects on organizational innovation; and possible implications for 
corporate market value.

•

•



HOW
Specialized Trusted Platforms (STPs) for information sharing, 
where govt’s businesses are innovating with new initiatives for IS



TYPES

OPEN 
SOURCE

GOVERN-
MENTAL

COM-
MERCIAL SECTORAL

MULTI-
SEC-

TORAL



ENISA, December 2017







Structured Threat 
Information 

Expression (STIX),  
Cyber Observable 

Expression (CybOX)



WHO



THE 
DIVERSITY 

CHALLENGE



WHAT WHY HOW WHO



SPECIALIZED 
WORKFORCE 

NEEDED: 

SUCCESSFUL  
CYBERSEC 
REQUIRES 

COMMITTED 
PEOPLE

(1)INNOVATIVE 
BUSINESS 

MODELS FOR IS

(2)(BUILDING 
TRUST)

(1)THE APT OF 
INFORMATION 
SYMMETRY + 

GOV’TS WON’T 
RESOLVE 
WITHOUT 

BUSINESSES

(1)STRUCTURED 
EXCHANGE OF 
INFORMATION 

AMONG 
TRUSTED 

STAKEHOLDERS 
TO PROMOTE 

CYBERSEC

WHAT’S
INFOR-

MATION 
SHARING

WHY IT’S 
CRITICAL

HOW IT’S
DONE

BY WHOM

WANNACRY 

EFFECTIVENESS

WRAPPING UP



Information 
sharing in the 
financial 
sector is 
evolving in 
innovative 
ways, 
together with 
IS in other 
sectors

Trusted 
sharing 
platforms are 
critical, 
tailored to 
sectoral 
needs

Cybersecurity 
workforce 
development 
is also key – IS 
will not 
develop 
without it

3 TAKEAWAYS

BOTTOM LINE: REDUCING BARRIERS, ESTABLISHING TRUST



THANKS - ANY 
QUESTIONS?


