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WANNACRY - May 12-13, 2017

The ‘Wannacry’ ransomware attack

The attack has hit more than 200,000 victims in at least 150 countries, says Europol

Source: Intel. malwaretech.com




Countries hit in initial hours of cyber-attack

N LA Russia: Country's

UK: 48 NHS ] interior ministry
trusts disrupt i reported 1,000 of its

computers infected
France: Some Renault

factories had to stop
} I] productlon

Spain: TelecomsW
and gas
companies

US: Delivery company
FedEx affected

FedEx, Boeing,
Telefonica, Renault,
Nissan, Deutsche Bahn,
Hitachi, Honda, Russian
Railways, Bank of
China, Sandvik,
Petrobras, Portugal

*Map shows countries affected in first few hours O QELLIL L L\ EUWLE]
Kaspersky Lab research, as well as Australia, Swedc QTP 1 (Y Ve
have been reported since

Source: Kaspersky Lab's Global Research & Analysis Team




INFORMATION SHARING THAT MITIGATED WANNACRY

12/5 morning

UK’s Cyber-security 12/5 afternoon

Information Sharing @MalwareTechBlog
Partnership (CiSP) shares data with
helps to identify tech community

malware

14/4 Shadow Brokers
leak an acquired NSA
exploit Eternal Blue —
not shared by the
NSA, may have
prevented WannaCry

12-13/5 overnight

ShadowServer and
FBI share data with
non-UK time zones

12-13/5

CERTS and CSIRTs
share information
with public globally

13/5

Microsoft shares
emergency patch
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SPOILER ALERT- WHY IT’S CRITICAL FOR BUSINESSES
AND GOVT’S TO SHARE CYBER INFORMATION (1)

* Governments won’t solve this problem alone: we’re
stuck on the normative project to regulate
cyberspace

— Clashing approaches: US-EU-Russia-China standoff (UN 2019)

— “You can’t regulate trust”: Jan Neutze, Director of Cybersecurity
Policy at Microsoft



SPOILER ALERT- WHY IT’S CRITICAL FOR BUSINESSES
AND GOVT’S TO SHARE CYBER INFORMATION (2)

* Businesses and govt’s need pragmatic workarounds to
manage cyber risk and invest strategically in cybersecurity

— IS has the potential to significantly identify and mitigate cyber
vulnerabilities for businesses — but avoids normative gridlock

— Better information and intelligence @

— Optimal corporate / gov’t investment in cybersecurity




SPOILER ALERT- WHY IT’S CRITICAL FOR BUSINESSES
AND GOVT’S TO SHARE CYBER INFORMATION (3)

* Information sharing is especially critical for the financial
sector:

— Underlying critical infrastructure nationally, regionally, globally
— High interdependence in cyberspace — only increasing
— Trans-national risks and vulnerabilities

— The “weakest link” problem
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WHAT’S INFORMATION SHARING?

| The exchange of information that

promotes organizational and
collective cybersecurity,

| encompassing data on cyber risks,

threats, and incidents — especially
hostile incidents — and the
operational responses to them.

Bridges gaps due to
Information asymmetries
between attackers and
their targets

Identifies vulnerabilities
of targeted organizations
and the means to quickly
mitigate exposures

Reinforces shared best
practices for
cybersecurity



OPTIMALLY — NESTED MODUS OPERANDI FOR IS
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Information Security Solutions Sector Financial Sector
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TACTICS, TECHNIQUES AND
PROCEDURES (TTP)

BEST PRACTICES

VULNERABILITY
IDENTIFICATION
(SELF-TESTING)

\/
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Example #1: EU Network and Information Security Directive,
2016

Article 1
Subject matter and scope

. This Directive lays down measures with a view to achieving a high common level of security of network and
information systems within the Union so as to improve the functioning of the internal market.

> - secppr e sasponse—teams—patwork—(‘'CSIRTs network’) in order to contribute to the
evelopment of trust and confidence between Member States| and to promote swift and effective operational
Cooperan

obligations for Member States to designate national competent authorities, single points of contact and
5 wifh tasks related to the security of network and information systems.




Example #1: EU Network and Information Security Directive,
2016 (2)

6. This Directive is without prejudice to the actions taken by Member States to safeguard their essential State

functions, in pyrticular to sateguard national security, including actions protecting information the disclosure of whicl

Member States [consider contrary to the essential interests of their security, and to maintain law and order, in particulaf

to allow for th

17



Example #2: Ceres and SWIFT
— .
FS-ISAC sets up global
cyber forum for central
banks and regulatory
authorities

11 June 2018

Central banks and regulators are to share information and SWift la u n c h e S CYb e r-

intelligence on emerging cyber-threats through a new forum

established under the aegis of the Financial Services th re at i nte lli g ence se rVi ce

Information Sharing and Analysis Center (FS-ISAC).

FS-ISAC was established in 1999 to share threats and 15 May 2017
vulnerability information among its 7000-strong community of
banks, credit unions, insurance companies, investment

: SRR Interbank co-operative Swift has launched an 'Information
companies and other financial institutions.

Sharing and Analysis Centre' to provide member banks with
timely intelligence on the latest trends in cyber-security.

ik The new Ceres (CEntral banks, REgulators and Supervisory



SWIFT ISAC PORTAL TERMS OF USE, April 2018

The SWIFT ISAC portal (the “Portal™) 1s a dedicated part of swift.com through which SWIFT shares
information related to security threats potentially impacting our customers.

SWIFT has created the Portal for use by SWIFT users and customers. In limited instances. SWIFT may
determine that 1t 1s appropriate to grant access to the Portal to business firms and other entities (always
excluding natural persons) that are not SWIFT users or customers (such firms and entities are collectively
referred to as “Third Parties™). The decision to grant or deny such access 1s solely within SWIFT’s
discretion. SWIFT reserves the right to terminate any Third Party’s access to the Portal for any reason
SWIFT deems appropriate.

When used in these Terms of Usel. “infmmatiml“ means information of any nature or in any form
communicated through the Portal. Ti1c T ot limited to. indicators of COMPIomise. information
about modus operandi. knowledge based tips. reports. incident reports. bulletins and the like.




SWIFT DISCLAIMER: IS “AS IS” (2)

Information may include general guidelines. recommendations or interpretation of data. The recipient 1s
solely and exclusively responsible for deciding any particular course of action or omission and for
analyzing and/or 1111ple111::11t11 g any actions or taking any decision on this basis. Nothing with respect to
shared information shall be interpreted or construed as constituting any obligation. representation or

varranty on the part of SWIFT. The provision by SWIET of mformation cannot be considerec
constitute any assumption or admission of involvement. liability or responsibility for any security
incident. Lj;l)ﬂ -attack. modus operandi. or indicator of compromise described or referred to therein.




Example #3: ISRAEL'S CF3

o i (/en)
Ministry of Finance

TYXIND T9ND

Cyber and Finance Continuity Center

The Cyber and Finance Continuity Center (FC3) was established in January 2017, as part
of cooperation between the Cyber, Emergency and Security Division in the Ministry of
Finance and the Cyber Directorate in the Prime Minister's office.

The mission of FC3, as an integral part of the Israeli CERT, the NCSA, and the ministry of
finance is to ensure business continuity and financial services availability to the public and
the government while projecting confidence, stability and financial leadership. In addition,
FC3 is responsible for strengthening the resiliency of the financial services sector against
attacks and other threats to the Israeli financial sector by proactively identifying threats and
promoting protection, driving preparedness, and collaborating with worldwide financial
institutions.




Example #3: ISRAEL’'S CF3 (2)

The center focuses on the following key financial processes: cash flow, credit card operations, allowance payments and
stock exchange trading.

The Cyber and Finance Continuity Center provides the following services to its members:

1. Increase the Israeli cyber financial resilience;

2. Provide a platform and encourage information sharing and cooperation among the financial institutions;
3. Provide situation analysis for the decision makers; and

4. Operate response teams and provide incident handling.

Supervisor of Banks: Proper Conduct of Banking Business Directive 361 (03/15) [1]
Cyber Defense Management

Cyvber Defense Management

ARTICLES 24,26,31, 55, 60, 64-67




Example #3: ISRAEL’'S CF3 (3)

Information and Intelligence Sharing

64.|The banking corporation shall gather and analyze relevant information from internal and
lexternal sources. for the purpose of creating a comprehensive and current perception of the
cyber threat landscape and the banking corporation's exposure to it. This information shall be
used as a Dasis for a knowledgeable decision making. prioritizing modes of operation. and
maintaining real time effective defense.

65. Tl]+ threat and vulnerability landscape shall be derived| infer alia from the following
information: mapping of relevant threat factors. with respect to motivation and capabilities:
techniques. tactics. scenarios and attack tools: weaknesses. system configurations and/or
vulnerabilities that could be exploited for attacks: attacks that occurred in the past (at the




Example #3: ISRAEL'S CF3 (4)

banking corporation and/or in 1ts operational environment): response actions taken in the past.
means and mdicators for detecting and 1dentifying attacks and handling them.

66. The banking corporation shall share information that may help other banking corporations in
handling cyber threats.

Banks. and the applicable law.

67. Information shall be gathered and shared in accordance with the directives pf the Supervisor of

24



Israel Cybersecurity Landscape; Israel Cyberélide@
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WHY

The APT of information asymmetry between cyber
attackers and their target organizations.
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 NoO one organization has enough data for full
situational awareness of the cyber threat landscape.

* Meet this challenge optimally by sharing cyber threat
Information among trusted partners in trusted
communities.

« With IS, sharers achieve a more complete |
understanding of the threat landscape: strategically
and tactically.

— Sean Barnum, 2014

INTER-
DEPENDENT
SECURITY




28  NIST, Guide to Cyber Threat Information Sharing, 2016




BARRIERS TO IS

* Despite the advantages that IS can bring to private
sector entities for the mitigation of cyber risk due
to information asymmetries, financial services
organizations often fail to fully adopt and
internalize IS for reasons that may be characterized
as either (a) operative or (b) normative-
substantive.



BARRIERS TO IS: OPERATIVE

The inability to establish trust among sharing entities (some of whom may
be competitors);

Costs related to IS including (a) recruitment, training and retention of
appropriate cybersecurity personnel and (b) organizational time spent on IS,
including time devoted to “false positives” when IS is less than optimal;

Lack of transparency regarding the robustness and confidentiality of IS
platforms, including the use of shared data by any participating government
agencies for non-cybersecurity purposes;

Regulatory redundancy, where other, possibly competing IS formats are
mandated and may complicate efficient IS;



BARRIERS TO IS: NORMATIVE

* The potential exposure of protected personal data held by the
organization, including a lack of statutory limitation on the purposes
of the government regulator’s use of such data; non-transparent
sharing via government channels with agencies and actors, including
those outside of IS jurisdiction; and data breaches impacting the IS
platforms themselves;

* The potential exposure of organizational IP, with potential chilling
effects on organizational innovation; and possible implications for
corporate market value.



HOW

Specialized Trusted Platforms (STPs) for information sharing,
where govt’s businesses are innovating with new initiatives for IS
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Ohwmner

Collaborative MITRE
Reszearch Into g
Threats (CRITs)

Collective Ope CEIRT Gadgets
Intelligence Sourc Foundation
Framework [CIF)

Intelligence
Management
Framework
hMalware

Imformation

Palo Alto

bscriptions,/ minemeld
ithub.com/Palo&ltcMetwo

ENISA, December 2017
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About CISA Cybersecurity Infrastructure Security Emergency Communications National Risk Management News & Media

> CISA = Cybersecurity > Informaticn Sharing > CyberInformation Sharing and Collaboration Program (CISCP Share / Email E3

information Sharing Cyber Information Sharing and

Automated Indicator Sharing (AIS) COllaboration Program (CISCP)

Cyber Information Sharing and
Collaboration Program (CISCP) The U.S. Department of Homeland Security (DHS) Cyber Information Sharing and

Enhanced Cybersecurity Services Collaboration Program (CISCP) enables actionable, relevant, and timely unclassified

Information Sharing and Analysis information exchange through trusted public-private partnerships across all critical
Organizations infrastructure (CI) sectors. CISCP fosters this collaboration by leveraging the depth and
National Cybersecurity & breadth of DHS cybersecurity capabilities within a focused operational context. Through
Communications Integration Center ; A TR :
analyst-to-analyst sharing of threat and vulnerability information, CISCP helps partners
manage cybersecurity risks and enhances our collective ability to proactively detect, prevent,

mitigate, respond to, and recover from cybersecurity incidents. CISCP's overall objective is to build cybersecurity




Mot for disclosure,
restricted to
participants only.

When should it be used?

Sources may use TLP:RED when
information cannot be effectively acted upon
by additional parties, and could lead to
impacts on a party's privacy, reputation, or
operations if misused.

How may it be shared?

Recipients may not share TLP:RED
information with any parties outside of the
specific exchange, meeting, or conversation
in which it was onginally disclosed. In the
context of a meeting, for example, TLP-RED
information is limited to those present at the
meeting. In most circumstances, TLP:RED
should be exchanged verbally or in person.

TLP-AMBER

Limited disclosure,
restricted to
participants’

organizations.

Sources may use TLP-AMBER when
information requires support to be effectively
acted upon, yet carries risks to privacy,
reputation, or operations iIf shared outside of
the organizations involved.

Recipients may only share TLP:AMBER
information with members of their own
organization, and with clients or customers
who need to know the information to protect
themselves or prevent further harm. Sources
are at liberty to specify additional
intended limits of the sharing: these
must be adhered to.

TLP-GREEN

000

Limited disclosure,
restricted to the
community.

Sources may use TLP:GREEN when
information is useful for the awareness of all
participating organizations as well as with
peers within the broader community or
sector

Recipients may share TLF:GREEN

information with peers and partner

organizations within their sector or
community, but not via publicly accessible
channels. Information in this category can

be circulated widely within a particular

community. TLP:GREEN information may
not be released outside of the community.

TLP-WHITE

Disclosure is not
limited.

Sources may use TLP:WHITE when
information carries minimal or no foreseeable
risk of misuse, in accordance with
applicable rules and procedures for public
release.

Subject to standard copyright rules,
TLP:WHITE information may be distnbuted
without restriction.

Structured Threat
Information
Expression (STIX),
Cyber Observable
Expression (CybOX)
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1)STRUCTURED

EXCHANGE OF

INFORMATION
AMONG

TRUSTED
STAKEHOLDERS
TO PROMOTE
CYBERSEC

WHAT'S
INFOR-
MATION
SHARING

WRAPPING UP

(1)THE APT OF
INFORMATION
SYMMETRY +
GOV'TS WON'T
RESOLVE
WITHOUT
BUSINESSES

WHY IT'S
CRITICAL

(1)INNOVATIVE
BUSINESS
MODELS FOR IS

(2)(BUILDING
TRUST)

HOWIT'S
DONE

SPECIALIZED
WORKFORCE
NEEDED:

SUCCESSFUL
CYBERSEC
REQUIRES
COMMITTED
PEOPLE

BY WHOM

WANNACRY
EFFECTIVENESS



3 TAKEAWAYS

Information
sharing in the
financial
sector is
evolving in
innovative
ways,
together with
IS in other
sectors

Trusted
sharing
plaiforms are
critical,
tailored to
sectoral
needs

Cybersecurity )
workforce
development

is also key - IS
will not
develop
without it

BOTTOM LINE: REDUCING BARRIERS, ESTABLISHING TRUST
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