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Lunchtime gathering of cyber experts, students, professors, entrepreneurs, and government leaders.

Regulating Trust in Cyberspace: A
Polycentric Model for Critical Cyber

Information Sharing
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Ooeps, your fies have been encrypted!

The ‘Wannacry’ ransomware attack

The attack has hit more than 200,000 victims in at least 150 countries, says Europol

Source: Intel. malwaretech.com




Countries hit in initial hours of cyber-attack

Russia: Country's
UK: 48 NHS interior ministry
US: Delivery company  trusts disrupted reported 1,000 of its

computers infected
FedEXx affected FraniIZle Renault

factolziInS}i to stop
production- :

l{
’ =

Spain: Telecoms+®
and gas $
companies

struck

FedEx, Boeing,
Telefonica, Renault,
Nissan, Deutsche Bahn,
Hitachi, Honda,
Russian Railways,
Bank of China, Sandvik,
Petrobras, Portugal
Telecom, UK National
Health Service

*Map shows countries affected in first few hours of cyber-attack, according to
Kaspersky Lab research, as well as Australia, Sweden and Noway, where incidents
have been reported since

Source: Kaspersky Lab's Global Research & Analysis Team
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DHS: “We are actively sharing information

pwa related to this event and stand ready to
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-an lend technical support and assistance as
. ,,1.,,Nqsﬁw,, — needed to our partners, both in the United
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States and internationally.”
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Supranational
institutions

Transnational
networks
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Subnational
governments

Place-based
partnerships

Bulkeley et al, 2003

Polycentricity is a regulatory
approach and framework for
ordering the actions of a
multiplicity of state and non-
state actors around a
common aim, sometimes
described in the literature as
a ""collective action problem”.
This approach also
incorporates a multiplicity of
measures (Shackelford, 2018)
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By exchanging cyber threat information within a sharing
community, organizations can leverage the collective
knowledge, experience, and capabilities of that sharing
community to gain a more complete understanding of the
threats the organization may face. Using this knowledge, an
organization can make threat-informed decisions regarding
defensive capabilities, threat detection techniques, and
mitigation strategies. By correlating and analyzing cyber
threat information from multiple sources, an organization can
also enrich existing information and make it more actionable.

NIST, Guide to Cyber Threat Information Sharing, 2016
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What is TLP?
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Info Sharing Requires Trust

TLP - Traffic Light Protocol

Color

How may it be shared?

Reciplents may not share TLP: RED information with
any parties outside of the specific exchange, meeting,
or conversation in which it is originally disclosed.

Recipients may only share TLP: AMBER information
with members of their own organization who need to
know, and only as widely as necessary to act on that
information.

Recipients may share TLP: GREEN information with
peers and partner organizations within their sector or
community, but not via publicly accessible channels.

TLP: WHITE information may be distributed without
restriction, subject to copyright controls.

Structured Threat Information Expression
(STIX), Cyber Observable Expression
(CybOX)




EU NIS Directive, 2016 :1 nnaiT

Article 1
Subject matter and scope

. This Directive lays down measures with a view to achieving a high common level of security of network and
information systems within the Union so as to improve the functioning of the internal market.

To that end, this Directive:

development of trust and confidence between Member States and to promote swift and effective operational
cooperation,

(e) lays down| obligations for Member States|to designate national competent authorities, single points of contact and
CSIRTs with tasks related to the security of network and information systems.

6.  This Directive is_without prejudice to the actions taken bv Member States to safeguard their essential State
functions, in particuldr to safeguard national security, including actions protecting information the disclosure of whidh
Member States consider-eentrary-to-theessentia-mnterestsof-their—secnrity—md-tonmamntaimrtaw—and-order—mrpartierhr
to allow for the investigation, detection and prosecution of criminal offences.
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US Cybersecurity :2 nnaiT
Information Sharing Act of 2014

1131 CONGEESS
2D SEssioN

To improve cybersecurity in the United States through enhanced sharing of information about cybersecurity threats, and for other purposes.

IN THE SENATE OF THE UNITED STATES
Jurx 10, 2014
Mrs. FEmvsTEN, from the Select Committee on Intelligence, reported the following original bill; which was read twice and placed on the calendar

A BILL

To improve cybersecurity in the United States through enhanced sharing of information about cybersecurity threats, and for other purposes.

D''7OY D'72aN 191 NINAN DY N"Y TYUONN °
'NIATINN *
“and for other purposes” ¢
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CYBER+INFRASTRUCTURE

About CISA Cybersecurity Infrastructure Security Emergency Communications National Risk Management News & Media

bersecurity = Information Sharing = CyberInformation Sharing and Collaboration Program (CI3 Share / Email 3

information Sharing Cyber Information Sharing and
Automated Indicator Sharing (AIS) CO]_]_aboration Prog[am (CISCP)

Cyber Information Sharing and
Collaboration Program (CISCP) The U.S. Department of Homeland Security (DHS) Cyber Information Sharing and

Enhanced Cybersecurity Services Collaboration Program (CISCP) enables actionable, relevant, and timely unclassified

Information Sharing and Analysis information exchange through trusted public-private partnerships across all critical

L el e infrastructure (CI) sectors. CISCP fosters this collaboration by leveraging the depth and

National Cybersecurity & breadth of DHS cybersecurity capabilities within a focused operational context. Through
Communications Integration Center

analyst-to-analyst sharing of threat and vulnerability information, CISCP helps partners
manage cybersecurity risks and enhances our collective ability to proactively detect, prevent,
mitigate, respond to, and recover from cybersecurity incidents. CISCP's overall objective is to build cybersecurity
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Information Sharing And
Analysis Centers

tech © o Launch
s Knowledge Sharing Platform
S I R S aga!nSt O The United Nations, New York
C I terrorism o 29" November 2017
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Supranational
institutions

Sectoral
actors

Transnational
networks

Subnational
governments

Place-based Individuals

partnerships

Bulkeley et al, 2003
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Julia Black, 2008

“By regulation is meant sustained and focused
attempts to change the behavior of others in order to
address a collective problem or attain an identified
end or ends, usually through a combination of rules or
norms and some means for their implementation and
enforcement, which can be legal or non-legal.

The regulatory functions can be exercised primarily by
one actor or dispersed between a number of actors.
The greater the dispersal and fragmentation of actors
in the performance of regulation, including the
definition of the problem/goals, the greater the
polycentricity of the regime.”
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Info Sharing Requires Trust
TLP - Traffic Light Protocol

What is TLP?

Color How may it be shared?

Reciplents may not share TLP: RED Information with
any parties outside of the specific exchange, meeting,
or conversation in which it is originally disclosed.

Recipients may only share TLP: AMBER information
with members of their own organization who need to
know, and only as widely as necessary to act on that

Uses TLP? R 4 information.

Recipients may share TLP: GREEN information with
peers and partner organizations within their sector or
community, but not via publicly accessible channels.

TLP: WHITE information may be distributed without
restriction, subject to copyright controls.

» FINANCIAL
Source: US Cert o “](I\ >
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Swift launches cyber-
threat intelligence service

15 May 2017

Interbank co-operative Swift has launched an ‘Information
Sharing and Analysis Centre' to provide member banks with
timely intelligence on the latest trends in cyber-security.

The SWIFT ISAC portal (the “Portal™) is a dedicated part of swift.com through which|SWIFT shares
information related to security threats potentially impacting our customers.

SWIFT has created the Portal for use by SWIFT users and customers. In limited instances. SWIFT may
determine that it is appropriate to grant access to the Portal to business firms and other entities (always
excluding natural persons) that are not SWIFT users or customers (such firms and entities are collectively

referred to as “Third Parties™). The decision to grant or deny such access is solely within SWIFT" s
discretion. SWIFT reserves the right to terminate any Third Party’s access to the Portal for any reason
SWIFT deems appropriate.

When used in these Terms of Usdg, © 111t0111mt1nu means information of any nature or in any form
communicated through the Portal, o-burTiot limited to. indicators of compromise. information
about modus operandi, knowledge based I]}‘h reports. incident reports, bulletins and the like.
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