
The impossible task of regulating IoT 

 

Sharing and exchanging data, which is the basic added value of the Internet of 

Things, is also its greatest legal challenge. We want the convenience of connected 

gadgets. On the other hand we fear misuse and abuse of the data. We fear data 

getting into the hands of the government or corporate entities aimed only at profit. 

We fear not only that our own privacy may be infringed upon, but that our own 

autonomy be manipulated by misuse of our data to change our decision process. 

What is exactly shared, where does the information go and who has access to the 

information, are just examples of the complex questions raised regarding these 

products.  

 

Privacy is difficult to protect. Our consent is challenged in all or nothing situations. 

We may not be aware of the fact that we are sharing data at all. We are asked to 

allow access, though we are not sure to whom. Terms of Use are changed half way 

when we are already dependent on the product.  

 

We want to create rules to protect us. The problem is that this task seems doomed 

from the start. IoT is too varied a group and the balance of utility and risks varies 

greatly. Many problems are difficult to foresee. Legal mechanisms are inherently 

incapable of keeping up with the advance of technology. 

We need to rethink the way we regulate “smart” products and especially the way we 

protect privacy in an economy based on information as a commercial product.  

 

A test case for such regulations is the near-future entrance of autonomous vehicles. I 

suggest we regulate by enforcing the principles of anonymity and security instead of 

focusing on techniques to protect privacy which can change or become obsolete. We 

need to prevent dissemination of data and protect privacy by using liability to 

uphold the rules on the financial interested party. These are the first steps towards 

controlling the flow of data. 

 

 

 

 


