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In Re Google Inc. Privacy Policy Litigation ysy
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In re Google, Inc. Privacy Policy Litig., No. C 12-01382 PSG, 2012 WL : 0 .0vwnnwnn
Inn re Google, Inc. {2012 53 1049 n>tn Pay oY) 6738343 (N.D. Cal. Dec. 28, 2012
Privacy Policy Litig., Case No. C-12-01382-PSG, 2013 WL 6248499 (N.D. Cal. Dec. 3, 2013)
In re Google, Inc. Privacy Policy Litig., 58 F. Supp. ;{2013 523 ny04a 013371 1Py : D)
In re Google, Inc., ;{2014 503 M40 Nt 1y oY) (3d 968 (N.D. Cal. Jul. 21, 2014
P99 on9) (Privacy Policy Litig,, 2015 U.S. Dist. LEXIS 92736, (N.D. Cal. Jul. 15, 2015
PUNNHDT T1IMYN NN TN ONYN TINYR DXPINN NMDYANN 7382 2.(2015 531 717092 N1
YIIND FDWRL TP IOND TTIPN0 NN OMINDYT NHD NN DXIDN NITON MNAY2 PN
HPIXTH PP PINND DV NING DOY 19 (2 0¥ ,2014 0% HPOID DR 1Y) "nwy

(1Y 2015 53 nosa

#You might think that after three years of complaints, motions to dismiss,
orders on motions to dismiss, leave to amend, amended complaints and
more, at least the fundamental question of Plaintiffs” Article ITI standing to
pursue this suit would be settled. You might think that, but you would be

wrong.”

NN FINTI 931 NP0 X190 AX 7290 NN DVA QIDIT YN DMV DYI10 DY1IR INND DR OY
DAN-IM1 N 1D2I0N YINWN 1N P IYR PR D AYYND YIOIW 20K DA D0 DY Mypan
NTHIN 112 NOW WNIND YR NN QIDN 1PY Dby DYTTN OY YTINN SNV P
WP DO N 1991 190 NS KON (DIT-INN NPDI0N YINWND 1981 12V Y0 0IP) MINPIIOND
VTIRN PIPYI PION MW NON PNY RPN NYIAD APTAN 120 OINWHN DIN) P1 IR0

4,1910 NYPIN DX MNT? VNV (ORI, 0IMYN 2 IyInn MY 9101171 THYY

dismissal with prejudice and without leave to # : 1PIMIP NPTHA PTN NNR 3 NN, 0¥ MIVANN? NON 3 1N 3
Eminence Capital, - w3y vamend is not appropriate unless it is clear that the complaint could not be saved by amendment
0N VOV TN3 T 2 YN NWARYH 9N By nnTw \nena (LLC v. Aspeon, Inc., 316 F.3d 1048, 1052 (9 Cir. 2003)
repeated failure to cure #) PAYN AN DISNT TIY 1IPY NY 03 YINAVM NTRYA DY DRI NR3 INNT P NNNTA AR 1097
A{Forman v. Davis, 371 U.8. 178, 182 (1962} : 8 rdeficiencies by previous amendments, futility of the amendment
{12-13 7Y 2015 2313 DRI HOTH 1] DNNT VWD PRane 2ad ¢

“Plaintiffs’ claim of battery and bandwidth depletion has no nexus to Google’s alleged breach or
unfair competition. It is certainly alleged that each time a user purchases an app from Google Play,
there are transmissions back and forth between the users’ device and Google's servers..,
[nonetheless] the loss of battery life or use of bandwidth is not “fairly traceable to the challenged
action™ as the downloading of the app oceurs before any record of the transaction or making available
information for look-up.”
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3N T2 YT XY ON LMW -1 N0 - 1oND) (2014 ONAN-YI DU W 1OV Novya) 99,93
(1992) 782,778 (410 T ,ANPN ANS NPY /) 19783 HNIYID MEn nan 1130790 7y Paydv
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29 FDNYND NYY TPTINNI IN HINNTEINI DDA PT ANDA T 0N PO I PO 110
£ YIAPY PID UMW D YR NHYT NTAY £ 10N T NBWIY MYDAN IWPnn 2

TN 2 1MNAY 1220 1272 PIN DN NP2 NPDUIV0N0N MNINN NN PTIRY 107
19N YN5NNT DN DMIIYN DN TP TORD APIRIDYIIN HIIN AR NNRD RPN
¥O PNDA MINAND TNV YT NP NMVAYE DINY  NPY NT [..] 0»wpa 5pmnd nwy
BN YW ORIV NP2 NN N3 PN APNNTN NV 0NN DN RONNY YT N1
TIPDHN DY DYYNY 2N MNY MNP NINAN YIIPN PTIAN DY 1Y MY NNMenn
TAN PNY2 110 M7 N DADNHAM 0MY 0% OY TTINNND MNAND NNUY MNNN1Y
297,292 ()9 179, TAPAN NN 11O N2 73 0099 162/80 ¥733) 7NN POYD NPD D

‘ .((1980)

T2 .22 121 79N MPRYA NYI190 R0 MIAD1 NPYDOL WIRIW 0NN D2IN2NDN DI DNNM .36

YN 201 VNN NNNT ORN NPRWI POIVY NN — IRNNI-INRINIIPNAN NN IV NENT?
1973 99 N9 AN VWA NPV NPYTYY Y2 IN9-12 NOMWH NIAND — FTNDIH-T PN N NHRY-N
MDY 0NAAY L TN19-12 00} YPIDS NOHD PTINT NYIN NP NIN PR NIRRT NINUGY
-13 Ny Yend 13 ((Mma-1a onb) (1988) 6-7 ,5 N2 VYIPIAN IMINT IR TPMANDD PTANNIN
MIMHN NI NYIDRA ,MPTNAN DM NNAYRY NMOMNYN G J¥ 80 M1t T30 N9
AN (1956) 1378 ,1325 > T, @19 PEP 73 1113 22/56 N1V N 1211 NDINNN NIRY 1730

' (7-8 10y nMa-1a

N TPONIITEIIN NN 771 DNA NITNWL NPT 100 #AINNINN DY IN DY 7282 n19-11

DOXTN Y28-1117 NIV NPNITA NPIDT DY DY NYAYNN AT NNOT DY NNSIND 29 DY NN -

9% WATA NN MPYY NP IINOY MPDAT DNY D19y I 1nan DY 1 T DN
ST DPINVP SY RUTIND NN N0 TMTHNGY 8- vw&) MPAYHN OPONTIN
THAN VYHIT-Y DTNV MK NING (2014 PNRIN-1117 12VWN WS D0 N 54,45 M0
YN0 DN IN IR OITN NPT W T390 . NP0AUNT NRNING 2Y AYOU WRMTIING 52357 Pnn

(101-102 oy ¢ 119 *Ra I} #OMINKY Y700 AN barn vavn

OPMNINN Yy N9 D1INAN SHYZ YT NN NN 1NN NPRY 712 N0 21900 NIpnn
NYAY PUYI PP — NTIHDY NI OIDIY G0N NYOIT AT — 40 MYTY DI 10N DATIY 2D
MDOIN NITON? NP 2N NINNA PIN APD NN PT NIPHNIAY N 21PTN DINNNHD TIWIT

.37

.38

ANNIND AOPY TINGT TN 11,7 MM AP 993 9P N3RI0 NBK TPINND X IPTI R0 1T IR0 S8 anpor ¢
TN T DV TOR WA NP0 J1TAN TV ING 2T D105 TINNANY X0 PTIN MY 022 UPA M NP0 2 NN
a2 RPINI0R MR PA 2199 1APH,PRIN 1Y N0 1PRD OIMIIN NS Y AT NP0 NNY : AU NN
MR (782 70¥1 DWW AWM MIA 11 TWPNT 2-9Y IR 99 PNIIN DY NPT 9D KON 1M 72797 PRPIT o
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T2992 31 PIN NND ONYTANT — MY N, PN NN - IHPMNND YAV man nonp nay
[ [
:113-312070YW UMY T1AD T DY NPDIY %93 ARNPN 1IN NN DNNT NI D DR

IMINTINAN VAV 3922 DINN T PT 11 IWNHY PIIY MNP VYN THAL T T R
(Lex Causa) nymnn mxpm (Lex Fori) 5man 179 oxNnna ANTH MNP T mN1n 2
3 9Y N3 T2 WY ,INDD 799D TIDT AINMIN NN SN0 INYHNND A P2 OXNN2
T NI 2100 20NN -9913 Y100 PN T 1213 93TH IUND T3 KD .01MaN T
NPPN 12T 12 NIPNE NPMNAN NMSTH YNH DX MIToRH DINDI MmN SN
AIPT PINTID 11082 ,19090 DN M2 2mN NMINNN 10T TR ArPMNn MmN Hpn
PINNNAN NN MNID Y 1T 09T 28R . )PNPIUY RYY NAR NYPND 11000 IR DYNH W
MYNLI NPNTH MINNANY 19INT TTONIY HPMHNNA MIRNNAN OY THR 73103 MY
NPIPTI NNV DY V0 I 1T XIDN DR AN ITD Mnns PTan pin nrad maoni i
VYIIND WAND PROID TN PTY NN 2000 1TONNA PON NN 1 TWND DA 711 TR
PR .DMINNA PPOAB OFYNATY TONN 10 PUN 2 13D AT PT 28 IIn TIN03 vpann
2 2PNNH 270 Y MM IPRY AIND 12NN2Y 1Y MO MNINI NN 21D RN
AT PT IWUND NN T PINT IPVAYAN ANPTAN IO Y0WHT \RPAN 1B 1N YIUN
THANIT MININ NMNPN TTNY YNPYT DPMIND NMDT MYnd Nyan n»y povn
NYY) PTVOAND YT OINOT PT Y INYMANN NAPNY NYOY OYTTIN 123P RY Win2
Y NPT POAd 909,506 (1)2003 YY-pN 257 MYIAD YINIUN RN ) DTN 6860/01

0w Ry Tin) ((2003) 103-170170Y NV

MaTH Yy MDD OWD NWAn MY 0PN YINITAN PIN 1M NIMDYTE MY DY PTh n 39
S NN AT TIDMAY ININD Y9 P NN HYIIT HNTI MM 1185 Q3P TN Npvad
SH00N 920 910N PIND AND NYANN DYDY DY NI NN DNANND 19IN OO IR
OWIPIY DY ITONN DYDY PN DTN ONYN TIAI 01T 7Y ThY 20T Py 120w D
naYn b (1 NYT INNY 18 109 IN7) M2 AN MIATY VAVHN 173 aNYUHY DY DN 0NN 2v
DRN M 91925 40N NYITT 1 HNINA YY MVY)H YT NN BNNNDY 13 1210 HTINRIN
PT_OINND D3 99910 5912 97001 PN 11D NPT MINAIN NYIRG MYPI B30 THn Yy
TTIND A0 nNa 11N 2ond A28 NYNLI IPIND 900 NYIT DN DY Y ANNNA OMan-
DANTNH NAPY T2V, IPNTA AT T 0 NEOIT PN NONRD OND PN PYRR It Imn Sy
SRIYII DAWHN YNI1 DYPH DR ONINIY
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DI YT NINNY AUYIIN TYIN3 90 MYy

2005 mwn {Class Action Fairness Act, 28 11.S.C. § 1332(d)) nvpny¥» n1YINI MyXnn pin 40
02 NTIIYN DPIZN X YIP1 270N OPTINHT VIYAT NI DY PN VIPWD MDD NN 2NN
VAVNN M IR THROD PIND AP ARYDINA MAND Y31 ,0VN»TAN VavnRn Nl pad
nyann b 591510 o10on N (diversity jursidetion) NN M0 MYIANI NTI DPONRITIN
DDING NINAT TNN FWNDY ,00730 NNDK NPYARY 1YY 7Yann IWND 2T 1120 5 Dy Ay
:(P2W NWNTNNE N 7T DY AR 1PN 093NN

n28 1).8. Code § 1332 - Diversity of citizenship; amount in conlroversy; costs

(d)2) The district courts shall have original jurisdiction of any civil action in
which the matfer in controversy exceeds the smmn or value of $5,000,000,
exclusive of interest and costs, and Is a class action in which
(A) Any member of a class of plaintifis is a citizen of a State different
from any defendant;
(B} Any member of a class of plaintif#s is a foreign state or a citizen or
subject of a foreign state and any defendant 1s a citizen of a State; or
(C) Any member of a class of plaintiffs is a citizen of a State and any
defendant is a foreign state or a citizen or subject of a foreign Stafe.
di5) fParagraph (2)] shall not apply to any class action in which...
(B) the number of members of all pfopbsed plaintiff classes In the
aggregale 1s less than 100.»

1393 NNT AN ,NNNAYP DTN DN NYNN NN IDIN,NNADY NNH Mayann 1Y 41
PIINOY 1T XNV NN DN NI NIt TV NaYn Hnnn v PIXRITIN) vavna ma
MTIVN S¢ NIV DIPN ,DWVIANT 000N NIRRT TPMIPRM MyIYN DIDWn Monvl
MPay ¥ 1% DTN LONIY NTH NVBN DPAY) DIMYN MAN ,MRNYN 51 J¥ 0NURIN
AYAPT NTNY M YW RPN 900 NYMITY D19 ONINITON VAW NA 1DV TN
IV VaVHN M 7. (rcase-or-controversy” 9w Ny ph NYNITH) 271N BN Y KW shun qioa

NI 5Y NN K2 NPING WARYR PYDa MmN qon nwnT Asarco, Inc. v. Kadish, 490 U.S. 605, 617 {1989) nenoa yaprean’
WHTUN PIDI NN MY DYIPH NTY MIPY NPTH MR Z¥ NS00 G ONI M2 127N 10, DI TEN NN D3 5w vawn
Wyatt Sassman, A INT Q07 FWYTT PIUY MIXAND 171 NN TN MNYD INYTAN MPIN 2W TPPTY SONDMLEND Nind
Survey of Constitutional Standing fn State Courts, 8{2) KY. J. EQUINE, AGRIC., & NAT. RESOURCES L. 339 (2015-2016)
MPPTA 7Y N1 TIMDLPI DYNNTON UAYATN N1 ANT DY NPIPDn 90 N¥TTYANT 1IN1 NZ IIm@lpl npinm nom 1or
Kwikset Corp. v. Super CL, 246 YAl nANTY 7 .(357-358 /0y , 0¥ 17 2N7) PYT2) AT 40 YT NDE PINND 10)
“that they :0vTn5 Y123 WYHINN BNV TMPK OMIND P71 7YINN AP NN Vawnpn I osns P.3d 877, 885 {Cal. 2011)

.have] been injured in fact under the standing requirements of the United States Constitution”

16



Lujan v. Defenders of Wildlife, 504 11.8. 555, nw1a1 nTR¥N M2t 019215 00NI0N 0N XA
: (9192 PR NYYT HPNY) injury-in-fact nNoIND NYT2 MIPHKRN TIN 561 {1992)

nOver the years, our cases have established that the irreducible constitutional
minimum of standing contains three elements. First, the plaintiff must have
suffered an “injury in fact”— an invasion of a legally protected interest
which is (a) concrete and particularized; and {b) “actual or imminent, not
‘conjectural’ or ‘hypothetical,’; Second, there must be a causal connection
between the injury and the conduct complained of — the injury has to be
“fairly... tracefable] to the challenged action of the defendant, and not.. thie]
result [of] the independent action of some third party not before the court”.
Third, it must be “likely,” as opposed to merely “speculative,” that the injury
will be “redressed by a favorable decision”.»® 2w nwaTNM

N 1Y DIPIANN TO AR DINY ,DONINND DINYYNR MPos DY 1Y 1P2¥N vavnn ma 42
Clapper v. Amnesty Infernational, 133 U.S. 1138, 1143 nyiaa1 npnTY 720712000 qon nenT
A0N NYYITI TAY JWand DYy rOYTNY D373 OND NINUI 1PN VYN ™1 YT (2013)
NI5N2 ONITIND OMPVAPNRY DIPIID AVNIND DMWY DNIRIZIMIS DIPE) ¥ VIP Vavnn ma
M0 PRN TWURD 89 (“certainly impending”) sRNY 2937 N0 PN JWUND P NNt TN Lujan
Spokeo, Inc. v. Robins, 136 8. Ct. 1540, nvw191 R¥NW 5127 N90N NHNT 7.7a52 MIYEN 9132

PONAT PRIV D NN DO L Friends of the Earth, Inc., v. Laidlaw Envtl. Sys. (TOC), Inc., 528 U.S. 167 (2000) - 1y @
TN VTN KT ,YTYN I9IND M98 N D391 N0 PO (3) 3009 1pnp pun (2) 50PN 191N MDD Mot g (1) T
RA bR

1PTN TY TN I NI2I0Y 01 011 DWEBN YRRD IMan NN 192N NAIN D RYA ¥aR v PTa posa ?
D90 DPR ,OPWHY DY TTH APATEYNN TNYY T80 NPYIED YT FDINAD NI20N NIO0N MoK NND DY NP 1IWPAND
7OD5 Y15 NI MDY O] 2190 MV NIYWNY DAWHN TP PHIANY 193 .NTHY N TIOI3 900 IIT INoW?
NOYW VAYEN I YITTH OVEMBN TITND Y NINND IBNY JY YAZ 521 TN 729 NINN 128 NTRY M2TY 0010 IR
Beck v. McDonald, No. 15-1395 {4th :IN7 D"2091p90 D10 DN N0 INTY MMT Mnys (1151 1yl ,0w) 7OmN
In re Linked User Privacy Litig., Case No. Case No. 5:12-CV-03088-EJD, 2014 WL 1323713 {N.D. Cal. 12 (Cir. 2017
I re Zappos.com, Inc., nwia1 071099 »UNG HIRITEN VAYAN N9 PO NINNKD ¥ D NN At oy (Mar, 28, 2014)
AUN TIPIN TR TNPY 195 24 D NN IAna npoy nwlan J(No. 16-16860, 2018 WL 1189643 (5th Cir. Mar. 8, 2018
mMAIZON ¥ L0029 NADON M0 ,DIMAND ,OMMNATD ,ON%Y MNIUNN Mavh 0oy m17b) ondw ¥1hn W08
SUPIPIY TN FIND DY 2WNnN TNIYE D319 23N DI2Y DNPNT T -9Y 1203 (ONDY ONIUND Y0P070 2Y nNnKD
TINIY TITIIHN AIOH 121 RN N MINT NDIN2 19WNY PINY J20100 1100 PI3 59192 P 5y IOMIND D030 100 Onwn
Sy NIDRNUT TIN PINGT VWO MY TN 09K T3 000 0ny 9 1305 7 o0 reredit monitoring smyw v
CONEIYD WOUNN MINITIN VYN FPL NN MIVIIND NN G0N DY ANT PINND 1w mproem Clapper-a YWwHyn nyion
YPIPN NN N0 K9 Clappernaon y oin K Q00 YT 1708 12 0P TN D250 ¥ Y37 Gavnm 102 .Ayapa R 190
Krottner v. Starbucks Corp., Nos. 09-nwMa1 Dy iyIed sownin 9NN VavRn 1 ¥ am? nbprm innipn nabn? nnnn
COYINTTAF YL YW TN{OUSH 1A R0 WD NN 1) PN MY nxnao 110y {35823 and 35824, (9th Cir.; Dec. 14, 2010
Cleary Gottlieb, With Equifax : nooh NP2 1) DTy 0P 217 0Ty 7151 799709 400 IS 98N Dwys
Looming, Split on Standing in Data Breach Cases Grows with Recent Decisions, Alert Memorandum (Oct. 4, 2017),
available at https: /rwww.clearygottlieb.coms-smediasorganize-archivescgsh/files/2017/publicationssalert-
; memos/with-equifax-looming-split-on-standing-in-data-breach-cases-grows-with-recent-decisions-10-4-17 . pdf
Bradford C, Mank, Data Breaches, Identity Theft, and Article I Standing: Will the Supreme Court Resofve the Split
TV MIPK BOU TIPA2 ININ? YN Nwpan » ATy 0033 90 9y (in the Circuits, 92 NORTEDAME L, REV., 1323 (2017}
FHONT NVPIN NG THOU MYINM U9 NHNY TEN0ING FY9 DY IVIEPN M0 /Y0 NPUIT OX 23,01 TnY DPRY
- ({129-144 /09 AN TDYIINN
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3 PYO DINTY PRPOIPHPIT NAND M AN I0DN ONUN PTHN IN¥IONI . 1548-1550 (2018)
ABAY P INT NI N0 AT PN ART HOPIVDAN KDY NN P RN YUDIPNP P NPINT
PPN 231N ININ YY 79NN OXY 33 NN MMIND PR IVOR NYTT Hund 13 #Ouaa 01 mng
¥ APNN DHTND YIINA 230 MINNTEMI P13 NI 1TTHN 050pNPp PR opnd YT N1 W
NRMTIPIPN NN MK DY 17197 1 178NN DIVPN ZY 13N7 NN TIND INTR NON NNTXII0
AP TINYD VAVKT T DY ,0MYNN OPNY DPNZ IWNT W00 DY Pub 0N DY MY N
O IP DA AT POIPNP PI OPIN ONRN INIINY 3P 0101 NPPNT NPI0AN NNV DY
INWIIDNITIN NN PTN ATe PIND {1)B)12 930 NI N2 HADN LYY N1 DWPIRN oY
— PN VIDWT MIND 70K 1T ¥ NN NIY DIPN Q0N DY PNYN NN MNTY Vawnn A

R mPRpnan NPINT WHASYN Yo NN G0N YT NTRY-IN NN DN

9y NANIYY 292 OVIPNP PRI DY Q0N DIWIT YRR NPVIAZ IO 11T DN myamna 43
Third ) /»er5wn TSN MIVPITY = VAYHN 12 DY NINN NPIDS NI DY ,319¥0 Vawnn a7
United States v. Miller, 425 pnya 1109¥n Mproan pona n¥mn g n»vT (Party Doctrine
1R Y13 1O 1N NPOPYT M0 Snuth v. Maryland, 442 U.S. 735 (1979)-1 U.S. 435 (1976)
DOAY NN (TN HANNNDY L TNVINY NTIADN NIOIEN TTIIND N0 BILIDY DITTND M0IoN
NPIVPIT PIY IWPD MITIN H1VI9Y D90 1933 O¥anY D78 MIT AN TUN Y0IPNP P
Adam Lamparello, Online) 121915 M09 10, HINPYIAND NPIND WU yod wedun T80
Data Breacbcs, Standing, and the Third-Party Doctring, 119 CARDOZO L. REV. 119, 126
:{(2015)

n[Clonsumers cannot claim that they have suffered a cognizable injury
to their privacy becaunse the moment consumers convey their phone,
credit card, and social security numbers to an online eservice provider,
they forfeit their privacy rights. As such, if this information is obtained by

The injury required by Article III may exist by virtue of statutes creating legal rights, -2 9nand a0 ot oy 0 ¥
Warth v. Seldin, 422 1.8, 490, -9 739032 4 1By ,2012 203 7rvaa msa J»ay) vthe invasion of which creates standing
.(500 {1975}

"Congcerete” however, necessarily synonymous with “tangible.” Although » : P5w nwaTnn WO2R vawn Wow o 1
tangible injuries are perhaps easier to recognize, we have confirmed in many of our previous cases that intangible
injuries can nevertheless be concrete. In determining whether an intangible harm constitutes injury in fact, both
history and the jadgment of Congress play important voles. Because the doctrine of standing derives from the case-
or-controversy requirement, and because that requirement in turn is grounded in historical practice, it is instructive to
consider whether an alleged intangible harm has a close relationship to a harm that has traditionally been
regarded as providing a basis for a lawsuit in English or American courts. In addition, because Congress is well
positioned to identify intangible harms that meet minimum Article III requirements, its judgment is also
instructive and important. Congress’ role in identifying and elevating intangible hayms does not mean that a
plaintiff automatically satisfies the injury-in-fact requivement whenever a statute grants a person,a statutory
right and purports to authorize that person to sue to vindicate that right, Article Il standing reguires a concrete
injury even in the context of a statutory violation. For that reason, Robins could not, for example, allege a bare
» procedural violation, divorced from any concrete harm, and satisfy the injury-in-fact requirement of Article III
Spokeo 12131 207ENP P O§ 1900 G030 VIVHTR YA PO, DNYIE WOUNN DITHN VIVAN I NN 17120 Py 8
PN PIE DIVPN DY 79717797 NOY , DU DY ¥ISIN YN INIPY PA0RY DITODN TNNT 111D YR D107 13 K30 0awnn N3
JDPRPI0NN N30 2072 WY ¥R9 38 1 Y210 Wo omn oypin ox 0 (Fair Credit Reporting Act) 10 »ex ming
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third parties, e.g., hackers, consumers will not have standing to sue

because, having no expectation of privacy in the unlawfully accessed
data, they have not suffered an actual or concrete injury to their privacy
rights. This leaves citizens wholly dependent on private companies to
implement policies that minimize the risk of online data breaches, and

compensate them fully in the event of a breach...”

DNT OPNN PAIBWI ,NPVIY DI 931 1IN 11297 APBYN MDY NI M0 DNoonw % 44

(807 1y, 2017 91 MMIT 1IN Y92 PN YT DN D22 DMV 2WOWIPN DYa 9on 7y

DONNK %0 INITIY 292 S IINITIR TH) 21998 PO 1908 1) YN NI NPT PUY R

NN TIDDN 122 MANA AN IX DY DINITH NIN TP NN NN 72 MYNan MINDNT
James Whitman, : 187 8¢132 120709) I1RN PTI NDPHN NODONN PAD 20NN TINPOIN
The Two Western Cultures of Privacy: Dignity Versus Liberty, 113(6) YALE L.J. 1161
PRIV NI MYIINT DIMYD §ON 28 INTITINTP Y DAYNT INIIY TV Dwnd 7 .((2004)
MDIP MYNT XPIT 1IN NOIXY TIAD D¢ YRR NN DMWY IND 238 1099 RvyTm
NI NP L INTY DIANN DY DWTRN APVIOT APPTA MIAPYI T YO0 1.4 DY I DDl

{818 1y 2017

NNITN TN INNRD PN SV INON DY I NV IPINI NYIP NP NPI09,TI1 YT R
110 9023 ,2012 547 910N NVPTA 1Y DONTT INT I0A P13 10N 1K, VRnuinh

»Nothing in the precedent of the Ninth Circuit or other appellate courts
confers standing on a party that has brought statutory or common law claims
based on nothing’ more than the unauthorized disclosure of personal

information”

DU DWAN DY, NP0 9 AT TIYIINT TIRD 7123 49 23810 71YTINOPI PN NIDN NN
YT 71 ¢ NPNIIN MPIN DY D0) 11990 ONNN OPX 01PN NNNTY DD PYIR ¥R
AN NYPITI NTRYY PN NYIT NN DPRY NPVIAZ APTR 5w RNI ny*an ooas

N9 MAaYh) NPV PPN MIAPRN NWANT MDY 15991 /919D NIV 02 NN AP
DINNI D) AIND ,D29010 01INY 0P NaYa Motina 0390 91 (N0aNsh) NivTh vy

NN NOY MYINAY NYP Y IRNYY NI ONIIN DY MRINOING 71NN 0NaY 0Mpnn

California) mmavp S¥ 01D NYvavnn MmN pin NONTY TD (127 ova ov)

nyapa pow (CLRA :on9) (Consumer Legal Remedies Act, Cal. Civ. Code § 1750 et seq.
5w HMY N YW PINY YINR NKYIND DPNYHET D)X TYH DLNN-NYI MPPopIa % nvan
NPANY NRYAIND 0@ DYDY DY L,0NVWI OM2Y 0MO0INHD TRXR N N PIN 27N MYUN
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1 NN OY NPYUIAL N0 DIV1D NN FPYON YWY PN RDY AN OWY IMSIR NIl
Meyer v. Sprint Spectrum L.P., 45 Cal. 4th 634, 640- nw1a3 poa mMIMaop Yw 2WO¥N vavnn
MmYMY pRe 0oy oamyn oy CLRA-7 by n1on 2y auvewin myiana 0 643 (2009)
2V a0 Y NYNTZ IRV T TP DY NIYYI NNNY 700 yraNamy vl (tangible harm)
AYPA - yranamd oy )y CLRA-D D0 nyran My Y Npona navws U, ms»i myann
02773 3321 19INA DITAD NTINIMY HRNT,09MY YW N0 T1PNa (21 0y 900 DY nnTY
NYOI NPT HYPIND MDD NN 12T HPIW NN, TOLIMIN BIYRM ,0UNN 23102
DAMT) IPPOY MTHND Yo NRMY ,NMIINDING NYI0Y — 0195 N DTV DIRY DIPNY
D27 NN 020D 900 NEYTT AN MZED INDINT MUY — (1} N DN XY NINENH NIvann
(Daniel J. Solove, Privacy and Data Security T Y10 DNR I y1IpY M0 oM

. Violations: What's the Harm, LinkedIn (June 25, 2014))

wHarms must be visceral— they must involve some dimension of palpable
physieal injury or financial loss... For harms that involve emotional
distress, courts are skeptical because people can too easily say they suffered
emotional distress. It can be hard to prove or disprove statements that one
suffered emotional distress, and these difficulties make courts uneasy.”

APINY SWLYHA YOI PIvnRd ATRY MIT DITNAY AYIITR 90 IY NMNa MY ANt 92
D1 THIM DN PN NYDINIVW 2120 TI7 ORNT CTAY DTSN PEY DY N D9aN L NINRND
INDN DY VAYNRD I M PON DV AWK Frank v. Gaos NWIa1 170X DY OYN Yrnma
In re Google Referrer Header Privacy Litig., 87 F. Supp. 3d 1122 pyna) mmMaop Hv »masn
NIINNY V0 231 11N T2 NN MIVIIND NYpa ormyn ywoan nt pava J((IN.D. Cal. 2015
LOMYOIY MTTED D11 JY IDNN YN WWHANYD DY PN MM NN NNIYIY 1IND 173D
NIV NYPaNn Pon )0 mann 970 J(Referrer-n) #nionn qTA7 w1 Myan vienn nn
NYHRNYA ,ONNNI ONYID TP 2V DESPR DRY DYS Y51 010NN N2 197070 D 2y
ANNAMING DYYAD PN, DY YISNN MK 471 N7 W3INY DIDPN INRD DY NINaY
Referrer-n ,mann 970 ¢aO2 1900W) DURNYN BNIY YIDNN M2 NINDH 1Y 1D PINY

.(Header

IO ORI 7300 T TN NIDINT NEP VNN 179 INMIN NN ONTIN, OIN NDIIND
ot nyng 137 Ay L PT 05 mbyw ¥y many ,0mewhw DTS YTIN NNavnay 1 ya

47
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In Re Google, Ine., Cookle Placement w9 000 PN DI nHIpay AN ¥HNT DMNpn N9 0y vavni na ¥
{Caookies] YPIp NPPRN DI 2 OIMYD TOYVA NPOY NNty Consumer Privacy Litig., 988 F. Supp. 2d 434 (D. Del. 2013)
TN YT QIONT D3N WHo APPIPN .DYHRAYEN NRIUN 1N M T 801 Internet Explorer-y Safari 9747 oy orvwon by
P, IING A0 DNPYW WK YN T2 TIT ¥ Y02 108 0¥ 002 N1ANNIN AP TN MDIDIs MYTIN DY A3573) wHnn
DAY 2313 DY NIANYNNN T 00T WIYEH KD DN 1 PO WURmea 01 NTa 2a0 , onmoyaaw 00, 01by y TN
plaintiffs have not sufficiently alleged that the ability to monetize their PIL7 : onbw »woan ¥ 12000 M1 9000 onvie by

-#has been diminished or lost by virtue of Google’s previous collection of it
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WRITIN PINAY NPIPN NN DY 7190 NNNN 1) (OIS VTR DY DY DY ¥ITL) NPVIAD NP 1IN
19N1 N2 o (Stored Communications Act, 18 U.8.C. § 2701 et seq-n ,mOUmnn nwpny
PUND ATRY M1 W 900 YT DTRY ITINNY NYY MYYND NOY NSY Mayon MU DN
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{Cert. granted, 138 S. Ct. 1697 (2018)) 117¥n LAWNT NIAT TY YN NV 71V 1TON YA
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INTI NOW T2 DY PON UTPIAN TIWN DI ,DM0MYN 1N .LAYA-TL TP THYAL PINS GI0NNY
PRY DIPKI TR, PN AV DAUHI NI DY VIS MDHD TIPRY TOAN ToNna IDw Dva
P1I MYL DD DMINWAIMIN ON 50T NININHKA HRTIWA NNOBI PN 573 N2 M
Perry : 187 822 1NYT5) NIDINOING NYIAD DMINKA NP NHYT TANDHN NYN970 12V 73131 won
Cooper, High Court Could Shoot Down Google Settlement on Standing, Bloomberg Law

{7(Oct. 31, 2018), available at https: 7/ www.bna.com/high-court-shoot-n579820934%90

07w OYIN0K , MITIN DN 11277, 0TTEN WD 119N VIVRN THA NYPAY 11109181 30-1
WD OMMYD ,NTTY 19800 ¥Rab 109 NN RSN 933,808 7T N 900 N1 TwNa
: 0N NYMYT OV TR M7 N2¥NY DRy Mo oY iyw Do onca

»[AJll intangible harms must satisfy Article III’s concreteness
requirement in order to confer standing: they must be “de facto,” not
“conjectural” or “hypothetical”... petitioners and plaintiffs rely heavily on
an alleged intangible privacy harm... [Buf] the complaint does not explain
how the disclosure of plaintiffs® search terms could cause such harm.
Merely incanting the term “invasion of privacy” does not state a
concrete injury.”
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Sulleyman, Millenials and Generation 7 Interact More Through Phones and Apps Than In
Real Lifg, Report Finds, INDEPENDENT (19 October 2017),
https: //www.independent.co.uk/life-stylesgadgets-and-tech/news/millennials-generation-
33 19N O¥at n .Z-smartphone-habits-apps-communications-real-life-a8008641.html
Russell ) (#an extension of the self”) #sann Sv ndIND” NYAY 1ah VINAL 11N Padbh
AW. Belk, Extended Selfin a Digrtal World, 40 J. CONSUMER RES. 477, 490 (2013)
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NIN NPNN .DMWTN NN MW NPYIAY NI DY NN 9PN IR NINTIN2 NPON N P92 .60

TINAND NN PNAZ PN 190 NN SHRIOT PTAT IIN PTI NPT MO 5¥ NPNIND MNna

O»OMIIN ,NIR MBI J¢ VN MY 5Y NTAPH AT NPY TIN NPYIAD MIIN 5y APPN

SY IYANA (1) ; YD1 MY DY DIYPNI PNIBN NPLISN DIVIRI NN 90 (M) 00

M TY YN 71T P9 .0TN S INP0UIAD NYNAN NOWNT 1IND PAYTH NRIONP-N NYIT
R0 PTA ADIAPAT INNIYNA NPT PINA NP THINT MNND N IR 1T NPuIad

NPVIST MDY PNPIND NN

219 172 NV MATH DY NINPIND N

1272 71993 DNND DT D320 MYIN T MNITH NI MY ONPHIBRA PORITON NPIND .61
19123 NN AN ITNRITIN PPIYN VAYAN TP ,THYID M1 DY AYTYNL .A1YIaY Mata H9975
927227270 PPINM NVIIN YAIN 1173 PYNIN PPN THPHR,MANN NPHPIN N 2V 100
TP AT MDD SV AN 0917 DYV 10 3T ,0YPIAD NI NTHM YINAN 1A NN

,LAVHN N2 Y NPT MVVINAN MPIDAN INNT 1PO¥N Y0V P MNYANY IPYNRd 901N
L PN UMW TN NI SWNPNT nwna Ny Griswold v. Connecticut, 381 U.S. 479 (1965)
NPINA PY2 M233 AR MANT NYPIT IR ,1I0 DYT DN 921 220 DNT 000N NTHY NN A8NY

1112 7NN MPNY NPYIAY 1195 M2 oNY T

#The Court talks about a constitutional »right of privacy” as though
there is some constitutional provision or provisions forbidding any law
ever to be passed which might abridge the #privacy” of individuals. But
there is not. There are, of course, guarantees in certain specific
constitutional provisions which are designed in part to protect privacy at

certain times and places with respect to certain activities.»

1919 NPVIT MDA NNNT,TIINT VYN NYAN,DO0WN 17 YT DY NYMINY NYTN NN OY .62
NPINN YN N/IYTY T2 2R DY NN N2 MMIPN MNDN DY roobEnY PIn DNLIND
Meintyre v. Obio) MPIMNT M DN 52150 19181 MOYIN WON 1272, NPINT IUNID
AN MY IR NPUND oW NN3ap Yv mMan NN (Blection Commn, 514 U.S. 334 (1995)
9MA,NPIND NUY-YIIND PPN NN ,qo0a (NAACP v. Alabama, 357 U.S. 449 {1958))
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AWolfv. Coloardo, 338 1J.S. 25 (1949)) NXR NAN{IN NN ©WNAN OPIN PRING M1 THN Y

DY 1AT N NDANT YIDIN N8R NINNN DN PYH ,10I%IY1 NN 1197100 0PN W70 PPnn W63
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» The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated,
and no warrants shall issue, but upon probable cause, supported by oath or
affirmation, and particularly describing the place to be searched, and the
persons or things to be seized”

5w AN AN WD vavnn ma vnn Kalz v. United Stafes, 389 U.S. 347 (1967) nwi9a .64
Olmstead v, United Stafes, 227 w191 nYIANNY Y30} NANHNKBA TIONIPN TN iany
NN DN -20P»210 N7 2193 1NN 5w YIN TR IRY MY avnnd ,(U.S. 438 (1928)
0T OPIS PRY IR} .DTPA0 NN 1T NN ORI — YDUPHIIN NN INPVIT OTRA DY 1IN
17552 NPV MOIVPNT IO MYH OY MTHNNNDZ DYYIN Y NYTIND NWNT NYIN : NPV
MY YA NI DN MY DOPNN2 P71 (2012 ,INW0IN XY 1>nn) 268 ,231 Y Yy
VI 182 TNN O NOINN NYIPY MY NN N0 .0AYNRT PN YIDN I¥ NONN ¥Pa? mnvdy
N3N 3,7 INTR 0T DYINVYY M9 710951 TN IPR IITRY R, 11900 MNWs Mndy ovd
T2 \NINY 23 (Reasonable Expectation of Privacy) »n»via? DTRN H¥ 1710100 NMHaasn»
N3N PITY N NPON NN DY HANTN INNRY 00, Kalz N1d9N N0 NN YI9NN
NI ¥PHN NNNZ NI NPVIAYT MO NN POVPND PTL YIIPN NID 12772 O30ISA
Charter of Fundamental Rights of the European Union, 2012/C 326/02, Arts. 7-8 ) nyoap
:((Oct. 26, 2012)

n Article 7: Respect for Private and Family Life
Everyone has the right to respect for s or her private and family Ilife, home

and communications.

Article 8 Profection of personal data

1. Everyone has the right to the profection of personal data concerning him
or her.

2. Such data must be processed fairly for specified purposes and on the
basis of the consent of the person concerned or some other legitimate
basis laid down by law. Everyone has the right of access to data which
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has been collected concerning him or her, and the right to have it
reclified

3. Compliance with these rules shall be subject to control by an
independent authority.”

A NN IDYT T DPTOPYTY AR DT 0aUnn M NPa , Kalz nobn NN INND Tinoa 465

200 NYHORN TTIIND MR DYDY DITTYD 10PN IR VTR NPOR 1T ANIVPITAY (43109
A2 MNWIAND Y10 IR YT NPINN I3, DU, 0IUHN N YIP N 1P 901 Dy NPvlay
D1 922 NP 19,001 PYIKH MDY NabVN 901 73 1Y DM 11 2P NAdvN N11anY
¥ UIMPING N2A0RYT T NNTD 1N {268 My o) MYn NYIP TNSS N YT Y
DOONN DY TION PN S ODINNN ABP MoK LMo VNANY 19} VNIV PTI1 MOIEY NN
NYN 270982 PHINTH MYINY O3098 BN P2 0TNN 3 DR 1IN 5997 Ppyna D000 Pl
WIANNY NIFOPYT DN P IZNITAN PTN 23NN NN DIPHI V197 NPTAN PV IoNY 21 2ann
Kim A. Lambert, United States v. Jacobsen: Expanded Private Search: M "v4an
nwxtnny {Doctrine Undermining Fourth Amendment Values, 16 1.oY. U. CHIL L. J. 359 (1985

oy

“The private search doctrine, a firmly established principle of fourth
amendment law, eliminates any fourth amendment analysis. The fourth
amendment provides no protection against unreasonable, warrantless

searches and seizures conducted by private parties. Incriminating

evidence discovered by private parties is freely admissible in judicial
proceedings. The courts have employed a private search analysis to admit
evidence obtained through searches conducted by a freight company, an

airline employee, a motel proprietor, and a college security officer.”

NYP MNP APTA SY NPINN NANTY T2 .N1P0UIA52 MO 2Y NN ONPINI MY MPTN 1890
All people are by their nature fiee and independent and have inalienable v >3 (1)1 902
rights. Among these are enjoying and defending Ilife and liberty, acquiring, possessing, and
vavnn N1 1 protecting property, and pursuing and obtaining safety, happiness, and privacy
NTHN 2Y P71 NDT DMV D9 DY DY NON APVIAY TPNPING M 1D YaP FMNDIP Jv 1IN
the Privacy Initiative in article [, section 17 : Hill v. NCAA, 865 P.2D 638 (Cal. 1994) nvnaa
of the California Constitution creates a right of action against private as well as government

1 .entities
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TN SY NapIN NN DYNY NG YA 7oy, Kalznabna wapiy NORD 03T NN P imna
P99 IR SY 1P (1) : 11797 NNIINY DMIAVNN DNIN AIZY DWW Wi ) 13
AN ¥TaY D91 YIMIN WA (3) ;NIPHRN M0 HNVIDT NIE0 NP (2) ; PINI NN
{39-40 oy, Hill i1 1N7) 01X Y¢ mpoaa? nnnn

The California Constitution sets a # » yM29p1 vawnn ' Wap Hill wa nip>osn inn .68
In re Yahoo Mail Litig., 7 F. ) »*high bar’ for establishing an invasion of privacy claim
Low v. LinkedIn nwia nXnnavT 1w w0 . 09w nentn) (Supp. 3d 10166, 1038 (N.D. Cal. 2014)

: (9% NWYTRNY VawHRN M ¥ap ow Corp., 900 F. Supp. 2d 1010 (N.D. Cal. 2012)

“,,.[TIhe subsequent case law regarding the Constitutional right to privacy
establishes that only serious invasions of privacy give rise to a private

right of action. The California Constitution and the common law set a high
bar for an invasion of privacy claim. Even disclosure of personal

information, including social security numbers, does not constitute an
reoregious breach of the social norms” to establish an _invasion of

privacy claim. .. Plaitifffs have failed to allege sufficient facts to establish
a_highly offensive disclosure of information or a »serious invasion” of a
privacy interest. Platintiffs allege that Defendant disclosed to third
parties the LinkedIn ID and the URL of the LinkedIn profile page that
the user viewed (which in the aggregate discloses a user’s browsing
history among LinkedIn profiles). Although Plaintiffs postulate that
thesc third parties could, through inferences, de-anonymize this data,
it is not clear that anyone has actually done so, or what information,
precisely, these third parties have obtained. The information disclosed to
third parties by LinkedIn, including numeric code associated with a user
and the URL of the profile page viewed, does not meet the standard set
by California courts. Plaintiffs have failed to establish that Defendant’s

35 %

conduct »amounts to a serious invasion» of the protected privacy interest”,

DNYN NN A2 PO ITYDY 90 MYIIT DPN NP0 IR ONNINT DYDY 10D enin T .69
TP S IR NPIN DIVPN TY PIMIYHBYN NNHN 77197 2Y NN MY I1PNY MYPIIMN N
: Loder v, City of Glendale, 14 Cal. 4th 846, 893 (1997): 18N
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“[Tlhe three “elements™ set forth in Hilf properly must be viewed simply as
“threshold elements” that may be utilized to screen out claims that do
not involve a significant intrusion on a privacy interest protected by the
state constitutional privacy provision.”

TIN I FAAAIAN MR DY ML IMan 1IN 77170 0IVNRN YN TV V1 0an Phone Ty 70
$TPOIAY TN SV TPRPIN NI9NY MY DIDIAZ WITIN 90N

“Actionable invasions of privacy must be sufficiently serious in their
nature, scope, and actual or potential impact to constitute an egregious
breach of the social norms underlying the privacy right. Even negligent
conduct that leads to theft of highly personal information, including
social security numbers, does not “approach [the] standard” of

actionable conduct under the California Constitution and thus does not

constitute 2 violation of Plaintiffs’ right to privacy.”

1793 20 D 0»eOby S TTEY H910R1 910N 1D POS INT1I0HNZ 1PV RPNV TIND 11NN PR
{egregious breach of privacy) »vaaY “Hmnn NAYINY I V710 1207 INNNY ©PaoN DN
DPINN DNN NYAN NDY P RPNIIN MHIN IMIN DY 7YY Y72 NN

933 ,1M91¢ NPNNNN NWPIY TPRTIY N1NI0 NN 490 ¥ AMNTS hvpa ~ DopRLs i 71
{11 Y2 ,0W) PTITIR NN Iphone IF1991 DT OWHEN Sy MvY)

“In this district and in this state, courts regularly dismiss invasion-of~
privacy claims at the pleading stage for not establishing an egeregoius
breach even when plaintiffs claim that a defendant collected location
information without consent, For example, in /n re tPhone Application
Litigation, the plaintiffs alleged that the defendants systematically collected
(and disseminated) their geolocation data, but the court dismissed those
claims because they “did not constitute an egregious breach of social
norms”,.. in Aoreno, the court held that plaintiff’s allegations — that her
geolocation information was impropetly collected — were insuficciently
egregious to make out an invasion-of-privacy claim. These epinions
confirm that the collection of geolocation data is not sufficient to

establish a constitutional claim for invasion of privacy.”
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{Invasion of Privacy) /1110799 TPIRD7 A2NY OIN MNYD DIPTHNG 1M1 NNt 0Y 27072
Samuel Warren and Louis D. 187} D971 1) YW TN Y19 DIDNA1 NIYRTY NI TN
Mony yax ¥71a% nannm (Brandeis, 7The Right To Privacy, 4(5) HARV. L. REV, 193 (1890)
:(W.1. Prosser, Privacy, 48 CAL. L. REV. 383 (1940) : 1X7) 10172 DY 111NN DMWY PP
public disclosure } »018 T, 12 ¥771 9 D19 ; (intrusion upon seclusion} *11910 ININ7 171N
NN TIORY DTN YY IMNT 1% w1 v ; (false light) nyvn y1n 01079 ; {of private facts
ya I Ny Restatement (Second) on Torts-2 652A qpyo (appropriation of name or likeness)
TN TIND MV NI PYON AN DN TP MXIN SNYTAN PON P TR ,I01MA DY M2
17930 KO HWR2 NOIDDHD NPTH) MENYN NYIIN NN MNANRG XY DY PY? ANTY 73 Ny
N 0y T {Lake v. Wal-Mart, 582 N.W.2d 231 (Minn. 1998) : 18T ,NYD1 YT 01079 AONY2
FINDIP NPTA 03 NYINDIT TN DR VAWM PUN 1T MPNYN YIIXR 2D 12 M

NP MY 0INPHT NNPVIAT M2 DINYPN DXOTVIN DMIYH DI DPIN MM I»TNa .79

Q03 ORINT YT NON DIPD) INPIT YN PO YAINNA NI12TY ANT 0NV 1197 i1 MY

MINTIN 121, DPI0VA TR YT MO, DN YR IDIND IPNIYNND MMYT T8H YTH NON

TSN YT NON ,DPOPININD TN YD NOIR) NN YyPH Y 0y O MITONN PIn

Privacy Laws, State : 181 1120709} (27131 207 BN2WN MIIN TRH Y0 PO ,HNE0 Ian

of California Department of Justice, Office of the Attorney General Xavier Becerra (last
{accessed: Dec. 3, 2018) available at https: //0ag.ca.gov/privacy/privacy-laws

PIXOKBY OYUMTIT,INIDYP NPT NPOIS DY DI0T0N DY DMIBN 0PN 0PINN THN .80
California’s Invasion of Privacy ) /32%)p Yy np01a% fa%n min Xin 1mazy mnTiwn
S MY pYm 1967 miva yowr pinn (CIPA x) (Act, California Penal Code § 630, et seq.
wanny Hy (attachment) »M2n DY TIT DY M2 NG ,PIN %2 5¥ AOND MIND T2 N
vehicles ) "DNN 0YTM 02T IR DY DY {electronic tracking device) #0»NIOPON ApyR
71790 929 $5,000 Yw To2 0 Tvn pinn L(CIPA, § 637.7 1) (or other moveable things
YO0 PP 51191 YINN PATY PRIN DID0N NYIZYOA TYIN (P11 AN NIT I N3I)
Moreno v. San Francisco Bay y1 002900 5V IdNNDA NYHRN q00 9Y NHPNTT hvpa -
Area Rapid Transit District, No. 17-¢v-02911-JSC, 2017 WL 6387764, at 5 (N.D. Cal. Dec.
H¥ NPNPIIONT YINW IR MPNn oY 1wpha n XY CIPA-w miyon NN ooad >712 14, 2017)
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Boring v. Google Inc., 362 Fed. yn»ion pon,nma NINONY DR ¥ IMHT N DY YIDYN
DR8I POYY 230 NN DY 1072 7t R oW 1My LAppx. 273 (3d Cir. Pa. Jan. 28, 2010
A3 MN N2 0mann v rStreet View” My n1vY 170N 2an13 MaINT Yy 0»pning
,ONPW TMAYA N2 MY 0002 % DAYRONT 12°3 3NI0V NPIYI 1079 1INI2 ONINHH
Y27TAN VAVAN NPT AP MIAN ININD APTNY BYD OITPNYA 9N N3N 3 YV NNy
Y M0 DIDIAY PRNH N2 NNTIN X YIP) N1AYD DN ORT 210N Y DY wnoen

:AVYAY NTR

“To state a claim for intrusion upon seclusion, plaintiffs must allege
conduct demonstrating an intentional intrusion upon the seclusion of
their private concerns which was substantial and highly offensive to a

reasonable person, and aver sufficient facts to establish that the

information disclosed would have caused mental suffering, shame or

humiliation to a person of ordinarv sensibilities. ..

No person of ordinary sensibilities would be shamed, humiliated, or have
suffered mentally as a result of a vehicle entering into his or her ungated
driveway and photographing the view from there. The Restatement cites
knocking on the door of aprivate residence as an example of conduct that
would not be highly offensive to a person of ordinary sensibilities. Indeed,
the privacy allegedly intruded upon was the external view of the Borings’
house, garage, and pool — a view that would be seen by any person who
entered onto their driveway, including a visitor or a delivery man.”
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.93 Fredenburg v. City of Fremont, 119 Cal. App. 4th 408, 423 (2004) nw792

“A person’s general location is mgfthe type of core value, informational
privacy that is encompassed by the California Constitution.”

,Cohen v. Toyota Motor Corporation, 147 F. Supp. 3d 955, 973 (N.D. Cal. 2015) nw10 7 1y
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“No agency shall disclose any record which is contained in asystem of
records by any means of communication to any person, or to another
agency, except pursuant to a written request by, or with the prior‘ written
consent of, the individual to whom the record pertains.”
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“To find implied consent, a fact-finder need not determine email users
had specific knowledge of the particular devices that intercepted their

emails. Rather, the fact-finder need only be convinced based om the

sarrounding circumstances that email users were notified of

interceptions... a fact-finder could find implied consent even based on

broad disclosures. Therefore, the Court finds that Google may rely on

news articles to argue to the finder of fact that users impliedly consented,
even if those news articles do not recite the specific devices that are alleged

to have intercepted Class members’ emails.”
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In the matter of Snapchat, Inc., : DHENTY IR .IYIN DY DMRIVIN DMITONIIRPNON OIINNN
In the matter of Facebook, Inc., 2012 WL 3518628 21,2014 WI. 19935567 (I'TC May 8, 2014)
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Mobile Advertising Network InMobi Settles FTC ) qOn» N2 700 P70 70 1Y

Charges, FTC WEBSITE (22 June 2018), hitps: 7www.ftc.gov/news-events/press-
Ay (releases/2016/06/mobile-advertising-network-inmobi-settles-fte-charges-it-tracked
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“But _there is little evidence that these agreements have led to a

wholesale shift in how tech companies handle private data. While the

F.T.C. deals might push the companies to be more careful about privacy
changes, being careful is not the same as being private. It’s possible — and

scems likely — that agreements with the government serve mainly to

add a vaneer of legitimacy over whatever moves the companies

planned to make anyway.”
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“How much was that record-setting fine? $22.5 million. Note that in 2012,
Google made a profit of $10.7 billion, most of it through advertising that
was based in some way on data it collected from users. If you do the math,

the agency’s fine represented about 0 percent of Google’s income that
year.”

NINMI NYIN NPOVI NPPPNTAN N9 MINDIP IPTH DU OPPINKT N1 MY 1IN 2018 NP1 94
California) »nommodop 5¥ 002980 MYV PINY OVI ,OPNPMIBN DANLL 9PN

DANIEL J. SOLOVE & PAUL M. SCHWARTZ, PRIVACY LAW FUNDEMENTALS 1 FTC-1 5m3 ™o v9nn Y oyogh 8
I re Google, Inc. (2011): Google Buzz violated the FTC Act and Safe Harbor by 1) (2015 \'1iwy i : \oni) 178 (2015)
suggesting that Gmail users could choose whether to join Buzz, but then enrolling some people who had not wanted to
join Buzz in certain Buzz featuers. The FTC required Google to institute a “comprehensive privacy program”. This was
the first case involving a Safe Harbor violation and the requirement that a company develop a comprehensive priacy
programy; In re Google, Inc. (2012} Google agreed to pay $22.5 million fine to the FTC based on the charge that, in
violation of its promises, it placed tracking cookie on the computers of Safari users. This practice violated the October
2011 settlement with the FTC that Google not misrepresent the extent to which it provided users control over tgeir
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sconsent of the data subject means any freely given, specific, informed and

unambiguous indication of the data subject’s wishes by which he or she
by a statement or by a clear affirmative action, signifies agreement to

the processing of personal data relating to him or herr.
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Dotan Hammer, The EU is Re-evaluating the Recognition of Israel's Adequacy for Cross-
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#Thus far, only a few courts have addressed this question, and they have
uniformly held that privacy policie are not contracts. These courts view

privacy policies as mere notices of a company’s practices. Cases have

also failed because plaintiffs have not established contractual damages.

Examples:

Dyer v. Northwest Airlines Corp., 334 F. Supp. 2d 1196 (D.N.D.
2004): Breach of contract claim against Northwest Airlines for disclosing
passenger records to the government in violation of its privacy policy. The

court held that “broad statemnts of company policy do not generally give
rish to contract claims.” The court also noted that the plaintiffs failed to

alleged they had read or relied upon the privacy policy or that they suffered
any “contractual damages arising out of the alleged breach”

In re Jet Blue Airways Corp. Privacy Litigation, 397 F. Supp. 2d
299 (ED.N.Y. 2005): Plaintiffs sued Jet Blue Airlines for breach of contract
for sharing passenger records with the government. The court granted Jet
Blue’s motion to dismiss because plaintiffs failed to prove damages. It
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stated: “There is ... no support for the proposition that an individual

passenger’s personal information has or had any compensable value in
the economy at laxge.”
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Ruiz v, : 1811 THN NIHN NIDN DNIWAN DPR — INPYHH NN XROW P13 Paa T O mna omya
Restatement (Second) of -0 natp nps» 20.Gap, Inc. 380 F. App’x 689, 692 (9t cir. 2010)
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n§ 353. Loss Due to Emotional Disturbance

Recovery for emotional disturbance will be excluded unless the breach
alsocaused bodily harm or the contract or the breach is of such a kind that
serious emotional disturbance was a particularly likely result.»
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Cherny v. Emigrant Bank, 604 F.Supp.2d 605 (S.D.N.Y. nwn1 namynn 757 nnx nnnT
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nCherny's claims arise from the alleged disclosure of his personal e-mail
address more than two years ago. Cherny maintains that he has incurred
damages as a result of the loss of his confidential information, and that the
loss of something intangible or something with an unknown or undefined
monetary value, such as an email address, can constitute an injury. Courts
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{Slome judges contend that mental » : NPPTH NP YU W NIDN,NTIN NN9N 23N 0NN M2 KT 711 1221 O3 NP0
distress damages cannot be awarded in contracts because they are not forseeable... Other Courts refuse to award such
damages because virtually any breach of contract brings with it disappointment and upset nad thus virtually everyaction
for breach of contract would have a mental distress recovery component. On this basis, courts regularly identify fear of

opening the floodgates as a justification for the general rule against recovery... [California Courts introduce
conditions prior to allowing damages for mental distress.] Such judicially imposed hurdies appear to be based

Ronnie Cohen & : w1 .#on _a deep judicial distrust of the claimants and their claims... rather than on logic
Shannon O’Bryne, Cry me a River: Recovery of Mental Distress Damages in a Breach of Contract Action - A North
American Perspective, 42 AM. BUS. 1. J. 97, 98, 105-106 (2005)
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have held, however, that the release of potentially sensitive information

alone, without evidence of misuse, is insufficient to canse damage to a

plaintiff,, This Court finds that the release of an e-mail address, by itself,
does not constitute an injury sufficient to state a claim under any of the legal
theories Cherny asserts... [Furthermore,] the receipt of spam by itself [...]
does not constitute a sufficient injury entitling Cherny to compensable
relief. See Burgess v. Eforce Media, Inc., No. 1: 07CV231, 2007 WL 3355369,
at *6 (W.D.N.C. Nov. 9, 2007) {*While all internet users, including this
court, are frustrated by unwanted and unwelcomed emails, and viruses,

the end internet user has no legal recourse for such frustration. Instead,
our remedies are found in Spam blockers, which of course are not
always effective.”); Gordon v. Virtumundo, Inc., No. 06-0204, 2007 WL
1459395, at *8 (W.D.Wash. May 15, 2007) {plaintiffs lacked standing under
the CAN-SPAM Act of 2003 because the harm suffered #must rise beyond
the level typically experienced by consumers, i.e., beyond the annoyance

of spamw~}»
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»[n 2004, California voters materially curtailed the universe of those who
may enforce the UCL. For a private plaintiff to establish standing to sue
under the UCL, he must plead that he (1) suffered an economic injury
to his “money or property”; and (2) that injury must have been incurred

as a result of the allepedly fraudulent or unfair business practice... First,

Lombardo’s complaint says nothing and offers no facts (or theory) for how
Google allegedly injured his money or property.. Second, Lombardo fails to
plead that he relied on any misstatement. A private UCL plaintiff must

show “actual reliance” whenever “the theory of the case” is that the

defendant made misrepresentations that deceived consumers. To satisfy
the actual-reliance requirement, a private UCL plaintiff must plead that he
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saw the specific misrepresentation at issne and actually relied on it, A
mere “factual nexus” with the alleged misconduct... is not enough... For

example, in Kane v. Chobani, the plaintiffs asserted UCL and CLRA claims
based on allegedly deceptive statements made on the defendants’s website.
But because the plaintiffs did not specifically allege that they reviewed the
website disclousrs and relied upon them, their claims were dismissed for
lack of statutory standing »
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With respect to plaintiffs’ claims under the UCL’s unfair ) 20 1y ,2013 503 1099 HPTH
prong, the standard for determining what business acts or practices are ‘unfair’ in user
actions under the UCL is currently unsettled. Generally speaking, an unfair business
practices under the UCL is one that either offends an established public policy or is
immoral, unethical, oppressive, unscrupulous, or substantially injurious to users. To
determine whether a business practice is unfair, a court should consider the impact of
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