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“You will resolve any claim, cause of action or dispute (claim) you have with us

arising out of or relating to this Statement or Facebook exclusively in the U.S.

District Court for the Northern District of California or a state court located

in San Mateo County, and you agree to submit to the personal jurisdiction of

such courts for the purpose of litigating all such claims. The laws of the State

of California will govern this statement, as well as any claim that might arise

between you and us, without regard to conflict of law provisions.”
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Compelled Access regardless of location of data
Possibility of Executive Agreement
Number of EAs since March 2018? = 0
Right to Challenge (if non-American, stored abroad)
Subject to “Comity” Analysis

European Counter-Response: E-Evidence Directive
India’s Counter-Response: Data Localization
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EXAMPLE OF THE MLAT PROCESS
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Diagram 1 Example of the U.S. Mutual Legal Assistance Treaty Process for Electronic Evidence



THE DOJ DRAFT PROPOSAL

® ESTABLISHMENT OF AN EXECUTIVE AGREEMENT
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Diagram 2 Diagram of DOJ Cross-Border Data Access Proposal
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Google demonstrated it is entitled to immunity for Datalink’s speech under Section 230
of the Communications Decency Act (DCA). The U.S. Congress enacted Section 230 of
the CDA to provide immunity for interactive service providers recognizing that free
speech on the internet would be severely restricted if websites were to face tort liability
for hosting user-generated content. Congress sought to make free speech on the internet
“unfettered and unregulated,” preserving a forum for a true diversity of political
discourse, unique opportunities for cultural development, and myriad avenues for
intellectual activity. The Canadian court order “undermines the policy goals of Section

230 and threatens free speech on the global internet.”
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Parties/Observers to the Budapest Convention and

Observer Organisations to the T-CY

61 Parties to the Budapest Convention
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Article 18 - Production order
Each Party shall adopt such legislative and other measures as may be necessary to empower its competent authorities to order:

a apersonin its territory to submit specified computer data in that person’s possession or control, which is stored in a computer system or a computer-data storage medium; and

b aservice provider offering its services in the territory of the Party to submit subscriber information relating to such services in that service provider's possession or control.

T-CY adopts Guidance Note on Article 18

STRASBOURG, FRANCE 01 MARCH 2017 Q Q B

The Cybercrime Convention Committee, following detailed negotiations, has adopted a Guidance Note on the production of
subscriber information following a lawful request by a criminal justice authority. This includes situations where a service
provider is offering a service in the territory of a State without necessarily being located in the State or where the subscriber
information sought may be stored in another jurisdiction or on servers “somewhere in the cloud”.



What is plaguing the existing

discourse?

Siloed Analysis

Conflation of
Rules

"Digital Geneva
Convention"

Entrenching the
Status Quo

Juridicational
Battles




The Balkin Model of Speech Regulation
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NEW GOVERNORS l
* Infrastructure Providers ¢ ISPs * Web Hosting
* Domain Name Registries and Registrars * Caching Services
* Payment Systems ¢ Standard Setting Organizations
* CDNs * Security Services * Search Engines
* Social Media and Speech Platforms

éé.,“g Old School Speech Regulation >
<€
Voice, Protest, Exit
* Nation States * End Users_¢ Citizens
* European Union » Civil Society Organizations * Legacy Media

* International Organizations * Hackers (viewed as security threats)



GLOBAL END USERS
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Volume 68, [ssue 4 April 2016

Article

Against Data Exceptionalism

Andrew Keane Woods
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ARTICLE

The Un-Territoriality of Data

CIVIL PROCEDURE * EVIDENCE = PRIVACY

(FEFESV /AT RAF AP i -
DATA IS DIFFERENT

A. Data’s Mobility
B. Data’s Divisibility and Data Partitioning
C. Location Independence

1. Disconnect Between Location of Access and Location of Data
2. Disconnect Between Data and the Data User

D. Data’s Intermingling
E. Third-Party Issues
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ARTICLE

Litigating Data Sovereignty

INTERNET LAW * FOREIGN AFFAIRS LAW

Two conceptions of internet governance
* Cosmopolitan Ideal — One law to govern them all (American Law?)
* Sovereign-Difference ideal — Sees internet applied differently according

to local norms, customs, and rules.
* Embracing regional differences does not mean sacrificing human
rights, but rather increasing rule of law.
What does it entail
* Adopting the “effects test” for personal jurisdiction
* Resisting Blocking Statutes
* Remedial Restraint

Comity: only requires asking whether there is a sovereign interest at play
and asking whether it is worth deferring.
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Comprehensive Contlict of
Laws Approach

Choice of Jurisdiction PRIVATE
INTERNATIONAL

Choice of Law
Choice of Remedy

OF LAWS Choice of Enforcement




