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The Problem  

 

The rise of social media platforms and online service providers, and their development and 

deployment of cloud computing, virtual server hosting, and anonymized and encrypted 

communication, are forcing national courts (seeking to address the internet’s local effects on 

plaintiffs coming before them) to engage in increasing volumes of extraterritorial adjudication 

through the issuance of interstate and global orders. This creates jurisdictional tensions which 

result in challenges to the power of Courts and Legislatures to control cross-border data transfers 

and offshored stored content either directly, or indirectly through internet intermediaries. 

 

1. U.S. v. Microsoft- FBI seeks access to emails pertaining to a drug-trafficking case 

stored on a server in Ireland. Case might be moot with passing of the CLOUD Act. 

2. Google v. Equeestek Solutions- Global de-indexing of Google search results for an IP 

violating company. 

3. Google v. CNIL- French data protection authority demands from Google to delist 

articles from its search results on Google Domains worldwide on RTBF grounds. 

4. LICRA v. Yahoo- French League Against Anti-Semitism seeks removal from Yahoo’s 

online auction services the sale of Nazi memorabilia. 

5. Belgium v. Skype - Belgian Court order compelling Skype to disclose both content and 

non-content pertaining to  a crime committed on Belgian soil. Skype claimed to be 

registered in Luxembourg and thus Belgian courts lacked jurisdiction. Claims were 

denied, based on a previous ruling in Belgium v. Yahoo. 

6. Beluga Shipping v. Suzlon Energy- Australian Turbines company seeking access to US-

stored Gmail accounts of former employees, in discovery for a civil suit on fraud. 

7. Eva Glawischnig v. Facebook- Seeking CJEU clarification as to whether Facebook has 

an obligation to globally remove “hate speech” from its platform (a post calling the 

former Austrian Green Party Leader a “corrupt tramp” and “lousy traitor”). 

8. British Columbia (Attorney General) v. Brecknell- Canadian Police seeks to unmask a 

Craigslist user for unspecified crimes allegedly committed in British Columbia. All 

data is stored on US Servers and Craigslist had only “virtual presence” in Canada. 

9. Richter Morales v. Google- A Mexican lawyer suing to remove a defamatory blog 

hosted on Google’s Blogger.com platform accusing him of money laundering.  

10. X v. Twitter- New South Wales Supreme Court compelling Twitter at the request of an 

Australian corporation to both unmask and remove all accounts of a twitter troll who 

falsely used the CEO’s name to disclose confidential financial records relating to the 

company.  

11. Russia v. Google- Russian regulator Roskomnadzor launched a new civil action against 

Google for failure to comply with a 2017 law forcing “social companies” to remove 

access to content deemed by Russia as illegal within 24-hours. Legislators debate 

increasing fines for up to 1% of annual revenue. 

  

Non-litigated cases: * Apple stores Chinese iCloud accounts and encryption keys in China to 

comply with data localization laws; * Proposed E-Evidence Directive would grant law 
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enforcement access to user data from all companies that offer services in the EU; * Instagram 

complies with Russian Telecommunications Regulator’s threats and globally removes allegedly 

defamatory content against a Russian businessman * Singapore to legislate anti-misinformation 

regulation following Facebook refusal to take down post critical of government * Twitter, 

Facebook remove accounts engaging in “inauthentic coordinated activity” ahead of the midterm 

elections; * Yair Netanyahu blocked on Facebook for 24 hours following anti-Muslim post * 

Guidance note on Article 18 to the Cybercrime Convention (both allowing far reaching 

extraterritorial investigative powers and authorizing the adoption of blocking statutes). 

 

Framing the Debate: Defining the Scope of Data Conflicts 

 

A. Access to Data Cases: 

 1. Law Enforcement Requests (Criminal/National Security) 

a. Access to User Data. 

b. Decryption, Backdoors, and Other Forms of Compelled Assistance. 

c. Unilateral Remote Direct Access (e.g. Hacking by Law Enforcement). 

2. E-Discovery Cases (Civil) 

a. Unmasking Anonymous Users. 

b. Compelled Disclosure of Social Media and Other Electronic Evidence. 

c. Access to Data Stored on Private Devices. 

3. Data Protection Cases (Civil, Administrative) 

a. Data Breaches and Privacy Class Actions 

b. Privacy enforcement and Statutory Fines (e.g. GDPR) 

 

B. Data Control Cases: 

 1. Content Takedown   

2. Content Filtering   

3. Content Blocking 

4. Account Suspension 

5. De-Indexing     

6. Domain Suspension   

   

 

The Limits and Dangers of the Existing Discourse 

 

 A Conversation Conducted in Isolation- various experts (MLA, intermediary liability, IP, e-

Discovery, data protection, speech, privacy) writing and researching in silos. 

 Conflation on First and Second Order Rules- to a point where one cannot think of jurisdictional 

solutions in isolation from the subject matter being addressed. 

 Barking Up the Wrong City- Solutions thus take the form of lofty bilateral and multilateral 

public international law treaties, but its private international law conventions that should 

interest us. Turn to The Hague – not Geneva! 

 Ad Hoc Litigation Entrenching the Status Quo- Lacking substantive proposals for solving the 

internet jurisdictional puzzle, lip service is paid in courts to conflict of laws principles. 

Litigants are reluctant to antagonize judges with complex conflict-of-laws analyses (prefer fast 

solutions with lesser chances of complicated sticky precedents), and judges in turn react with 

“Abusive Content”: Hate Speech, IP violations, 

RTBF, Incitement to terrorism, “fake news”, 

Revenge Porn, etc. 

 

“Infrastructure Abuse”: phishing, malware 

distribution, botnet support, etc. 
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a shrug and a smile to such doctrines as “comity”, “sovereign deference” and “presumption 

against extraterritoriality”. 

 The Balkanization of Our Connected Life- The result are “Internet-Wide Injunctions”, 

“Blocking Provisions”, and “ being issued as part of a battle over competing visions for internet 

governance. Goldsmith and Wu’s prediction of a “technological cold war” has never felt so 

close.  

 

 
 

A Comprehensive Conflict of Laws Approach for the Information Society -- Towards a 

“Hague Convention on Jurisdiction, Applicable Law, Recognition and Enforcement in 

Respect of Data Access and Data Control” 

 

1. Choice of (in personam) Jurisdiction 

a. Traditional Doctrines: The Territorial Theory, Citizenship, Domicile, (Habitual) 

Residence. See e.g. the Harvard Draft Convention on Jurisdiction.  

 Nationality of the Intermediary, its locus of control or action. 

 Nationality of the Data Subject (DS), their locus of control or action. 

 Nationality of the Harmed, their locus of control or action.   

Application: Location of where Data is Stored (e.g. Microsoft Ireland, Second Circuit). 

b. Long-Arm Jurisdiction: Certain “minimum contacts” + “fair play and substantial justice”. 

See International Shoe co v. Washington. 

 Data is accessible/may be controlled from the forum state (enforceability test) 
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 Whether the data is “meant to be accessible” from the forum state (see Tallinn 

Manual 2.0). 

 Intermediary/DS targets or directs actions to the forum state (targeting test). 

 Intermediary/DS makes money in the forum state (“doing business test” vs. 

“essentially at home test” – place of incorporation, principal place of business). 

 Content is stored on servers in the forum state. 

 Harms take place in the forum state (effects test, objective territorial jurisdiction), 

threaten state security or interfere with gov. operations (protective principle). 

Application: “active participation in economic life”/”offering of services” test. 

c. Proposed solution: Balance of Convenience: Allocation of situs to intangible property is 

arbitrary. Weighing factors to determine the most closely connected forum, the “center of 

life” of a particular piece of data (Applying HCJ Gonen v. Haifa Income Tax Officer): 

Objective and subjective elements). 

2. Choice of Law and Choice of Remedies  
a. Bright Line Choice of Law Rules: 

 E.g. Based on the above Jurisdictional Rules. 

b. Interpretation in light of the foreign law (Law Convergence): 

 Race to the top: pro homine/pro personae principle. 

 Race to the bottom: the lowest common denominator. 

c. Restraint through Choice of Remedy: 

 Least Harmful Measure (The Availability of Alterative Means): 

o Domain Limited Remedies, Location Limited Remedies (Geo-Blocking), 

Temporally Limited Remedies, Volume Limited Remedies. 

o Judicially Limited Remedies: “except where doing so would conflict”. 

 Proportionality Stricto Sensu (Balance of Equities, Adjudicative Comity, 

Reasonableness): The extent to which non-issuance of order sought would 

undermine core values or important interests of the forum state (e.g. human rights, 

national security, public order, health, morals, or economic well-being) or that 

issuance would undermine a third State’s core values or important interests.  

d. Proposed solution: Restoring Party Autonomy: Return to the 1972 Bermen v. Zapata 

Off-Shore Case. Introducing the right of Data Subjects to choose the laws that govern their 

data.  

3. Choice of Recognition and Enforcement 

a. Presumptive Finality and Sovereign Deference: unless - Excess of Jurisdiction; Serious 

Departure from a Fundamental Rule of Procedure; Insufficient Reasoning; Public Policy. 

 

* Current State of Affairs: Courts bend over backwards to find their jurisdiction and laws 

applicable. Rarely delve into foreign interests, and if so only the interests of like-minded States * 


