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Abstract:
Government blockage of public access to cyberspace by shutting down internet access,
cellphone signals, and other cyber-enabled communications is increasing. A recent report by
the Brookings Institute notes that “[t]here is a rising trend of governments disrupting the
internet”1 and analyzes 81 such instances. A well-known example of such governmental
measures is the January 2011 shut-down by Egyptian authorities of internet and mobile phone
services during the Tahrir Square uprising in order to block cyber-enabled communications
among anti-government protesters;2 and there are more recent instances of documented
blockage of cyber-enabled communications in nearly twenty other countries.
Such blockages on the part of States, as well as the UN Security Council, are permissible under
international law under certain circumstances.3 The Tallinn Manual 2.0 identifies several such
situations: for instance, Rule 62 of the Manual (entitled “Suspension or stoppage of cyber
communications”) recognizes the right of States to exercise their sovereign prerogative to
suspend cyber communications on the basis of international telecommunications law.4 Yet the
Manual specifically notes that the exercise of such a prerogative is “…without prejudice
to…human rights law.”5 In its Rules 34-38, the Manual expands upon the substance of some of
these relevant international human rights norms, including freedom of expression.6
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This proviso raises the challenge of a normative balancing between the right of a state to
regulate (and indeed limit or block) communications within its territory, and the fundamental
freedoms of communication and exchange of ideas enjoyed by individuals. New forms of
human interaction in cyberspace enable, in an unprecedented way, the exercise of these
fundamental freedoms as set out in Article 19 of the UDHR and similar provisions in regional
human rights treaties.7 How are these two conflicting prescriptive norms on the international
plane to be optimally balanced in the context of cyber-enabled communications that
continuously cross national regulatory boundaries?8 The aim of the current research is to
propose an array of balancing considerations in the context of international legal norms
applicable when such blockages are being considered.9
*****

“Everyone has the right to freedom of opinion and expression; this right includes freedom to hold opinions without
interference and to seek, receive and impart information and ideas through any media and regardless of frontiers.”
(Universal Declaration of Human Rights, GA Res. 217A (III), UN Doc. A/810 (10 December 1948)). Although
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