
Surveillance	Activities	
Conducted	by	State	Intelligence	
Agencies:	Human	Rights-Based	
Approaches	to	Intelligence	

Oversight
Eric	King,	Queen	Mary	University	London



Intelligence	Agencies
Parliament

Expert	bodies

CourtsWhistleblowers
Media

Civil	Society

Companies



Old	UK	oversight	framework

Judicial
• Investigatory	
Powers	Tribunal

Parliamentary
• Intelligence	and	
Security	
Committee

Expert	bodies
• Office	of	
Surveillance	
Commissioner
• Intelligence	
Services	
Commissioner
• Interception	of	
Communications	
Commissioners	
Office

+	Independent	Reviewer	of	Terrorism	Legislation



New	UK	oversight	framework

Judicial
• Investigatory	
Powers	Tribunal	+	
domestic	appeal

Parliamentary
• Intelligence	and	
Security	
Committee

Expert	bodies
• Office	of	
Surveillance	
Commissioner
• Intelligence	Services	
Commissioner
• Interception	of	
Communications	
Commissioners	
Office
• Investigatory	Powers	
Commissioners’s
Office

+	Independent	Reviewer	of	Terrorism	Legislation



Avowals
Power Avowal

Equipment	Interference Not	avowed	until	the	February	2015	publication	of	the	Equipment	Interference	Code	of	
Practice.	Government	relies	on	warranty	under	s.5	and	s.7	Intelligence	Services	Act	1994	and	
and	Police	Act	1997	to	conduct	Equipment	Interference

Bulk	Interception It	was	not	until	the	March	2015	publication	of	the	Intelligence	and	Security	Committee’s	
report	earlier	this	year	that	Bulk	Interception,	including	that	of	large	international	undersea	
cables,	was	avowed.	The	capability	was	authorised under	s.8(4)	Regulation	of	Investigatory	
Powers	Act	2000.

Bulk	Acquisition	Warrants It	was	not	until	November	2015	that	the	Home	Secretary	herself	avowed	the	fact	that	MI5	
had	been	using		the	Telecommunications	Act	1984	to	collect	domestic	phone	records	in	bulk.

Bulk	Equipment	Interferance GCHQ	maintains,	in	respect	of	ongoing	litigation	in	the	Investigatory	Powers	Tribunal,	that	
Bulk	Equipment	Interference	has	still	not	been	avowed.	It	claims	however	that	if	it	had	
previously	taken	place,	it	would	have	been	lawful	to	do	so	due	to	s.5	and	s.7	Intelligence	
Services	Act	1994.

Bulk	Personal	Datasets It	was	not	until	the	March	2015	publication	of	the	Intelligence	and	Security	Committee’s	
report	earlier	this	year	that	the	use	of	Bulk	Personal	Datasets	was	avowed.



Avowals
Power Reference	in	A Question	of	Trust

Equipment	Interference Not	yet	avowed,	referenced	GreenNet case.

Bulk	Interception Addressed	properly

Bulk	Acquisition	Warrants Not	yet	avowed,	Not	mentioned

Bulk	Equipment	Interferance Not	yet	avowed,	Not	mentioned

Bulk	Personal	Datasets Not	yet	avowed,	Not	mentioned



• Bulk	not	mentioned	in	
oversight	reports	until	
2014/5.

• CNE/EI	not	mentioned	in	
oversight	reports	until	
2015/6

IOCCO	2013	report



Approaches	to	NCND

…TEMPORA?



Parliamentary	oversight

• Makes	law!	Approve	budget	[UK	has	Single	Intelligence	Account,	but	only	created	in	1950s]

• Intelligence	and	Security	Committee
• Looks	at	expenditure,	administration,	policy	and	operations	
• May	request	disclosure,	but	can	be	vetoed	by	secretary	of	state.	
• Reports	provided	to	Prime	Minister,	who	redacts
• Does	not	have	access	to	classified	information	received	from	foreign	agencies

• Different	models	exist.	
• Belgian	Monitoring	Committee	of	the	Chamber	of	Representatives	oversees	the	expert	bodies	who	oversee	

the	agencies!
• Swedish	State	Defence Intelligence	Commission	has	power	to	stop	on-going	signals	intelligence	and	

subsequently	order	its	destruction	
• German	G10	committee	can	compel	witnesses	to	appear	in	public	and	has	used	this	for	detailed	information	

about	how	SIGINT	technically	operates.



Investigatory	Powers	Tribunal

• No	standing	requirements	[although	now	must	show	there	is	a	basis	for	‘asserted	belief’	
post	HRW]

• Claims	brought	from	anywhere	in	world	[although	‘present	in	UK’	jurisdiction	test	now	
applied	post	HRW]

• Operates	using	‘assumed	facts’	to	protect	NCND
• Has	fact	finding	function,	but	doesn’t	search	‘unanalysed material’	meaning	
accountability	gap	for	bulk	powers.

• No	authority	to	compel	disclosure	of	material.	Never	tested.
• No	technical	staff	to	advice,	although	can	task	IPCOand others.	
• 2001-14;	1500	complaints,	upheld	10.
• Only	takes	cases	brought	to	it.	Not	proactive.	Hasn’t	accepted	referrals.	
• Considered	competent	(per	Kennedy)	although	10	Human	Rights	Orgs	challenging	its	
compliance.	





Proportionality?

• 19	RIPA	s.(8)4	warrants	~	50	billion	communications	daily	
• 5	ISA	s.5	warrants	~	400,000	implants	globally
• Watson	+	Schrems +	Zakharov =	no	bulk	collection?



Review	of	effectiveness



Best	practice?

• “There	is	no	Council	of	Europe	member	state	whose	system	of	
oversight	comports	with	all	the	internationally	or	regionally	
recognised principles	and	good	practices	[...]	and	[...]	there	is	no	one	
best	approach	to	organising a	system	of	security	service	oversight.”	
• Council	of	Europe	Commissioner	for	Human	Rights	(2015),	p.	7	



Notification

• Likewise,	the	competent	national	authorities	to	whom	access	to	the	
retained	data	has	been	granted	must	notify	the	persons	affected,	
under	the	applicable	national	procedures,	as	soon	as	that	notification	
is	no	longer	liable	to	jeopardise the	investigations	being	undertaken	
by	those	authorities.	That	notification	is,	in	fact,	necessary	to	enable	
the	persons	affected	to	exercise,	inter	alia,	their	right	to	a	legal	
remedy.	
--Watson/Tele2



Notification

• Strasbourg	has	long	provided	for	for	notification
• Klass and	Others	v	Germany	1978:	“linked	to	this	issue	is	the	question	of	
subsequent	notification,	since	there	is	in	principle	little	scope	for	recourse	to	
the	courts	by	the	individual	concerned	unless	he	is	advised of	the	measures	
taken	without	his	knowledge	and	thus	able	retrospectively	to	challenge	their	
legality.”	
• Weber	and	Saravia v	Germany	2006:	[A]s	soon	as	notification	can	be	carried	
out	without	jeopardising the	purpose	of	the	restriction	after	the	termination	
of	the	surveillance	measure,	information	should	be	provided	to	the	persons	
concerned.”
• Szabo	and	Vissy v	Hungary 2016:	Individuals	should	have	a	legal	right	to	be	
notified	that	they	have	been	subjected	to	communications	surveillance	or	
that	their	communications	data	has	been	accessed	by	the	State.



Notification

• Other	countries	provide	for	notification	in	statue
• Sweden	has	default	notification	provisions,	even	for	SIGINT,	although	not	
regularly	used.	
• Denmark	has	a	general	obligation	to	inform	the	individuals	at	the	end	of	
surveillance
• Romania	requires	notification	if	the	collected	data	does	not	justify	a	referral	
to	the	criminal	investigating	authorities	and	does	not	justify	a	continuation	of	
the	surveillance.
• US	Wiretap	Act	requires	notification	once	investigation	closed.



Notification

• IPA	2016	doesn’t	provide	for	default	notification.
• Doesn’t	provide	for	notification	even	if	error	occurred	results	in	
breach	of	convention	rights.
• Requires	‘serious	error’	(s.231(a))	to	have	occurred	which	‘caused	significant	
prejudice	or	harm to	the	person	concerned’	(s.231(2))	and	‘is	in	public	
interest	for	person	to	be	informed’	(s.231(b))
• Expressly	states	that	breach	of	convention	rights	is	‘not	sufficient	by	itself	for	
an	error	to	be	a	serious	error’	(s.231(3))
• Must	have	regard	for	whether	notification	would	be	prejudicial	to	national	
security et	al	(s.231(4)b(i))	and	the	‘continued	discharge	of	the	functions	of	
any	of	the	intelligence	services (s.231(4)b(iv))	



Role	of	media?

• Potentially	getting	more	restrictive?	[Law	Commission	Espionage	Act]
• Whistleblowers	not	afforded	a	public	interest	defence

• Judge	what’s	in	‘public	interest’	is	challenging



Companies

• Facebook,	Google,	Microsoft,	BT,	Vodafone	all	providing	own	
transparency	reports.
• Responsibility	to	challenge	overly	broad	requests?



Companies



Companies	
• Difficult	problems	with	competing	

standards
• How	to	manage	different	statistical	

requirements?



Internal	controls

• Ashley	Deeks concept	of	‘peer	constraint’
• Appointment	of	Privacy	and	Civil	Liberties	Officers	within	US	NSA
• Use	of	Integrity	Protection	Council	at	Swedish	FRA
• Internal	Compliance	Team	at	GCHQ	ex-post	internal	audit
• Belgian	attempts	to	build	privacy	protections	as	functional	goals	
inside	engineering	SIGINT	team	devleopment
• Publishing	of	reports	by	Croatian	on	national	security	developments.	



Thanks!


