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Microsoft Corp. v. United States, No. 14-2985, 2016 WL 3770056 102
(2nd Cir. July 14, 2016)

Petition for Certiorari, United States of America v. Microsoft 103
.27-26 'nya Corporation, No. 17-2

Transcript of Oral Argument, 11 ,27.2.2018 0172 7°02 1T vawnn 0’1 104
United States of America v. Microsoft Corporation, No. 17-2.

Brief of the European Commission on Behalf of the European Union 105
as Amicus Curiae, United States of America v. Microsoft Corporation,
No. 17-2

A7nY7 3.2.3.3 77021k 106

Clarifying Lawful Overseas Use of Data (CLOUD) Act of 2018, S. 107
4943, 115th Cong. (2018)
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Swire, Privacy and Civil Liberties Under the CLOUD Act: A Response,
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(PRA — Pen Register Act)
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WONYT TNIRXT IX TDID1 TN'Y MDD 7wn7 0 Tunni metadata 7w
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TI'N'N71 T11'DNAYT7 DWIANY D'717'Y 112WN1 1Nj77" 11Mai xR 7w
7V "W VTN 7V TN TIN'RIN TN§71 71727 1077V 72'071 711" NI

ARXINA M7N X77 0TR 7D

nIcm D nvayi **ACLU v. Clapper 1"1v1 77720 bawni ' no7ni
WO TR TR 70090 X' 1,077 71i7i7N1Y 1DN0A0R 1270 010K
N0 TMMA0N1 1T p7nin7 71noa (USA PATRIOT Act) 11noi 7107 215
T{j7'V{77A1 {7101 17171 *%,2015 MIwa (USA Freedom Act) mn'ni j7in 7w
;117210 (NSA) "mIX7 11NDA7 TNIDIDN ALF7IY TNMY7T "I 7w 10K
1371 AT'N1" NYi712N DNoAnIY 0'MNAan TR TAA7 Y T anvn
DTX IX 1'WIN T'2'¥A0 TN TNNIWA 71 w7171 ¥ Twaxnnm Wl

MI1 AVAY7 ONA0 1Y TIN7 JINYaXN 15770 TR TIXT DY TN

Peter Margulies, ba X1 .Presidential Policy Directive 28 163
Defining Foreign Affairs in Section 702 of the FISA Amendments
Act: The Virtues and Deficits of Post—Snowden Dialogue on U.S.

Surveillance Policy, 72 WASH. & LEE L. Rev. 1283 (2015)

ACLU v. Clapper, 785 F.3d 787 (2d Cir. 2015) 164

nynwn nnani 2171371 DNPAN T2 7Y A7PI0K 717701 TIN°XY7 7100 :X700 w1 165
Uniting and Strengthening America by Fulfilling) 1w711 n2a7pjpax
,Rights and Ensuring Effective Discipline Over Monitoring Act OF 2015
USA Freedom Act of 2014, Pub. L. No. 114-23, 129 (m11°na 71N :17n7

Stat. 268

50 U.S.C. §1861(k)(4)(A)(i)(II) 166

50 U.S.C. §1861(k)(4)(B) 167
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7V 1{7011Y TNIW7TIN 11 7Y Rnona *(two—hop) 1w 1Ton mwin
169 MWi713 TTI3 TR0 0'Da

N1 NININT YINDW RAOD 7Y 'Y TIN RIDw .3.1.7

7V 121 O7T'Na TNANDO LTII0 NN amx 0aw PRISM a7vynin n1oimn
71N 7w 702 o7 (USA PATRIOT Act) 'mbn 710 o'dDAY D770
TIN71Y 1120 11210 PRISM 11011 myynxa 0. (FISA) 1t 1w TIn 10K
TIXIX1 TNIYZT TN 7207 7'X1T NAmD nnaT (selector) nnmn
OX 1111 X7 TR DV ANWYIY TNY7T0 TR 177 1'2VN 720,710
DONUNI DTN XY IR 711070 7111 INANT 047207 "mwi awan”
A7'D7100Y 1IX JI'D12W 7171 X77 7w W0 A5 1OXL]TII0 NNy
1271NY D%7200n D'TNXR T1Y'T1 11YDY 1ND 'DAwn 7'7i 1770 1TV
NADKR1 11TY upstream collection X' 1ANX 1D 1110171 *.0DNDN1

73 on 071on (selector) nntn 7y (one-hop) 1M¥X1 1TDN metadata "11n1 168
NP0 71103 :NNTRD YNYNN 02100 11870 19007 YA111 12 .AATR 10X 7v "071an"n
X, 177K 17P700Y IX 113700 13D0 WEnn DN7KY 118700 218D0 73 1707 1IUK] 1TDN
77200 0221030 TDNAY 721°X770 AN 270 °8'7) 17v 01183700 18D2 D771X0N N7XD

- "’1an 7y 012n" on (two-hop) 21¥ 1TDN n1IwEn 2210 (metadata-n nx
/0D3J1 /0XX17 AN7Y) Pi71ANN DN OX D°NR2770Y 118700 21800 72 77y7 ana1Ta
.1IWKY 1TDR p1870N DIKXINA 0?71XAN 0218000 70 0Y (02218700 19D2 DINXN7N

X[77INND TIAPKA 7V 112ypn 7731 .50 U.S.C. §1861(c)(2)(F)(ii)-(iii) 169

Y'"n AT 7181 77yY7) Clapper 1773y NaTY N1IWXIN NXIIY2 (ACLU) n17NITN M1711°nY7
,((ACLU v. Clapper, 959 F. Supp. 2d 724 (S.D.N.Y. 2013 X1 ,n1I¥XIN NXIYV7 ,164
n1277°nn 127X (three-hop) *v27v¥ 170N metadata 1101 N11PTNNAN MIN7°NY 72 YD)
N .NIPXIN INIIYL ADNTI 1T NIYD .ANPYIY 11870 an°w 73 7y 072103 TN 07702
2p77p 1TD 22101 NTAX :N21WN 72Y 1TDN 0221017 2p°70 1TDN 0°2101 172 ninann
07100 1TRIX 2187 17307 "Wy 71210278 0°012nNn np1a ("0°1an 7w 0°1an 7v 021an")
Three Degrees of Separation: Breaking Down the) 077731713 1177°n 1.37n 1n1°
(NSA's "Hops" Surveillance Method, GuarDIAN, Oct. 28, 2013

NJINDIN NN130Y 0717007130 NIADNN 79 n177DY7 ;50 U.S.C. §§1881-1881a 170
Laura K. Donohue, 1X1 ,(USA Freedom Act) n117na 71n 221770 01w PRISM
Section 702 and the Collection of International Telephone and
Internet Content, 38 HArRv. J.L. & PuB. PoL'y 117 (2015).

Susan Landau, Making Sense from Snowden: What's Significant in the 171
NSA Surveillance Revelations, 11:4 IEEE SECURITY & PRIVACY 54, 54 (2013)
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internet) LR MW 7V VTN TNTY T TNAWA TNIWZN0 7D
73 In7on w7 Y3(backbone

DX 7w 179000 NN 7w TT27Wii 7V TTVT IR TINY7 "X 17 w7l
MMIAN T 7Y Q0117130 TXX 7Y YINT 'ON 7V T TN0N 7Y 'V TN
ANWN NV, JTNY7T MWL 011791 17008 XW1131 711100 7YX
TINR7INX VT TNV T1N2N7 NwaxY 01060 7V 01 PRISM o 7w
TN712127 yINND 171X TAY71 "A17KRT TINRT 'NTX 7V "D YT XWNIA7
T MY DA VTN 77 WK 1TI0 7Y 1'T12WN A7V . TINRG
DITIDD ,(Schrems) DNIW IX'7'N'D{7N WY  TITR{7 AR 1120 711010
Irish Data Protection) yT'nil 1121 '7y "Xl Ni70Nn 7w 11117 7V, MDDIXR
7T0M1 '0IAN VTN 7V 11300 1IN 7w Tmx17 awxa (Commissioner
174 (Safe Harbor-i1) "n1 i1 TIN'™RY NX7"NX TNaN 1'1 VTAN 7Navi
7012 %(Schrems 171v) (ECJ) j77¥7 "1Ril 1" T 11" 7w 1°Til 700 1M13j7V1
D110 TINAVA 7Y T71N7 YA 701 TIXRTITR 7V 191771 X 1o
X1 1TIID 7w 1IN .J1Md0 JT1IXIXRD 711012 T1NaN7 TINRi TN
D2 11NN ;77VYn7 0w PPD28 mmx'win fiX 1 7w fN1o1n 17 01
N71{71N 07 NUX™ "D1'A'D VTN 0i1'071) 10 D1 101AW ,702 'W01 D774
1TV 7w TIDNAT 7Y 1107 TN 711471 7'211 17107 W0 15770
— 17N ATOAN TR 1271 T01KRA Y1377 0'0a0 7790 10 X0

176 Privacy Shield-i1

[Redacted], 2012 WL 9189263, at *1 (FISA Ct. Aug. 24, 2012), X1 172
MJ .available at http://fas.org/irp/agency/doj/fisa/fisc0912.pdf
Privacy and Civil Liberties Oversight-n 2137 17°ynp °n 70 m17xvann 12
.DIIDITND QYA 7Y YTINN DATED IPIIN D1IPE0 D71AY0 ID7°K7 mon? nn Board

p"n N1 7791 77y7 ,Privacy and Civil Liberties Oversight Board wx1 173
.7 'nya ,157

A7nY7 3.2.3.3 7702 1x1 174

CJEU, C-362/14 (Maximillian Schrems v Data Protection 175
Commissioner), 6.10.2015

A7n%7 3.2.3.3 770211 176
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111 'wrTnn 111 (USA Freedom Act) mia'nin j7in o'IDAw ainInnil
TIID1011 1001 DNIDNY 01T 7V fINDAQ X7 1710 7w 1'TMawn Myl
n'7vnin’7 monoin nX (FISC) 11 1'v'min7 vawnil 1121 (NSA) 'mix7 1nw1a7
17X N1"I017 TIXT DV .upstream collection=im PRISM no11 2j7vyn mi1oimn
1T11 DI'RY M7 7'V D' — 17X D177 1071070 7W 19§71 17011 X7
1'U'TIN N10'XY7 D'WA110 D1 T fINN127 7W 71T DXNINAD — YR [7INX DR
AXITIY) T 'WUITIN (10K TINDNY7 "11D77X 177VN"7 1R 215 'WoIw 1
T'7'N711 DAN71 WIRY 78 FISA™7 pnnxia 1i7'ni (3.1.5, FISA 7701 7'v7
TIIMIDIDLD NMN71 71ND XY 1'2 01,7100 Q7171 TIX TIRA7 TU11 2018
TNIY{ZN (10X 7W TM{7'D{7107 V111 TINT1, TNIYi7711 T 1'W TN Q10'R 7Y

9 YT TIN LN 7w (about communication) "mTIR 7V”

7'T W' 10w Ma'o11 70 *°,71Na 17 TAND [ INDi77R 3i7Vn” 11010
DiaY 0DM7N1 (X7 XK DTR") T1Ma0 TIXIXRT7 T7RM10MD 1IX 71711010
7V T 1'UITIN N10'R7 VA11 11T WO *LFISAT7 702 NWD 7N TIRT 1777 'R
ATA1 11'X1 71120 TIXAXY7 YIND W N7 120 TI0' WY 1 TIN 110N
7V T 'UITIN (10X 7V 077N BFISA 7w 70471 703 010D B2IX71NK DX
DAYNIT N7 TV .A17TR0 "NINTIA (1K1 R7INX DTX 1T 1Y TNon

.134 p"n AT 7191 777 X7 "INEOIRX OTX" DTAN7 177

FISA Amendments Reauthorization Act of 2017 (S.139, 115th Cong. 178
.(FISA Amendments Act 2017 :17n7) 2017-2018)

n1DN??0n 077120 nwin X7 (about communication) "miTIx 7y" nnwwpn 179
7107 103(b)(1)(A) 97yD) N7 TX K10 TYAY DNPFN NI7K X701 ,737Y7TI0 TY77
.17nnn 7101 50 U.S.C. §1881la(m(4)(B)(ii),17nnn

50 U.S.C. §1801(e) 180
50 U.S.C. 551881-1881a 181

OTN 1TA2 1AY 17200 Tay?Tap N110A INX 7107 12077 ,702 7°yD 787 182
NN DTX INX 17700 131122 APYIY 107K IWIN? X7 IN ,IK{720N
.(g1881a(b)(3))

50 U.S.C. §§1881b-1881c 183
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1T IX ,702 N'WD TIX 1977 *Clapper v. Amnesty Int’l USA 11v1 11'7vn
ATV 1T 7w TV 7w arnTl

TMINTA X7INX DR X10W "N IR "ND77X 1j7VN 7V 077N 017700 X7Y
15702 WU NIXINAY A1TO0 27 71U TIN TYT INX 179N 711300 7YX
AwnT 70 'R X1 (FISC) 11 1'v'Tin7 vbawnil 11'an 10w 11X J1VD 1I'X
MO WY DTV VTN (1Y 7Y 1191771 TY) NOKR7 71D ¥ TV T vl
NN 217107 DYWX T ,J71MA0 TIXIXD D7IYN DI'R D 'AXA7 110
ODNI — Director of National) "mix7a 1v*minn 7imini 7721 vainn 7v
1Y T1'TYTTIN TNDA 111191 177N 1K AT MR X111 ¥ (Intelligence
1707 IR 71130 TIXAXRD TIMXN 1D VIT'WY IX R{7NX DR 171N
X ,JIMI0 TIXOX NN TMW'TIN TR 7Y 1'W'TIn N10X7 7v101
{7'D77107Y TRINIT 221U TN TV "TNITIR 7Y7 TMY7N w7 1m7ony
W 770 TIX TNAN AR WIRG TNADN 170100 YN
w117 [ NIX70 1'WUITING 7010 QY TIXYTTINA Y7700 VA 7V *ainYg
7Y 1'WITING TNTYNYT 11'AVin71 17X D'7'2IN D'RINI 70y 1N'a1'w 01770

190 97 1'WUTTINY DAY 11171 D1AW7 DN T TTTYN7 001710

Mo'™R7 17101 7011 1R (FISA) 31 1'wMin 10 7107 7NNXRT 157700
177201 VT "MIRTA 'YITING 7010 107700 OX 1'071,"TNTIR 7V" TNIW7
7101 V17 D7V 1T 2100 TN 7w 110N N10'R7 11011 D™ 7Y
71727 DANZ7 VTIAN 7V 11011 179000 DD 01" D'WI17W DYAN7 TIR

Clapper v. Amnesty Int'l USA, 133 S. Ct. 1138 (2013) 184
50 U.S.C. g188la(a) 185

211I0{77X A7yN 1X 10?7 vaPNN 071 1°87p ,§1805(a)(2) 77ypaw x1n7 wn 186
.nnyvn 1210 X (foreign power) N1T NIp? X1 TY?nY N71n7 172D TID? ¥? DX

.§188la(g)-1 v117an "a7 187

p"n Nt 7191 7°y7 ,FISA Amendments Act 2017 n1apna fapN1I0n AT 1°yD 188
.171nnn 7102 50 U.S.C. §1881a(b)(5) 77°yp ax 17 aw 71n7 103(a)(3) 1°yp ,178

50 U.S.C. g188la(b) 189

50 U.S.C. g188la(f) 190

92



93

MNP T DNPED D1IOYA ANX 1gyn .3 718

o wxni L(FISC) 1 'v'TIN7 vawnii 71" DYDLN TIVT TN IR 0700 1¥
1T 7w TIMTIAN 7110 TA07 1TV1IY IN7an 7w o1t T TIX
P70

17711 YIN'X 1YL FISA-7 702 WD 07 11WITIN N1DR7 WX ]2 7V Q01
TIMan MXAX7 YIND TIMXA0 JNDNY7 72010 (10X D 1ND1W 11VIN
STIVT TIRT L'RINTIA D™IXA [0dW DYTING 70W TINMTen 11 1770 X7
1j7Vn MA0nN1 07N 17X7 D'A1T DIXAX 71111 YNXT7 1NN 1INXD 10X
7V1 777011 V1M1 7V ,j71N7 11NNRG (177710 TR0 ' 7Y 2920110 710778
TIANDN X7 11071 DU1A71 YRIXY YN 7111 72 11NA7 "NIX70 7'V TING 701N

193 YN 07701 D7

TINI1A7 "NINTZA PVTING 701071 Y7720 Y1IN7 2WaxRn 702 1'W01 106
TIN7wWi7 WATIA VT 7D N1MA7 1'AVi7 TNNMD77X TNIW7T 7207 1711031
TI'WY7 YMAN 1R IITRYWNN 100 7V INIWN 191X TYTTINN 10K
MINT 4001 DA 1K1 TITYITING DN (I 7200y T
TNIW{7TT {720 *5.71'0AWN TI1MNX 72N 7201 711'DA71 *°*0'N"MDN 0™IX'A7
27 (FISC) 2T 1'"WU'TINYT DAWNN T1'1 197 17X TNMWi71 7V WV7 RN
Foreign=i) 1Mv1vi TIXDIY 107 WIY7 TWAX DAWNN 111 7NN 7Y
1T XD 7w Anp7nin 7v1 (Intelligence Surveillance Court of Review
0112 7v DIMTTIANAN “411"7Vin DAYNDN 1117 "wW'7Y 7117211 1W1V'7 1wWax

FISA Amendments Act 2017, Sec. 103 191
.NT 77321 7°y7 135 p"n7 niann vopva X1 13 .50 U.S.C. §l88lalc)-(e) 192

,170nn 7107 104 'p ,178 v"n nT 7191 ¥°yY7 ,FISA Amendments Act 2017 193
Jinann 7ina 50 U.S.C. gl88la(e)(3)

50 U.S.C. g188la(h)(1) 194
50 U.S.C. g188la(h)(2) 195
50 U.S.C. §188la(h)(3) 196
50 U.S.C. g188la(h)(5) 197

50 U.S.C. g188la(h)(6) 198
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1Pw ,0mwi7n 9N a1X (FISC) 11 1'v'Mn7 bawnin 11"l 7w i1XD1V1 0"DIA
0'NT1 DDA TNYW{7T {720 7w D™MIVY 1271 ,711M0N 17112700 TTNX
1990717 W1 11'RY DAY NN 7Y DUATNNY 71011 DTV

77110 7v1 7700 vaina 7y 0'wWTIN AW 7Y A7Yn X7 0915717 nnx
YT DINANG 1711 TIX 0710 Q10K 70D TV V07 MIX70 1'VTinmn
DAYNI 1117 1WA 17X TV 21wl DY 2°0'7'2ani 0'772i NX1
7w 77211 D720 .0AN71 LI YTTIRG MTun71 (FISC) At p'vmny
D'XWI DDINTI 'WITINN 'A12 7Y D™772i1 O'Nj72NA1 D'DAYNDN Twn
TI''WTINN NN 120N TIX 17X D717 TI1'Xi 71T TIX DYVl [1Na7
MII17 AWAN DTN TR M0 TXX TNINT T1MXN Y 17270 71V Ty
DY 1'W'TINA J1INTT 120N 7IX 11INA7 191,100 190X 1211 TNIYi7n

223I87"INX DTX 1711 DAY "N 0'W'AIN

170111 07 AWIXY 10X 72 71IW TN 1IN TIDIN7760 117340 1111010 'WR)
L7017 12XRY IX 721w D117 1'A0 TI0" w1 0OX 71727 710 FISA-7 702 n'wD
IX7INKR DTX 1TA1 DAY "N 7w TNANVNA TIT'AY7 ON"I01 T WD 1NN
1T 711'N2 TIIXRXIN .N10RiT 717190 TNA0N1 1X9101 17210 1Y TR0 1IN1T1
MINTN 'YITING 70117 7700 yain7 (FISC) 2t 'y Tin7 bawnil 11117 1xan

203 TIIN'RIINT DAz 11Tvn'71 (ODNI)

Aaron Mackey, As a Provider Fought a Secret Surveillance Order, 199
Court Access Denied It to Relevant Law, ELECTRONIC FRONTIER FOUNDATION
(15.06.2017)

.NT 7782 77yY7 190 v"n7 niann vzl XY 200
50 U.S.C. gl88la(d)-(e),(1)(1) 201
50 U.S.C. g188la(l)(2) 202

50 U.S.C. g1881a(1)(3) 203
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NN yawin n1°TNA N77yany 1170 27yn7 ya1in 07720 D1XINL 1770 ¢
1AND — DFINT Y7170 117700 7P Q71007 01yA1In M178pn n7niinn
NIN13IY 0°97X3D 107K N7°D718 7y — 1X X77 p1370 7390 DINATX 7Y

.1772y0 0117012 01707197 117100 177397X0 D78 N2117

q77°ya — 07720 NIXIX PRINNA 1N{7A 27y 7¥ D71I0I0DD A1TDN e
n711077X D1P{E02 01°D19n 7102 1TDIN — 710 N97IX 7w 01772007
N71 XD 1X2 DPE01 1210 P30 7¥ napm b1 nanne L (ECPA)
.Pi71200 0711030 A1D7 OXDN2 ,N17°Y 7 n1apn 91 n7X 07117 .0apnn

data) 071103 1IN7Y 7P D1PAIDY DNPION 127KY DYNI 73{77I0KD 17970 e

.(retention

71D7X) N173IND?1 D1°7207 1NN 27yn 1°an 7181 210100 1ToN ©
N7XPN ANJIY OXD 1X7 713232 07120 DIXAX 'RInna (Mt pryeTint
MmN 7y mi7nn maxnn L(FISC) 1Tt 1°y?TInY7 vawnn 071 ,0TN1N
mMagya INpi7In AT 17y?TIn 7p n1wn7 (metadata) nnwpn 211
,172701 17xw NX'7 DA X ,(USA Freedom Act) m117nn 710 »21j7°n
7y 0770 73101 D12ayn'7 1X pi7a'7 n'7127 (NSA) "nIX7 11Np717 0112100
X ,two-hop) 72w 7TDN 022103 7 N7 Ty winian (identifier) nntn

.(qnTh 1mx 7w "p’1an 7w o1ant

077120 DIXXY7 D27XP070 NFOT 0N 1KY 07TY? INX 1170 27yn e
.DIYNN 072 NMPINT 7132 127K ("IN{7INN DTN 1TA2 017°K)
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3.2

HI7'NA TIN'ND

TIXIXT7 TI1'11 24T1R7INRD TN NNY T'1NRA 711010 71130 71077
TN7NN XA TIT7R70 710190 T TR MTTONA 17700 02w 71300
T2 17T 12 WNNW71 D'NIR 7V VTN Q10KXR7 X111 11700 7w 7Y
D1 M2 DA NG 7V 170NY TNADND 12XV DA J1'D0A0
D01 N1'DIAT T2 71N 7V191 TIXT DY 2°.711N30 X77 7IX07 1Nt
171NN7 171010 1R TINRA 7770 1Y "D N1 D' T7NINn
0MNN 0D™7'Vi DA 77700 M7 127 25 TINWRG 1T 7w 70NN
1120 TIN'Xi 17T 71710712 TYIXA 1KY 71170717 'D12 VTN T2 DN71INTIN
TINX 721 TI'"NIXY 77701 NTO1 17X — 710 T12'2X1 "NIX7 11N 7w 11177071

JIMNINA TN

ECtHR — European) DTX M1"1217 "01'Xil 1"Til 71'1 7¥ i1j7'DAil TIXT DY
MR T 71'23 0Mi7R nd1 03 nnk71 (Court of Human Rights
M{7'w{71A 7V D1 71320 n1'¥n (EC) — European Court of Justice) 77x7
DIIX7 IX NTIINDA TNMVNAY7 AN NN MO71IY 170 17Vn 7w
27(2016/680 11'D{77'T) 71N NAQDX TP TN1'Di71'T D1 .iLWN

.35 ¥"n 2 7191 77y7 ,Whitman ixn 204
ORLA LYNSKEY, THE FOUNDATIONS OF EU DATA PROTECTION LAW 16-26 (2016) 205

Directive 95/46/EC of 24 October 1995 on the Protection nnm1 206
of Individuals with regard to the Protection of Personal Data and
N17°D{71°T :17n7) on the Free Movement on such Data [1995] 0J L'281/31
Commission Requlation 2016/679 of 27 Apr. 2016 on the :(y7°nn nian
Protection of Natural Persons with Regard to the Processing of
Personal Data and on the Free Movement of Such Data, and Repealing
Directive 95/46/EC (General Data Protection Regulation), 2016 0.7.
.((GDPR) y77n N1an 1272 11777230 magnn 117n7) (L 119) 1 (EU)

Directive (EU) 2016/680 of the European Union Parliament and of 207
the Council of 27 April 2016 on the Protection of Natural Persons with
regard to the Processing of Personal Data by Competent Authorities

96



97 MNP T DNPED D1IOYA ANX 1gyn .3 718

TIINM7Y TNMYXNXA171,07X 7170710 '7'2INY M1D1DDL0 D01 IX"7 MwyY
.12 DN 07701

nin'Tjn hinyi .3.2.1

D0 YT 7V 1140 TIN1YY7 711710

.(data protection) y1T'n'7v N 111 (privacy) Mo P11 NAN AR T
ECHR — European Convention on Human) DTX T11"12T7 71'217'Xil 110X
WD D1 721 2% (private life) "m0 0vnn” T2 7w w7 noi7i (Rights
CFR —Charter of Fundamental) 'n1n'xi TIn'®i1 7w T101 1M1 N7'aN'7 7
16 WD 121 (CFR) N72an7 8 n'wo , 1210 *°.(Rights of the European Union
TEFU—Treaty on the Functioning) "a1n"xi1 TIN'XN 7w 1721 1271 7INXKYT
N{7{7n D3 ."VTN 7y nn” 7w w7 owirn #°of the European Union
IR L0000 1T 7V1 VT 7Y 11300 TIDT TIX AWTR TR 11w

for the Purposes of the Prevention, Investigation, Detection or
Prosecution of Criminal Offences or the Execution of Criminal
Penalties, and on the Free Movement of such Data and Repealing Council
:17n7) Framework Decision 2008/977/JHA, 0J L 119, 4.5.2016, p. 89-131
(71NN NT7IX D171 N27D717T X 20167680 N17w717T

Convention for the Protection of Human Rights and Fundamental 208
Freedoms, Art 8(1) (European Convention on Human Rights, as amended)
L(DTX 0171277 N731717°KN NINKN IX ECHR :17n7)

Charter of Fundamental Rights of the European Union, 2010 0.J. C 209
.(T1D’n N17137 n'7°an X CFR :17n'Y7) 83/02

:17n7) Treaty on the Functioning of the European Union (TEFU) 210
.(?3177KA TIN?KA 7V 171780 12T NIAKn INTFEU

,(GDPR) yT7n D1AN 1272 0177720 N1Ignn ,yT?00 DIAN D207 T ana1T 211
Directive oA 1x71121,(2016/680 N170i7717T) 71NN NTIIN N171W7 DA77 I7T
2002/58/EC of 12 July 2002 on the Processing of Personal Data and
the Protection of Privacy in the Electronic Communications Sector,
as Amended by Council Directive 2006/24/EC and Council Directive
;(N711D77XN 117DI3N N2°DFT 170'7) 2009/136/EC (e-Privacy Directive).
Council Framework Decision 2008/977/JHA of 27 November 2008 on the
protection of personal data processed in the framework of police and
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1'% "0D"DI0 0N 7Y TN 710710 11000 7Y WY 70711 DTWY
DTX 7V VTN 7V D'7Ni1 VTN N1 17T 7W TN 71710710 7IX 719910
INDNI1 7Y DUANNA AW 17X T1MI2T 7w TNING 171300 DA 22107711
1M1 17N 1X (ECHR) 0TX 711M1217 T1'A1Ri iINAKRT — 71Y'A1N 1110770 12w
INX7 (2)8 N'WOU — NUN 721 fM¥xna 171ann n7o09 7u1 L(CFR) mon
J(ECHR) mmx7 (2)8 n"'vo a7 7wn7 712 .(CFR) 7"an7 51 "o 1X #3(ECHR)
7w D'DIDIX 1 T1'DIOY 271 71Y*A0 NI [IVN7W NN A7 71707100
TIV'IN OWY7 1X 117NN 7w 11707011 71210 1X 11261 1IN0 ,'NIXT7 11N
7Y DTN DAYTYDT 7V1 10100 7V, T1IXMA 7Y 11281 27T0 711191 ywA
VA0 TWAXN1 AT 2NN NO1IA At nniy7 (CFR) 1o mmat n'7'an1 .0Mnx

24 TIN'X1 1D1W 0770 D'DIDI'R DW7 ND1a

11'RY DYND 0N "1 JINNX 7177 11711 D 7RI 0DMAT0 Jwnni
1j7Vnil "1"T7 121WN 1IN0 12171 "NN17 Y70 11 11 10107 aviv
12NN TR NIWAN Ti7'70 VY 07w ANXN JTINNXR TR 17000
— TI"ANRIT 17703 712710 X7W DYND 1T 1INaA 25,17X 711M7'WA 1101710
7001w (Data Retention Directive) D'nimin 1in'w NA'0{i77"T1 WWRN YIN
TI1'DIA 127 T TNMoN myna L(EC)) 71X7 "M1Ra 1T 'aa
NIRIT T INTNA X7 01T 0'NYLN 24, (e-Privacy Directive) minmoiz7xin

1X1 12 .(D1ADRN ab7NN :17n7) .judicial cooperation in criminal matters
.N7N D770 2127 DPNNNN 077702 1707

Y170 NIAN 1272 1177720 013707 (1)4'p ,yT 00 DIan 1270717 1'o X 212
.(GDPR)

297 0nN°n1713Tw °n 1787y ,ECHR-7 13 92yD OX DA 172TR7 ¥2 T winl 213
L0707 MWD ND1DY7 07KIT 17310 NINND

Juliane Kokott and Christoph Sobotta, The Distinctionix1 nanin7 214
between Privacy and Data Protection in the Jurisprudence of the CTEU
and the ECtHR, 3 INT'L DATA PRIVACY L. 222 (2013)

707 3.2.3.5 77n w1 215

(traffic data) nmayn °11037 apn>?nn 0 111VF78N N17VIEN N2WFIPT 216
0T12°y 7y m172an n'770m ,301 p"n 3 71911707 ,(location data) iz n 110171
7p 0177207 NP0 DIYXANL 17X0 D172A00 DK DXNX7 017127 013°TNN .0D0IR7Y 7)1
.(N270771°T7 (1)15 'D) *NIXY7 1NV?a

98
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T ,OIRY M7 TINKRT NTR 11 27R7NKRA 17T 1787 T minan
TNIj77111 T1I17) TIN'Xi1 "RINTI1 0D™XN 72 7V 070 0D™A1KR VTN 70
.(GDPR — General Data Protection Regulation) yT'n niin 1111 n77on

177N M7 7w TN

TTIITTNRAN TINX 70 7w "T17TNA 1777 D'7WN 17T X0 016 T 1177 Wt
1T "2 'NANY IO TR W AN T AR TINTRD TanG
mo7nin (directives) m1wi72 T (regulations) M7 11 MINan w107 7N
,JNI7N7 28, (opinions) VT m1IN1 (recommendations) mx7na (decisions)
N77 TMNIANTMITAN 72 TIX T'N 27NN 19717 7w 1vawil  JINRT7 11D
171N717 YMAi7 X7 MANN INANTTNITAN O17TR0 7w 07701 m7n
7V T TIYAWND 7NN, W 7100 TY7 2701 V1300 e

117N 7w DAYN M 177V JANDA7 01712 001, TINTR AW

TI7Nn 1M JINANTTITA7 TNITIY 010N DINTA 71N 10 Mai7TT
JNTOXRI IR 7701 107Y "NIj7NR0a DIwTY7 YAl 731 17190 an0n (a7
20§77 ATVAW D1 721, J1TN IR YT AR 120770T 7Y a71N00
7IX ,TTIRNAYT 107w 07700 AT IR DRT7 NANTTMIrTn7 ain
DY MTIVTAN 17T T11M2171 TAINT7 'Y 001 TMYWNRWN TR 'R 7720
M7V TR 7w 7NN 1R (EC)) 77X7 "017Ri 17T 71'2 77N N1 DY TIRT

20 IMYAWT TR TIXT

7y 3.1.5 77na w217
.79177K0 TINOKA 79 171780 1272 nanxY 288 'p 218

ECJ, Case 34/73 (Variola v. Italian Finance Administration), 1x1 219
10.10.1973

“N71 NN 7DI°Y OT?27DFX 7Y 01000 1778 0w T IX°7 7wn7 aKa 220
Anthony Arnull, ;(2007) 233-230 ,247-203 1 D*7DY1 vAYA "791717XN VIYIN
the Effect of EU Law, A COMPANION TO EUROPIAN UNION LAW AND INTERNATIONAL

LAW (2016, Dennis Patterson and Anna Sodersten eds.); ALINA KACZOROWSKA,

EUROPEAN UNION LAW 267-297 (3rd Edition, Routledge, 2013)
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TIN'N# NINN N3N NIfU18Y NI3TA :Rthina ani .3.2.2

fDIDIY N0 2.0M0¥N00 1177770 D101 TNTOIN TR VTN 11100
(GDPR) vT'm nman 127131 7720 mMiIpzna 7Naona1 2018 Mmwal njiiny
DN71NT1 TIX 712'NIN ,(2016/680 111'D{71'T) j71NT TIQIX TTMWA TIA'D7TI
17111071 (processors) VT'M *T1VN7 D1 VTN NIA 1211 07N R D' T 7w
D7V 17'NN1 01K TIN'™RA 11'X DAWIN D170 (data controllers) nmaxn
DI 7V VTN TRWINT TL7100 TN 7' 71200 17 J1wTN 11310
7w D' 7'V, TINR 1T 7Y T1T7100 TNADNN NIW71N 17X 07770
n1n7 o'onnnn (ECHR) oTx mimd17 minxim (CFR) Toi m™ 12t n'7'an
TINLN7 DN T2 IN7INTN 2NN 070 VTA 110 0wn J1oann
TI'TI71Ni 7NN 7'WAIN 7Y — N1'DIAY7 71201 1271 22 1 mbwnt nitinna
T11271 1272 TNY772 TNI7710 T7IwNA0 . T101 79721 Ti7NWN — TIN'RA 17T 7w
1IN L(CFR) o' m11dt N'7'an ndn M2 X7 vy (GDPR) v1n

(TFEU) 01Xl TINR 7w 1717971 1272 11X 1X (ECHR) DX 11017

ATIDIAY T TNXR 707 D ya7 (ECHR) DX mi'1d17 ninx7 8 N'wo
T2 T TYN 1T 711272 11V 17210 TNMANDI 1711 ,1I7INAwn "N
7V MY 7RO TMOAY7 T1'0Y71RT 1IN WATI ATAwI1 1T 07 Xian
ST 7W T1M727071 71210 7V IR 12X [IND'AT'AIXRT 11ND'1 7w D001
D717 TN'AWI 01NN 7V IR TIIXRMA 7V 1140 ;070 71100911 ywa 1yin

.0"MNX 7Y DTNl

8 N'Woaw Nl N 0'TATANn (CFR) Mo n1'dt N7'an7 871 7 0o
7 MWD VTN 7V 1107 M2t 1R 17V 00011 (ECHR) 0TX 11M217 ninx7
D70 XK1Y TNIY7TT 1711 ,17INAWN N 1710 1T TRX 727 D V117
11217 T 7IX 01 TI1'DA7 121 7V N'oin (CFR) m1'7'an7 8 n'wo .171110°
T1V XY 1271 17W DA VTN 7Y 1107 M2t TNX 707 :vTn 7y
N7 77119207 17X TI1MITY wWAT1ATINO0N D01 7V1 TN NDNY7 1111031
D™M2INi 0772 D'0DIDIR 7W1 IX D7 IR0 1Nj7Y7 M001 1T

707 3.2.3 770 x1 221

A7nY7 3.2.3.5 7702 117 NP2 KDY 222
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MR YT I YRR 22417017 1X7) Digital Rights Ireland 11v1 2. 1in'K1
vann N1 7w (strict review) mnnn n1'na 7w va1ioo (EC)) 71X7
1IN 11 LITILD J(CFR) TIDY M7 N7'AN7 871 7 D'Q'WU N1DN 112711
L7MN X 7Y N7 TIXR WIT,TIVT 7157'w 7w 1Y 2NN 01K 771017

225112 Y10 IWARY7 1 (strict necessity)

N1 7V (1)16 N'woa mnin (TFEU) "01 X TIN'RA 7w 17170271 1271 IR0
11217 11271 X7 TNX 727 2 ya171 ,(CFR) Mo 11Dt N'7'an'7 (1)8 N'wo
direct) mwr nyawin w1 1T M7 2 00012 w117 VA 'WIRT VT 7Y
INNDY7 07712 DDA D'WIX 1, TIN'X IR 7w N0 171 7V (effect

26 TIN'RI 1T 07 TN 1770 4717 Y10 AT 7w 1T0 a1 a7y

1T 113 7§7'VA 770 DI TNIYZT INK 2i7VNY7 Y111 701K 717000
01 XW111 fIYNW1 DM7N 1ND1 11nnx71 227 (ECEHR) oTX 1m1mMa17 "0

ECJ, joined cases C-465/00, 11 13 .(CFR) T1D’n m1"13T n'7°an7 52 'D 223
C-138/01 and C-139/01 (Rechnungshof v. Osterreichischer Rundfunk and
Others and Christa Neukomm and Joseph Lauermann v. Osterreichischer
ECJ, case C-275/06:86 'DaRundfunk), 20.05.2003, [2003] E.C.R. I-04989,
(Productores de Mlsica de Espafa (Promusicae) v. Telefdnica de Espana
54; ECJ, joined cases C-92/09'pa ,SAU), 29.01.2008, [2008] E.C.R. I-00271
and C-93/09 (Volker und Markus Schecke GbR Hartmut Eifert v. Land

.72 'p3 ,Hessen), 9.11.2010, [2010] E.C.R. I-11063,

707 3.2.4 p7n w0 224

ECJ, C-73/07, Tietosuojavaltuutettu v. Satakunnan oa 1x1 225

ECJ, Joined ;56 'Daa ,Markkinapdrssi Oy and Satamedia Oy (16.12.2008)
cases C-92/09 and C-93/09, Volker und Markus Schecke GbR and Hartmut
Eifert v. Land Hessen (9.11.2010)

Hielke Hijmans & Alfonso Scirocco, Shortcomings in EU Data 226
Protection in the Third and the Second Pillars: Can the Lisbon Treaty
be Expected to Help, 46 ComMoN MARKET L. REv 1485-1525, 1517 (2009); HIELKE
HIJHAMNS, THE EUROPEAN UNION AS GUARDIAN OF INTERNET PRIVACY: THE STORY OF ART.
16 TFEU (Springer, 2016)

Klass & Others v. Germany, No. 5029/71, Eur. CT. H.R. 7on7 w1 227
(1978); Malone v. UK, No. 8691/79 Eur. CT. H.R. (1984); Huvig v. France, No.
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TITMDT7 17T 712 D' 2006 11w 228 (ECH) 77X7 "0 RO 17T 111 7w 1MYT
MINXY7 (2)8 Q'VD N1DN D'WNTIN D'RINi NIX Huvig 1"1v1 (ECEHR) DX
T11DT1 1NVUTINN "WXNKRAY T .'11970 1j7vn n7van7 (ECHR) oTx mmot7
17V ,((2)8 N'WDU NW™MITI) "i71N 07" Xil' fTINX7 (1)8 N'WU 7w 71107
209171 D'WATI7 WA TN7 17T 7V 22, DR 1710 TR 7Y 0o1an iy
WXNINR 7Y 72 7V NO11.00"7Y 1'TID7Wi TIX T119X7 0772100 717 D7Vl
> Huvig 1"1v1 NX1 TN 711'NaN 217100 (107w TIX 017017 1VTNi
TINT TN TR 7w VT 717'w 7@ 1N1WT 01X TIX A7 7104 7V

VXITIA 1193W TNV 01X (2) ;3j7VN1 DNmn DWIRG 10 (1) 221957710

11105/84, Eur. CT. H.R. (1990); Rotaru v. Romania, No. 28341/95, Eur. CT. H.R.
(2000); Gilian & Quinton v. UK, No. 4158/05, Eur. CT. H.R. (2010); Kennedy
v. UK, No. 26839/05, Eur. CT. H.R. (2010); Uzun v. Germany, No. 35623/05,
Eur. CT. H.R. (2010); Colon v. Netherlands, No. 49458//06, Eur. CT. H.R.
(2012); Zakharov v. Russia, No. 47143/06, Eur. CT. H.R. (2015); Dragojevic v.
Croatia, No. 68955/11, Eur. CT. H.R. (2015); Sazbo and Vissy v. Hungary,

No. 37138/14, EuRr. CT. H.R. (2016); Barbukescu v. Romania, No. 61498/08, EUR.
CT. H.R. (2016); Weber and Saravia v. Germany, No.54934/00 Eur. CT. H.R.
(2006); Centrum for Rittvisa v. Sweden, No. 35252.08, EUR. CT. H.R. (2018);
Big Brother Watch and Others v. The United Kingdom, Nos. 58170/13,
L(777A0 NXn 1773y 170'7) 62322/14 and 24960/15 EURr. CT. H.R. (2018)

022100 A7yn 7v nyapna 1Tn ,175 p"a AT 7191 7°YY7 ,Schrems 1771y 11 228
mP'7nnn 121 ,01°K7710N 117073 N112NY7 072103 D1ayn 7Y (mass surveillance)
CJEU, Joined :D73101 710?21 DIPPD 778D N1?°NAN 17?707 D1DN? 000N

cases C-293/12 and C-594/12 (Digital Rights Ireland v. Minister for
Communications, Marine and Natural Resources, Seitlinger and Others),
CJEU, Joined Cases (DRI 1773y :17n7) (18.4.2014), [2014] E.C.R. I-238
C-203/15 and C-698/15 (Tele2 Sverige AB and Secretary of State for

the Home Department v. Post- och telestyrelsen and Others), 21.12.2016
(Tele2 Sverige AB 1771y :170'7)

n1277 ,"1P7" I0NI DY .28 'DIa 227 BUA AT 7131 VY Huvig 1773y 1KY 229
017N 137KY 1°T1 1IN DN

.29 'vo ,ov 230
.26 'Don ,op 231

.227 "0 N1 7181 '7°YY7 ,Rotaru 1771y DA X1 232
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7V 1NMj71 (5) ;017110 T2 711 (4) ;379N qwn 7V 17120 (3) ;3j7vnil
JUVIY AWNT ZANTRWN IR VTN Ni7'NNYT DRI (6) VTN J1N1Vil

234 37UN "WXNAX 7Y TMIMAX T'D19'W 717717 TIVAT, T17711% 01X

TNINA N7 7W NN A1'NAY XN 2*Huvig 112710 7w D17 Nt
Z1A¥ 1IND 261D 7w DMW§703 D1 ,Mj7Ni 1111'01 07 Inwn 7'v7
DI AT 7N NN 1N (ECEHR) 1770 1 7y X7 #80mava ai7um
NN DIDIRAWI AN f11'N1 17X TNj71 11017 701 1T 71'AW 0110
NITTWI IX (D0 T2V 1IX 1T0 7111Ai1) "111'N" 111N DD 117K NI 7V

23917370 IX (FIMIXTINIX TIIXNN) D711 TID" 7V1

TIX 2TND ™anaa 11an j7in D (ECtHR) 11 i1 vay ##°,Szabo 1miva
1j7VNil MM2N0 ,j71N 1IMK 07 (ECHR) 0TX M"1277 INX7 8 MWD IMIX1i
N77 71012V 711 '7XMD0TTT MWIRYT 711019 11 TNIXRYT 11ND' D1X7
7'011 1" 11" .7TN7 '7'70 DN1D'IY DX D01 791 TINMON ITNav7 vy
241 017 0'NTR INX 71210 X7 27YN7 T IR 71707 1717V 17X TIMDND 1D
TI'DIAY7 NIDINN X7 MR 7 DI'R1 DI DI TIX 7'7N* 111D 1j7VN

.227 p" AT 7781 Y7yY7 ,Huvig 1772y 34 'pn 233

Gianclaudio Malgieri & Paul De Hert, European i 1xM ,33 'poa ,op 234
Human Rights, Criminal Surveillance and Intelligence Surveillance:
Towards 'Good Enough' Oversight, Preferably But Necessarily By
Judges, in CAMBRIDGE HANDBOOK OF SURVEILLANCE LAW 509-532 (D. GRAY & S.
HENDERSON, EDS.) (2017)

.IV 77n1 ,ov ,Malgieri & De Hert 235

INUNN D177YN YX72Y A7YNYT YAIY ,K1ass 1773yay DA Wwax) Uzun 1771y 236
.227 »"n NT 7182 77yY7 ,(Ap11B X7 1077301 ,7100A0

.227 w"n AT 7191 7°y7 ,Colon 1771y 237

.227 w"n AT 7191 7°¥Y7 ,Barbulescu 1771y 238

IV 7701 ,234 p"n 0T 7101 7°y7 ,Malgieri & De Hert 239
.227 v"n1 nT 7191 7°Y7 ,Szabo 1771y 240

.67 'Do ,op 241
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W 'T 711 '07 22 0NX1Y 7130 179N 71171001 TTMDN0 TTYXAXRI DTNATXI
w1 (strictly necessary) 1j7ynil 'W¥nNX1 D7N1N X 7V 1017 IR TR
TIV1 71321 ;0771 T TNTOING 7V 1114 W7 770 7NN X :DNIWN
1'VITIN TIAWN DX7 1117900 7w TINMDNN MA'011 'DY71177 D700 Y
TZRMDUTNN YR TR D T 7' VA7 07 W70 250X 0 DX 7Y
77TNN 17T 1"T 700 .D7NIN NIX 7W 1N17 12T TIX 77200 171 7Vi7 171
TIYNA1 Y171V 712781 DY 120X 7 TN Huvig 11270 7w N TX
(ECtHR) DTX T11M1277 "017VRiT 17T T'AW AWINI f1TRY 7V TN %44, Zakharov

.1IN17 0N 112 17VN 7W TTOXRTT 121 Dj711

1MV 71TAN DX MIV1 - OINNX7 15w 10700 Ty TIRT DY
N1 N0 7w TMj7'D7107 W1 71207010 W1 7V TNY77 710" — 22°Rdttvisa
MW NIX DTX T1'1277 '"01NRil 1T 71'2 1na 01y w1 .(bulk collection)
NDRY NI 7771 TINA IRXT ANRKRTIAL w1 0101 7w 010K
NN TNMIDIDD TN717 19'00717 W'w X7X 10X 11'K 1NXY7 XI1WD (11

5 Huvig 1271

YT NIAR NWIT :YT0i NIAAT 'BINR 10WNi .3.2.3
(GDPR) ¥y h3ai1 1171 hi*Y730 hidghai (95/46/EC a1'w;1'T)

11 N3A'D7T 7V AUDATIA YT 11207 N1 1R 1Dwnn 7w 1nay
2018 MWW — (95/46/EC 11'0{71"T) YT N7 T1A'071T — 11w DNWY
11X 17700 majznan (GDPR) vy 11 2273 11117720 Mi7na an7nii

.68 'DO ,Op 242

.73 'va ,op 243

.227 ¥"na N1 7191 777 ,Zakharov 1771y 244

.227 w"n AT 7102 7°y7  RAttvisa 1771Y1 71TAN NN 1771y 245

"NI7nn 1T1IDY7 1°annY7 X7 — 78772 1170 27yn" X102 17Ny X7 NannY7 - 246
.(14.10.2018) n?pAgInTY7 *7X¥7n 11200 X
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12w 24 MIXT 11ND'A71 71N TIQDX7 TIMNY7i 01111 712 1117190 7V 117N
7w TI'T71N0 171727 TNT0) TNa2Na- TN "ij7ni 171 070 1077y
NI 1D1X7 DI TI2WY7 TNADNA 71N ;(7'V7 TR AR 1T
10X TN 12 D171 71112V 7V 1700) 7100 712K 71w 11207190
D1 — 7117 A70'10 DY — 2018 RN IXN1 ;(TINR MITN 7w My7nim

248 (2016/680 11'D{717T) {71Ni1 TIQIX NTMWA T121'D7T

X7 12XV (2016/680 T12'D{717T) 71N TIADX YA J11'Di717TY INXN
D1j7N W' — DA TN 7V 07N — VTN N1 7w D710 TTNj7Vi
TNMWY DA NN 7V M700 X0 L] 7V 77 .0X71 DX [1INaY7
10X 1INDIN MY DYDN TNYNT DY TTINMA7 1X121 710171 1y

D1 VT Va7

VT'n T11'V 7¥ M11117V .3.2.3.1
vTn 730 (personal data) "0 VT'” TN VTN N1 N1D7T
AN IX TAX MOXN X {170 1000 NMYXAX 7'V1) 1077711 DTR7 MYy
% (F'TNaNN IR T1'72701 7170100 J1717A0 I A0 1117 DTN
DD YT 7V MYUXINNN M719A 7V X 17198 73 X1 010 Y7170 T
1171 T'7757 TI7NA (DTW7Y DYTTX7 1713V 1210 1I1T0NR T11117)
T2 I1M1AD7 w1AN1 71727 13 17X ninTan 10Ty (GDPR) v1'n nnan

#°1T2'W7 0'>OT DD VTN 7Y

DIN VTN MW D 17701 N'DAN7 INANT-TNITNYT7 1IN 17T
TNIAN T2V "D VTN (1) (IR TIX 1N TNV 711D IR yXamn
JI'DA71 TNWIAN TN TN 7217 APy "D YT 10X (2) ;771N 071
X'71 701171 ,0710 T1'A7 71X DA VTN (3) ;10N T12"N1 YXIT X7 17121

mapn7 (d), 23(1)(2)2 'p 121 ,¥yT7NN DIAD D220717T7 (1)13 ,(2)3 'D 1K1 247
.(GDPR) yT7n NJAn 1272 11777200

707 3.2.5.2 770 1 248
VTN DIAN D207 T7 1 'D 249

.(GDPR) yT°n ni1An 1272 n1°7723n nagn7 4 'p - 250
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NPl D70 YT (4) ;TAIVN IR NOKX] X1 ANW7W T170710N 19701 A1N7
WX VTMY N'DIANY7 T2 110 "WXAK 70 D1j717 W1 12TV — X '271,i71TN
71717 IR 7NN 77N IR D7W 11K TN X UKD [NY7W 71701 07w
7V N171V1 N7 {77707 'RYIN T IWARTT X7 121X1 TNWT WX UTN (5)
D01 12'011 (GDPR) v 1121 1273 N1'7700 TN L1170 107 wATin

32 YT TINDIX 7V WY N7V

TINDJDU7 (1901 VTN 1121 11207117 7 1'W0 07 Q71N D12 VTN Ty
7N T12'Win N7190w) ,NATT7) INKX RITT DT7T0d IR 2SYTN0 XYIn
17 TX X1l VTN XYINY 1710 017 IX7 w11 TI2Wwiawd 1'T 27 131N
AN'WIANT 117271 Y71 VTN XWIN 7W D7I1'N D'ODIRA T30 X7
DD YT 7Y TN N1MTD{7 1110 1210771717 8 N0 (MY DIDIR
IX TI'TT 7110710 TNA7Wi ITIX XX VYT M0N0 VTN 10X [TI1WWY
24 TIIYWIR T'N71 TIIXRMAY7 Y2110 YT 07T "T1XY7 TN 111101770
D771 IX VTN XWIN TIN20A1 NN 17X T11M1AD70 010 YT 111
DX TN 1INXD T2 1'27W 1IN 07721 ,7'V01Y DINXA D'MIN0AN TNX
TN 77712 'IIXAY 11731 ,aNG 117TR0 7Y 710 27 I 10N

25 117000

VTNl "XYIN 7¥ N1'127 .3.2.3.2
7In 7V 111310 7'017 TNANTTTITTNY In VTTa 710 1307001
.(data subjects) v "RwIN 7w DITIMOT IR N'DANT 1TVIIY DMARNDG

VTN DIAN N27W7°T7 6 'D 251
.(GDPR) yT°n n1An 1272 0177720 nuapn7 (£)(1)5 ' 252

.unambiguous consent 7v Y7 711 YT°NA NIAD N27DF?T7 (1)7 'D 253
NNJDN 01777 D7PTIN D7XI0N OX 110130 (GDPR) yT7°n NJan 1172 1177730 n13gnn
.(6GDPR"7 8 'D) 0777771 (GDPR"7 7 'D) 077172217 WK1 112

177730 013707 (1)9 97°yDa 71XND AT ND1 .Yy T?NN DJAN D270i71°T7 (1)8 'D 254
N77011 770N172 ,?DIA YT 7¥ D1°NAD7 13D110N 177X ,(GDPR) yT°n nian 1172
.071°n

VTN DaAD n27wi717T7 (5)8 'D 255
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Deryck Beyeleveld, The Duty bx 1X1 .yT7’NA D1an 027071777 10 'D 257
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Directive 95/46/EC IN THE DATA PROTECTION DIRECTIVE AND MEDICAL RESEARCH
ACROSS EUROPE, 69-88 (Aldershot, Ashgate, 2014)
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Article 29 Data Protection Working Party, Opinion 2009/6 on the 268
level of protection of personal data in Israel (1.12.2009)
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Working Party on the Protection of Individuals with Regard to the
Processing of Personal Data, Opinion 1/99 Concerning the Level of
Data Protection in the United States and the Ongoing Discussion
Between the European Commission and the United States Government)
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.175 w"n nt 71891 '7°YY7 ,Schrems 1771y 270

Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 271
pursuant to Directive 95/46/EC of the European Parliament and of

the Council on the adequacy of the protection provided by the EU-U.S.
Privacy Shield (notified under document C (2016) 4176)
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N7'2 YA 077 TNANTTIYTAN TIX 712NN YTAA T1AT 1307707
Data Protection 1x Supervisory Authority) yT'n 7v n1n7 mxnxy
MW .11INA 117N AL MR DY NI 72N 23 (Authority
7V N12717 YAIY M1D710 1T0N7 X 117707 Y111 701 YU 12 1171 D2
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1ND "1MIY7 TYE7 DM TIAW N719Aw) a1vTNa 172727 1m1aY7)
T11A71 0272 TIY7'700 TN77141 77790 17T "NINNA 1N 111719071 (A1TNi
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(Data Retention Directive) 01 1n'w h1wpmi

TI'DIAN NA'DZIT X1l YT'AN N1A717 Q1R DY 7w Qo1 11
ANIT1 JI'INDZ7R TNMYEZI7 N1'aXao X0 71177100 1'IND7 7R
MDD TPMDZ7RA T'DIAN 12077 D1 VTN TN N1Wi7T7
T1117) A1 TN0 11IND'A7 711277 212X [INDA7 MYATIY 111'17'5A An71inTn
(MR 1IN 7w 011V JYNYT WY1 D00 TI2Ww) 01vTR0 173707

.01Apnn av7nn7 14 'n 292
.01ADnn np7Nn7 13 ' 293
.N7ADNN DU7NN7 16 'D 294
.07apnn av7nn7 17 'v 295
.07ADNN nV7Nn7 18 'D 296

.07ADNN OD'7NNY (2)17 'p 297

=1



115  OXK1PN 1°T :DPiED 010Y ANX Agyn .3 718

TINANT 1IYTIAA 72 7V o1 2677790 17T "IN 170 71971
TIINDZ7XN TI'DIAN T2 F7T 7W TIRAN TTAXR AMNA7 TR
0OX ,077121N0 1107 {71927 D171 MNW 7V 7101 TINI7 27'Y11 17X 7NNy

29 [7TX1N AT

30 (Data Retention Directive) D'11711i1 1N'w 120717 T ¥NIX 2006 T1IW1
A7 720770 T JINDFZRA TN 1207 T7 D7 1770w
NYY TIND77X TNIW{7T1 {720 D'17NNA D'WXNX YAR7 TTNANA- 1117
03I TYT D'WTIN AW 17INA X7W T1101j7717 2201701 %1297 717
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.(o"11010
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Nadezhda Purtova, Between GDPR and the Police Directive: 7v nninl
Navigating Through the Maze of Information Sharing in Public-Private
Partnerships (March 1, 2017)
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VTM7 NAXRNN 7010 7V1 17w WX VT TI2WY7 7117190 TTIYXATIN DX IR0
TIN{70N1 WA 107 11177107 1711217 ,UT'R0 712 7w TINDNYT Va1 1Imx
VTN 7Y T2 1720 I8 7NN )77 ,0W1 w717 171107 7V 17 VN7
AXNN 701N 7V ,7'U7 MNRT 7V (011,000 DMj7N1 %617 VA1 TWIRG
D711 T12'W YXATIN "7 10AWNi D017 V111 YT XWIN TIX Y117
FDWN V171 1'07W 11MDM7i1 MUXNYT7 1X) TWIRT VTN N N7 (wny
TINT NI 111217 WK YT'NY7 D'1WN0 0T 1071 (1T n0y7n 7w
TNA'01 {7101 VI3{77 NTRY TINANTTITTA 071X .DYNIRT7 711 DX IR
TIN7071 MWD 1ATAWI VTN 'RYIN w7 TRV X7 11NXD VTN 1w
TN T1M2T 7V 1X 1127¥00 1IN0 7V "NIXR7i1 11IND0 7V 1120 :JT1IN0N
7w TINDLN7 IX TP IX TI'DAYNA Y7NYT7 TTVIA0 TYIN IR ;DNX 7Y

368 17170 IWIIV1 TNV 7W 11VINT 70N 100X

DT 7 NOD1IA (2016/680 12'D{717T) 71N JIQDX TP 121071771
0'771N W' 71X **°, VTN T80 712071771 NU1INN T D119n NDwi7
370 (GDPR) y1'n 1121 1272 711"7'7011 TN17712 T2 NO11 1'2111'1 D2 D™D
TIX 7712 {7101 TIADXR TNMWA 712070 T 7w 16 WO ,NDW17 T1DT TX7
1N2W TNA'01 1110 X111, 17X 1w TIX 712207 1% YT0 TIXR 1717 11010
TIN 17 WAXRT'RWI Lni7'nnT ao17n awn vy awian n71an
1DI1X7 VTN TIX MNWY7 wwd IX 011 717T7X7 VTN XWIn Ny

MY{71 ' VTN XYIN TIX YT7 121N TIX 1707 TR 111770 1K)

.(2016/680 N27L717T) 71NN NB?IX D171W1 N17D71°T7 14 ,(1)13 'D 366
.(2016/680 n17b{717T) 71NN NA?IX D171P1 N1°D71°T7 14 ,(2)13 'D 367
.(2016/680 n17v{717T) 71NN NA?IX N171¥1 N1°W7I°T7 15 ,(3)13 'D 368

Y1700 D10 027071777 ()12 ' 369

n13702 1°ypn 7 111071 .(GDPR) ¥yT°n Nian 1272 M17772n n1yn7 17 ' 370
,(2016/680 N17w717T) 71NN NB?IX D171P1 NA7D{F7I°T2 1772700 01223 NT°02 ¥Nan
."NopPnY7 M13Tn" ,0INANN DIN13N 0771A1D2 17 1302 X

.(2016/680 n17L17T) 71NN NA?IX N171P1 N22W7°T7 (3)16 'D 371
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VTN 71777 IX NDWI7 N1 7w 1INXD 117130 DAY 0M701 745nnT
W7 1YW TIM70110 MW7 T'DY71RT 11201 TITAT1 NN WXNXR X
TIN'201 DTN N 121771 IR 7'2207 TNaN0 MITTNY7 N a1z
¥3,0717'NN 7V Mj711 DA77 N1 NI 7Y V7 TIVN 11'NA7 07701 07071

374 (GDPR) y1'n 1121 02712 11777200 MI7NaA TIMIXA TIN1T XA

120771777 11 WD KIXN7 WWAR YT 71071 'DNIDIX T12W7 TIUN T
VN7 IMAN-MITTN 7Y (01X ,(2016/680 11'Dij71'T) 71NT1 JIQDX TR
N7 AN 1270 DX X7X , 7171 DTDNIDIX 02707 7V NDD1ANY mMb7nin7
'R TIITNI'N TNM71 71TV 07001 T'WIIXR TIIWINT7 TNyax v 7in
TN7'21N TTNRXITIY 3761177701101 35w VTN 7w D' D101 WRnwny

710X — W VT 7V D10 DIIX Yi71 7V 1'79X7

(data protection by design) v1'n 7v wxIn nun

1171 TR 117712 (2016/680 111'D{71'T) 71N JINDX NMWN N7 T
7 X7 mTvrnY (data protection by design) vT'n 7v wxan nnn
TIIN{7Yi1 TIX Y'ND7 YT Dl %' 071X 07011 YT 7110790 111071
“TNIYTA7 7N 207117 20 WO VTN 7V 1120 1271 0MA1Ri
D'WXNX VTN TIDIYN1 Y'NDi7 YT MIXN 7iINT7 Wwax7 ninani

.(2016/680 N17w717T) 71NN NB?IX N171P1 N1°D71°T7 (4)16 'D 372
.(2016/680 N17w71°T) 71NN NT?IX N171W1 N17WP1°T7 5'D 373
.(GDPR) yT°n niAn 1272 M1°7723n n1agn7 (e)(1)5'p 374

.358 w"n N1 7191 77y7 w1 375

N170i777T) 71NN N37IX 171w 027071777 (4)3 97yD1 1TAIR "A1772°8178" 376
077073 070170 177Yyn7 7T 7013 VTN YROYAY 7DRIDIN 071101 T117Y) (2016/680
,2ININ?12 ,773730 12X¥N0 ,NT11Y2 117380 71170 111¥7 TN17N2 , 07100 OTXY7 07wy
AN77°01 101370K ,101A0100 ,D1787K0 1°018TYn

791717KN DIN778Y7 20PN YY1’ 70 10y T D102 X1XDYT7 1073 T npPA7 02on Tn 377
TIN?XN 172 (PNR — Passenger Name Record) D?YyD11 21103 DNayn 7y 0D3DAN 1771y2a
OX 1N 07YD1IN 72103 O DDA7 17X 7I YY1?0 17yn 10yT 107 258 nigpaa .nTai7
,01731D17°3 IX 11707719 Magpn ,YTA 20K XX10 7Y ON'7¥ 112700 n2Iyn 21170077
N772 OpITIL(259 Ni7DDA DY) DIYAN YY1?N DYT7 .073°0 02703 1K DIK?120 AXN
112700 D27yN 2171077777 PNR™N 72101 D7D 172 AX1IPAN 2IX10 7Y D7DNIDIK K7

AG Mengozzi, Opinion 1/15 (8 September 2016) X1 ,(D7T1wN nN?Y1 07°171070)
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11 .VTNi N1 7Y TNV TIX T117'W'1 D17 1TV DTI1XT 070D
Annnavn (data minimization) D111 YT D™MOTIA DUXART I
(pseudonymisation)

VT YW DIN™ YNNI 191X D1 T12°W9 f13'0i771° 71 TNTAIN ANANTT'YA
ANWIINXI (01 VTAY 127 11931 ,\011 VT'A X77 DDA VTR XWINYT WX
378 31NN D11 TIA7X4T Y190 TIN'DANT TTMIENXT T1M0 11M§717 11711 A1l

1713 .(data minimization) D171 VTN 1N TNIXAN O T3D7T
TI1271 TTIN7YN TNX IXTT7 wnwn nnna (GDPR) vy 1n1an 12711 m77oi
T1"7OM7 WATIY 1IN7 197713 722101 "DIN7Y %1 "WX YT 1'271 *° yT'Ni
AXTIN VTN 71273 1T 7771 MW7 aTavi 1X1ay 7¢ qnon amawy
,TI2'WYW 121X 12XV 1IX 1INA™ YT T101VN 1'a7W 111j7°YD D51 11VTN
380 (‘770 DM7T1Y X'7W MXO1) 7NN T ITTNIVNARD WX VTN WIN'W1 (10

D™I1DDi1 D'WXNXRIT TIX D171 VAXNI 70110 ,i121'0j717T7 20 1'VD IR0 07
WX VTN 7Y I 7TNN0 JTNMAY NTDIA7 YT DTTRIING DTINRM
YN, TAIVNRN VTN TN N 7' . T2V iAW 17271 NNWANYT7 wATi
N'OATY MTAT,7TNN TN, DA7X AW D10 TN'RY 1191771,1T131'Y
XN 771N 7Y DI TI2W 7Y AwTN DWW WIN'W fWYTY 1197 JIRT
TI7XX1D1A7 ANYAw7 WX (impact assessment) D'm>'on NX V7
D120 TIDWITP WX VT 7V 11121131 7V 1j7'V31, 17117 N1 DA J11MIT 7Y
TIXOIA7 TTXA TN IR 1INA7 72171 Ww 12 *2N17'00 TMwA7 NNn e
DT TI2W 7W TIYTM7 VA112 T 011 TR 117712 1207770 .37 T4

385 YTMY7 19WNIW N1 107 TN7TXT V1IN TVIN INKX 770717 Nyaxy

.(2016/680 N1?b717T) 71NN NB?IX M”11 N1°DPT7 (5)1'D 378
L(GDPR) ¥yT7n n1An 1272 M1°7720 n1agn7 (¢)(1)5 ' 379

Working Party on Police and Justice, The Future of Privacy, 13 380
(December 1, 2009)

.(2016/680 N17LP1?T) 71NN NB?IX D171P1 N17DF?T7 27 'D 381
.(2016/680 N217DFI7T) 71NN NB?IX D171 D27D7°T7 (4)28 'D 382

.(2016/680 n17L17T) 71NN NA?IX N17IP1 N22W7°T7 25 'D 383



NNPNN 17721 27K 17T INE0 A7YN 7Y 0°X71A0 1123 1172770 Agnn 128

(Data Protection Authority) m*xnxv ni7*a mwn

TININNTNITAYT 1N (2016/680 121'D71T) 71N NQDX MW T110{771T
TN'D'DA NIMIT 7V 12717 T2 NI INK 117VTYW TI'RNXY D170 T 0707
T'WAIN VTN TINMIT N'DAN71 VTN 712 7117190 TNI0N1 WK 717N 701
TI'XNXVI N1j7'9i1 TN TIX T'A0N7 WWaR 1T TDNY7 34TINR0 011
wnw7 (GDPR) vT'M 1MI12 1272 7117720 770 7w TR N12N DY

385 [117D{717Ti1 '07 TI'RNXVY N1j7'0 7w

TI'RINX  N7'Ai0 MW 02070 T TR DI 7Y N7 A TY7
,D'D'071 VT NANY7 DMYZN D'RWNIT7 TTMI2NG TNYTING 71ain7
17710 7w MYTING 7120 711217 ,0711711 T12'WY7 D110 0177271 00K Y7
DIN7107 YU T TI'RAXVIT TITWAT %177 '07 DTN D TIVNATT DMAXNG
X 71D VTN NG 7 DINTN2 ITOXT 770 'Re111 17WnnT
¥ DI T2 TN71901 1'AY7Vd1 TNVANIY MTOKXRM 17700 01N
TILIMN7AN TMINNATN INKR 217V 30T 'RwIn 7w TNn7n 7nmn
T2 MINATIMTNAYT DN WA 7w ATIIXNXY #9010 YT 7V 1107
TINTMMWA OV 17190 QNwI MeAi a7y a1z i IR0 01
TITRNXVIT N7'97 TMPA7 TWaxX7 713 *L711X0 07, TINRI TINTT VTN
27770 N1MDND0 1117 j7'1Vn7 TNAN0 117TR0 7V ,117nNon Ik D'wian7

.(2016/680 N27L{717T) 71NN NT?IX N171P1 N17W71°T7 41 'D 384
.(2016/680 n17D{717T) 71NN NA?IX N171P1 N27071°T7 (3)41 'D 385
.(2016/680 N17w717T) 71NN NB?IX D171W1 N17D71°T7 (1)46 'D 386

.(2016/680 N170717T) 71NN NB?IX D171P1 N1°D71°T7 (c)(1)46 'D 387
.(2016/680 N1?b{717T) 71NN NB?IX D171P1 N1°D71°T7 (2)28 'D 388

7y PXpN N1°T 0°TTIYAY 0°313AI0 07707 D11ann M12°TRn 7y 1T non7 389
N217°0771°T7 48 'D 1X1 .N27DF717 TN D127V 1IXNINY D1PDIWYD DX 78 111an
.(2016/680 N17D717T) 7NN NT?IX M7

.(2016/680 N17D717T) 71NN NTIIX D17 DA7DFIITY (1)46 'D 390
.(2016/680 N1°D717T) 7INN NT?IX D17IP7 D277 T7 51 'D k1 391

.(2016/680 n17L717T) 71NN NT?IX N171P1 D220 °T7 (147 'D 392
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V111 DDAWN 07l 77117 IR DITY7 TIMDN0 121 JIINTRIIN **107KX1
*4 11117

7V ¥ M0 MR A917W1 PSTTRAXY 25 ITMI0I0D0 TN 070 e
DWY WATIW 730 MITRAXVI Nj7'ai MY TIX R0A7 TNana- mirni
fIWVIYW 0N T3 7Y D172 [71ON0N 1MNa7 1711 X 7797 IR

398 1p10'Y 171, TINNX T1'DAYN TNV DAWA 1131

D'NIND DY 1197 N1j7'271 7MW QY YY'T7 D' TIVNN IR DMAXRNN 70110 7V
OX ,YTN 0157 TIDIVN 7¥ A7N7i "T7 IX'1'w 071711 7127 11171901
TV — T1'DIAY 1120 NN D A7aN0 °NNTT7N0 01100 121Vl
17 0'w1 — DM T2 210 OX IX ;i1iMd) — a77NA007 07900 D'UXNX
TIXT DII'DIA TIX 1130 TN 1207 "1 12 W — TN TN N1'1711001 WIn'w'7
N1j7'0i1 YA DY NTT7N TIXYTTIN N3N LY TN 'ReIn 7w Dt
TR IX 77770 M7 11211 77011 077100 7' 7V 02 7170 TI'RNXVi

402y TIAW7 DWW TIIMID710

NNl NN (2016/680 N120i717T) 71NN NBIIN N171WI D207 17T7 (2)47 'D 393
0°Tayn 7y N11X7 M120DN ,N718X 1180 2187 DINTX 17732 ,087IK N17120D7 DIXKDATT
1X 012717 ,N2707717 TN 787 1XDINY D17IDI10DD DIXIINYT D77X7 07IAKD 27010 7Y X
.072103 T127y 7y MDXY7 121 ,0°017°07 X 0?2101 D7 °nNnY

.(2016/680 N2?D71?T) 71NN NT?IX D171 D227 TY7 (3)47 'D 394
.(2016/680 N170717T) 71NN NTIIX D17IPI NA°DP17T7 44 'D 395
.(2016/680 N27D717T) 71NN NT?IN M7 N27D717T7 42 'D 396
.(2016/680 N17D717T) 71NN NT?IX M7IPT 027071777 43 'D 397
.(2016/680 N2?b71?T) 71NN NT?IIX D171 N2°D71°T7 45 ' 398

71NN NI7IX N171P7 N2°0717T7 27 97°yD N120 impact assessment 399
.(2016/680 n17w71T)

T12°yN D173 100 17 TANT7 ANF7INA DRI0 O 1700A7 D11ann 1117Tin 7y 400
N270777T) 71NN DTN N171W7 N270717T7 (3)28 'D) AN?TiEn NIXYIINN 11177000
.((2016/680

.(2016/680 N170717T) 71NN NA?IX D171P1 N17D7I°T7 (1)28 'D 401

.(2016/680 N17L717T) 71NN NA?IX D171P1 N1°D7°T7 (2)28 'D 402
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7X 11911 T1VUN IR XN 70INY D01 T2 7W 117190 D 7120 Teanwd
10N 11201 TN 1X 112 017271 11200 TIX TN T TINNN 1K 1YY T7
IN'™RTMN NYT 71N {7207 17V 0N1 71210 TIYNiT IR RN 7010 17

403 17w NN NMDN0 NIX 7'W0N7 71X 071, TIVUNT 1X 1AXRND 771107

,YTI0N DIAN D2°D7717 T2 1IWNIN 0714722 0273171780 YT700 DIAD 7377 @
11700 .TIN?KD N127°TR 7¥ 0°0IX7n Nn12 n7?7n7 02772 n1apn 170
n17y21 10 2018 ?NXNA 77107 10121¥ (GDPR) yT°n niAn 1272 0177720
0°3°Tn 7¥2 N1 DY .01720N D13°TAA 7V PRIN7A 1°T2 N07p0 nyaen
NI 731D 7i7INAN 7P maayann T n L, TINOND 7 0077720
ng7I3X1 "NIX7 1IND72 7Y 017007 1Mgn agyn 7w m1i°ogaa 7y a17nn

.0'72210 X0 71N

DN71 017017217 DINTIA 07712 117K 7100 D37IN D170 DAID7T e
YN YT7N TI127Y 7V 07779720 D1117yn O N17TDR X7X 11170 2ynYy
7y Tn77 017wy N2°DETA DIXKIN OXT DY 0120010 117w 777 7y
72 1N A7yn 1aT2 07NN DY37TA AN AXY7 B? 1IK7P D1nngyn
7y 17021 DTN 131K 1PY?T 1710791 1T127Y LY 1700 11D7K 7D 1N°D17Y

.U DITIRY NPy

017UNIIN T127Y D171¥37 DN72 D1TN1PR DX 7712 7317980 1770 e
WIN YT 7p (n"12)

7w 1M1°7In7 ny7 nyn npn°lan 0°7317°KA 1°TA P02 7w njpeDan e
D177AN DN AN ATTTAR NART L, IMER apgyn 7 a1Pnixy7 mpgopipna
(ECJ) 77X7 73117XN 1°TN 071 .1NIX N1 TDAN D7NIKT7N N7 7nnn ap1Tin
N7NIXY7 Ni777N YRXY7 011ann 0127 TRn 7y 0787y 073117°K ni7?in 7071 9x

070770 NIPKY 1Y2172 ,07I070 73103 107 7y 11NN

.393 p"n N1 7182 Y7y7 vNEN] 403
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n'ngin hhoyn .3.3.1

DTX TI'DT 71N TN J11'DIAY7 T JIXT D701 .071N 'R 11017
DM P77 D0 N XY 4 (HRA — Human Rights Act 1998)
TNXOW7 AawAaxn1 (ECHR) DTX T1MIOT7 I1'01N™il NINKXT 7w TR0 TIX
IMNXRTIN-"X 7V 110117 (ECtHR) DTX 711M217 01Xl 17T 71'271 11D

205 INXY7 "0 77N AT 7Y

T1"DT N'w 0'D™MA7 1a'Xi (HRA) DX T1MID7 710 7w 71717100 71200011
D117NY — 0D™MAN T'DIA 1T 01 .J1'N17N0 T1'T7100 TN10N7 T Y
177 1727an0 — (breach of confidence) n'mnx minn 7w nivain n'7'va
nmmaw ¢ (misuse of private information) "b1a y1n1 V7 win'wn
7w 1'o10n no'an o'ol 7y (HRA) DX 1127 710 T w1 T17'0Ail

AL OGR!

1T1DNU71 '01Nil DTR J11M2T TDWNY7 '0"an 1T 7W 119000 M7yl
'L 1j7'77N DY X7 A97mia (ECEHR) DTX 111017 "0 11 11 7w
T2 7UNY7 72 “501INK0 TIX NN710 011'KY 11901 11170 1j7VNY7 vy

Human Rights Act 1998,c. 42 (Eng.) 404

.4-3 'Da ,o¥p 405

Campbell v. MGN Ltd [2004] 2 AC 457, 465 406

.7 ,3-1 0777921 ,94 »"n 2 71821 77yY7 ,ALPIN 1X1 nann7 407

:17n7) Liberty & Others v. UK, No. 58243/00, Eur. CT. H.R. (2008) 408
17170 01733 B2 12 102 .227 v"0 AT 7181 7YY ,Kennedy 1771y i(Liberty 1771y
17Y7TINN MD?K D7°D7187 WF2 0TX N1713T7 78177°K0 1770 072 2191 D1TAT
Big Brother Watch and Others v. UK, No. 58170/13 - 171D pny n17°077110
(9.01.2014); Bureau of Investigative Journalism and Alice Ross v. UK,
No. 62322/14 (5.01.2015); 10 Human Rights Organizations and Others v.
UK, No. 24960/15 (20.05.2015)

3.3

iUl
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DI {7101 TI1'AN191 TN TR ATV D 101K 7T 7171 171241 2008
D'7ni 071111272 (Interception of Communication Act 1985) o1Tw
,INKY7 8 MWD TIX 10N ,0I1'Y NN 7w Y11 TIDNXR 1T 1Y 7V

409 17 107" X7 TN TIWN TYA 7107 71271 11y 'A7w

(DPA) 1998 y1'n haan i71n .3.3.2

TIX DWM7 1101 DA AIWAT AR TINR TINAXR T1N2NT N7 N1l
TNVUXNXA WY1 [12'0717Ti DIWT 29T N0 D207 T 78 TIx
411 (DPA — Data Protection Act) 1998 yT'n 1111 1271 "0 A4 7100

TII'W NNy MY 1Ty “%(personal data) omwrx 0Uim Li7ing 'Y
DXTINA “41T 1071 “UMITANa 71N7 ANwXIN 7190171 0D'DII9A0 DT

N71770 0171200 D1TDA 7102 97010 02 NT°Y V1?7 70 .0w | Liberty 1771y 409
1X1) (IPA) 2016 N1?7N0 N17120D {710 DIX11N2 18700 10100 0770w ,(RIPA) 2000
(7730 wnna 1707

7y 3.2.3 77n k1 410

N3AN 1171 7p?12n 7100 :17n7) Data Protection Act 1998, c.29 (Eng.) 411
.(DPA 1x 1998 y1°n

1998 yT°n NJAN 1272 °D7120 7IN7 1 97yD DATAN 287 "D77pON D" 412
NINT7 7YX D?3D1] 072101 DY DNA7XN 70 1172 I DNIYXNNKAY 0°310) 00 ,(DPA)
T127y OK177 NP ,D770NIDIN D?YXANA TAIYAY YT°0 0N AT IP7N2 072103 .70 DTN
IX 01721170 ,017K187 DIRIPI) 0?3103 7 1IN0 017711077 1770 1K 7Ty 70DIDIN
"paa7 PpIN YT L(NNKDNA 7107 12701 1170 013DpIna1 68 'Da DDNTAND ,N17a01a
,71173 7p 730KN INXINYT 1K 1YTA7 D7DN°7000 D77P°K 073101 X1 7107 2 1°yD 287
N7131A0 101?117 ,07°T21Y 112X 1011207 ,01°07T0 1°0110K7 ,01°077180 1701 TRYY
YyX?1p D1172yY7 YyA111 0777778 0737707 1K 277780 112y7 17w 1700 2°N7 ,07pE1n 1K
LVX?1p YDAV I

,N11APINY NDIPY7 DN?70NYT7 B2 0701010 T127Y 79 D117A0n D770 D2yn7 413
7w 2 7707 1 9°YD I 1ARIN 1ID0DY N7RN D77Y0N DIYXNKD 1APIN DX 17721
Y10 DIAN 7107 NIIWKIN DIDINN

napINA 0?DNIAN D?KIDN TN DIA??{7007 7182321 1°T 72 787 - "1°7 797" 414
XPINY NTIN 01777 ¥11T 0721030 T127Y ;T127yY7 07200 YT?00 KpI) 71n7 n273wn
7y N3anY ,NTIN N120 N1°XY JANDD 7020 7p 122 nnn 17707 17 TY X0 yTInn
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71T 7V TNY TINN NWATI TN 21007 771, 7117101 TN 111on7
VTN 71211 1272 "0 7100 97 YTA0 'RYIN 7Y D0 701 T TV1
TN D'WATI DY AT W7 70 Nne™ 07w 00l (DPA) 1998
X'7'7 X 710 X7 D711 T12'W V1INY7 71D D'ARTIN DWUYNX 1071, T11'Wil
MINTY7 YINR VT'A TNV UTN 7W D™Mj7N (TR IR DI 121 7RI

415 TUWT TIIVTNA VTN T 7Y A711X1 71002 7710 '01Ri TINTRI

VTN 'RWINYT T1{70 7100 210101 VTN 1120 71207177 DY N7l
TIDT “8 TMINMDN TM1'011 DI T2 V1INY7 7117 47 yTN7 awa Mot
17717 711D “°UT'N 7w "DNIDIX TI1W DD 7V 1737710W D7NNN M1an7

120 UMYX 0TI j7INAY X

N3N 7¥ D1PX{7N8 1770 L7 TX Q07N DY IX ,YTINN KpIn 7v 0773170 D?DIDIN
DIDITXN TYNY7 771127X 1yADY N17X7318 IX D1°110I0DD ,N17I0INT718 D17X{7218 1K
07U NINN D7XINN TNX 0777002 DA - P2A7 7P7K Y170 T127Y7 YA1121 (°1127°X0
non pITl T127yn ,T127Y7 MN8N 07200 Y1200 XPIR) 7107 D7p27¥0 Dapina
02330 P 7P AN 787 1K 1 TI1Ayn 7377 DIADN 1AKDRD 7Ya 7y n'7nn nan
.(inw177p 0nyvn (Secretary of State)

INFORMATION COMMISSIONER'S OFFICE, GUIDE TO DATA PROTECTION 1X1 ,N2NIn7 415
(11.05.2016); Ian Brown, Government Access to Private-Sector Data in
napInn 172 1w ithe United Kingdom, 2 INT'L DATA PRIVACY Law 230 (2012)
N170{7717T7 6 {7YD1 D?DNENN YT?0N DIAD D117Y 1721 Y120 DIAD 7107 N271wn
1272 1177730 ManY 5 9oypal (77yY 3.2.3.1 7702 1K) D73I117°KD YTION DIAD
I, TIN?KYZ YIND Y170 D12Ayn 7Y 791770 1°Tn D13AnY7 Y112 L(GDPR) yT17n Dian

\77yY7 3.2.3.3 7'7n

J77y7 3.2.3.2 7170 X 416
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TNYIN 7W DI TAMNA 7100 TR 7790 N0RA Y5011 IXTT

Edward Snowden, TWITTER (13.11.2016) 471

EDRi, UK's Mass Surveillance Law Being Rushed through nna177 1x1 472
Legislative Process (9.3.2016); Gus Hosein, From Britain, with Bulk
Love: A Dark Digital Magna Carta, PRIVACY INTERNATIONAL (11.11.2015);
National Council for Civil Liberties, Failure to Balance Privacy and
Surveillance: Liberty Responds to the Draft Investigatory Powers Bill
Closed Petition, Repeal the :;1nn 710717 NPAINY NNIXYN DA X1 5(4.11.2015)
new Surveillance Laws (Investigatory Powers Act) (closed on 07.05.2017)

Report of the Special ,2016 niw 7v "niwn N1777 38 'DO X1 473
Rapporteur on the right to privacy, A/HRC/31/64 (24.11.2016)
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Mutual Assistance in Criminal Matters between the Member States of

the European Union
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Daragh Murray, Regulating Surveillance in the UK, HCSRC BLoG 1X1 511
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Ny pa ng?ax 7v n17wun7 n11wgEn 231011 1210 71101 7 napn pinta e
.bapnn 071 OXD 11X 0721yD (D170 D1171Y)

1210 721031 APPA71 1777 M (BKA) n7anaa 7y n°717an naownY e
yT°n 72{77 121 11w 011°aya 7187071 027773 nyewa ay’an 7y 0177307
.baPNN N°1 OKND 1X¥7 91822 12770 D171y31 012 7371X7

Myn agyna 71py7 anin (BND) 072p7an 02771730 11720 0132107 o
11NP71 7y IX 7DAFINTAI PPIIND ATDA 7Y 001K Oy an 7p 0177207
NIPND INIXY 7771730 07130 TIwAn 1X7 913231 ,07I00A0 n°XTIN

.7D197Y717YN 0711772 914 — 10 17°YyD DTy Tay?Ta

,M7ADIDDX A7Yn"7 TEIRn 2A7yn 171 073°N2A0 7IN0AN 7102 02170 ¢
N77N771020 N7PT 7Y2 7ADIDDN A7YA 17217017317 717y 1IN TY? 1Ty ]
7ADIVDN 27YN AT AT ATYIP 7ADIVDX 17ynY7 ,N?IN1A7 07711018 1K
(Ausland-Ausland-Fernmeldeaufkldrung) n2an1A7 ap’t 1oNn
NTY1 Tay Tl D702n N DIWKD IDIN ,17X370 OXDO1X7 11821 eyl

.N7XNXY

TIDIINT TITIT 77770 770 X 170172180 21,787 amTa 1Tina
°% (core nation) "na'7 NNIX” ANXVY1 AXNY (ANRXRTNT TTOMT T177100)

N177K1T — D1ININTY7 DPDA7INT 172 1T 787" ,10 N3P 1787800 0778 936
.(2015) 152 ,175-151 ,44 07117721 277IX°0 "DIYIDY 011202 D71°0001)
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1Y 7w DAY oW1 7 7T7/110X 1D DY TTTTINAN IR0 MY
TNTTIATMNT7 1TV1IY 01T 711217 D TIN/7RN77 1T 7w 110w 1w
7V TIMIDTINN DINNA 770 171 TR0 Myl 7en7 7D 2o oy
TIDIX 177701 WTNN MToINY TV ,0'0"MA0 71277V TNXK7 DY TIWY 11D
D'ITRN DT N7N0 17VN0 17T — 7751 0K — 12w 121X 711'N1 %210
TIT'NA YMDY7 fMWY 71771 711'D1AY7 11210 DY "NIXT7 1IN0 7w D'DIDIR

IR T TINTT 10 7 M

"KW DYNI TN T O'NTIIAN DI D" TIA 7117000 N0 17T 071X
T2 70 2%, VT 1127 1IX T11'D190 11277 W T71NG 717170 X¥NI11
TIX7N MO0 TV *“CANINKRY7 71 A7yl I1T710 7100 7121 711'D1nY7
MINTA 1T 7w 72721 711711 AWNTIN N1 TV X720 717X D'NINT 7w
BPM - business product) n»j7oun D™XINa 7101 VT NT7110D
4 (YIN 217N 7W NINDN7 2j7'V1) TNTI MY7wind 7171311 (management
7Y ANTYND,IOXTWIR VTN 7Y 112717 IR DAY W 0DMIXN6
1120 7107 {7 IVYN 7112 " T 17T 12107 '"21Ri1 TIN'™RA 110 10 T

TI7V10 1T NI7WNN TINNXA D'IY1 D71 11 27NN 'KYIN7 Xl

Wasbir Hussain, Ethno-Nationalism and the Politics of Terror 937
in India's Northeast, SouTH ASIA: J. OF SOUTH ASIAN STUDIES 30 93-110
(2007); Rohan Mukherjee & David M. Malone, Indian Foreign Policy and
Contemporary Security Challenges, INTERNATIONAL AFFAIRS 87 87-104
91-92 (2011)

27107 D1778°1717 D110 M{7°0{7180 :'013210N N17D172IK' 71073 ,nTIa 7yr 938
.(2015) 126-97 44 n117721 171170 "7XAP?1 1TIN2 1102 72AK0N

3.5.2.2 170 X1 ,? TN 1A700 710 77727 419 7721 nin”1pn makOn byn7 939
7Y

Justice K.S. Puttaswamy (Retd.) & Another v. Union of India 1773ya 940
S.C.C. 494 of 2012 (24.8.2017)

NASSCOM, The IT-BPM: Strategic Review 2015 (2015) 941

Nayamina Basu, Data Adequacy Grant to India Non-Negotiable, 942
1771y2 TIN?KN 07007 M0 i Says EU Envoy, BUSINESS STANDARD (17.05.2013)
.266 ¥"n T 7101 77y7 7KW
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1MD™MA7 71N TIMYINY 11011 17N TIDIVN 7Y 1aX77 TIXY 711
JINM7 N11'XYW DYND

ilii'09a 'y hi'wasi ithpin hoyn .3.5.1

1j71N'7 21 "D TIXT DY .J11"DA7 T1DT1 WA1AN1 N AR T 17100
N7X MIWYT X7 DN7 IX T'WR TI1N'NYT DO 71T 1172241 ' Y117 TP
TIXTD Y0 170D ,D1XNAY1 11V W12 1T 1'W0 Do °4.7Ti NN 70111
DAY I1'1 7N 2071 7IXNN 7Y DWAWN TTIY 7w X 40770 701
WO TN 7107 19 WO TR TIX 11717 X177 T 117900
17X TN 717722040 7177702 °41'07 11371100 TN 7Y19 1N Ot

7 TINMoN 73171 'aoa

N'WoIW WX TIN'NYT7 J12711 701N 7121 17102 711210 711'D1A7 711010
"7V LAYNI T1'1 V™2, JINTN0 T117'00 TM3{7V11,i111NK7 77 X °%,21
Y AXTN TI'M71N TIDT TIDT X N1'DA7 It D Puttaswamy 1m1v1
0T 700 71121101 711'DIAY7 TNIDNYTIAN AW1N0 NI 0'ATI7 17 7001

Constitution of India (as of 9.11.2015) 943
Gopalan v. State of Madras (1950) S.C.R 88 7un7 X1 944

DIYINN OYT N 121 iManeka v. Union of India, A.I.R 1978 S.C. 579 945
DURGA DA BAsu, INTRODUCTION TO THE IX1 N2NINY7 .0 ,Gopalan 1771y1
CONSTITUTION OF INDIA 79-150 (2008); Burt Neuborne, The Supreme Court of
India, 1 INT'L J. ConsT. L. 476 (2003)

,AY1100 ,D1TANDAN ,NADXA 710710 PIIN OX N30 077100 A7in7 (1)19 7°yp 946
L7107y 0P1ann

,N17TNN 11ND72 7v N1°'720 178 017720 DY N2 D°TIAN AgInY (2)19 9°yp 947
,bIpnn 071 1171727 I 1K ,07771127X0 10180 1K 1TDA D7°AY ,0770m73°T 07N
.01772y Y1X717 nnpnY X yan ne77

People's Union for Civil Liberties (PUCL) v. Union of India and 948
.(PUCL 1773y :170'7) Anr. (1997) 1 S.C.C.301

.940 w"n N1 7192 77yY7 Puttaswamy 1771y 949

Kharak Singh v. State of Uttar Pradesh, AIR 1963 SC 1295 950
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TNW{ZN 177190 71910 110197 Y1 *S"DIRa f1V'A97 TIN'TND 11'D1A
JreRTa

7V1 17107 21 QYD1 NN T1'DAAY M2 D V1§71 Rajagopal 1m1v1
1"1V1 "7 77001 D71X1 .]"TAW 077011 TIYXNXRD X7W 111 V1297 1'% 1D
7w DI M7'D710 11T112W - PUCL (People’s Union for Civil Liberties)
TIW'711 NYX'AY N0 TR 13791 IXW 12 717 071070 TN
— O'I71DN DMWY X1 T1'D71971 NW7i TIY7 721 DIN710 MaN7 11T
(TA) "1 712700 771N WO D V13770 1"7V0 DawnDn 7' ViIni
TIXT D170 5277710 11X ,71'0A70 TNIWZN D™ TNa (1707 X))
n1021 DI TDNU WNNW7 MW 7w 171210 TIX DAWNN 71 Wi
TINI1A7 171" IN1DNAY TIMID1DDL DN N1'72710 TIXT 37101 DN Tj7Nni D'RIN7

%4 D" 7Y

110011 N7 DAY T1'1 N0 7102w 7T 1M1 00 7100 7y
AW M AT0 TIITRT MY (1) DT TR 7W ARXI 7Y ,i7'000 1Ny
M7N1 XYW L(17IVA 07 ,017TRA 7Y IR 70T TIN'RA 7)) 7171 01190
017N 71j7w'7 w1 1¥ 11N 1va (2) ;JN0DIN T'j727 112000 7'¥Xi17 01NN
7171 NA7D1 71N D120 DY 7w 007171 (3) ; Wi712N0 VTN W7 IINNR
TIITR "X OX 137w TN17'2 7TV IN717 (4) ;07wTIN 7V 7y X7 (TA)
STT7T11V 72 7V 7101 TNIW7T1 TTAWA 7V 11" — X7 OX1,17T IRX11 710
TIX 71T 77011 ,0O1Y N7 TIR TUTT7 X0 TIX 7Y 71w 7Y (5)

R. Rajagopal v. State of Tamil Nadu, (1994), 6 SCC 632 951

:17n7) India Telegraph Act 1885 g 5(2), No. 13 of 1885 INDIA CoDE 952
PUCL 1773y'7 17°210Y M137pNY7 1707 3.5.2.2 7702 11 ((TA) *TIAN 91A700 710
Prabhu Chawla, Secret Report by CBI Contains Shocking Details of X1
Phone Tapping Ordered by Congress(I) Govts, INDIA TODAY (28.2.1991)

7v 0°DW1°K O¥7 X (public emergency) ?nIX7 0117n 1xN1 N1 V1177 953
.Np?1 5(1) 'pa 0P .1127XN 1INbP]

ITINN IA70N 7100 737 V1177 AKIIN ONXINYT D1PN0WDDN 1177000 wnn o 954
7712°X 17D ,07°0MY73°T D°DN? ,N1°TRN 110D ,1TIA 70 DIn7pnl 01112°70 10 (TA)
.(2)5 'p ,op .M1172y Y1X?17 AnDN ny?am
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DAWN 111 °*°.07W 77V N7 71X017 DA7W 17X 7w DI07,071X1971
ATID TITR X 7V T1'D12W 71§71 7w 'RIN 20100 T11W1190 VIng

iliI'gN1 yT'n NJAaI NI'o1e .3.5.2

07721 ,Mi7'7N "M17T 1N>1 DTN T2 TNIYZI 7w D1™ 1o0'an
1172 T 7inm (TA) "TI00 2700 710 7100 Y7790 170 270 77
720 7V **5.(ITA — Information Technology Act 2000) yT'n m1 171100
VTN 112171100 1271 *Tii {710 7¥ 1N1DN D011 0772 D70 TN
T FINDART 77 12171 TNY7T1 17117 w7 TiMw7 owaxnin (ITA)
°% N{7-12M00 772 °°%,0'D1NN-0%7007 D'NING 07721 °57,WIR VTNi

%61 FIN1AVTT 11711 7w N107X1 11D 7701 VTN N11Y21 110,010 770

NA701 7727 419 '772 7V 011 .77 11'DIAYT DT 7V IMI1D1DLODI 112441
™M D'NIND 07721 7V X727 - (Indian Telegraph Rules) ov»minn

.35 'DDa 948 w"n N1 7181 77°yY7 ,PUCL 17?1y 955

Information Technology Act 2000 No. 21 of 2000 INDIA CODE as 956
amended by The Information Technology (Amendment) Act 2008 No. 10 of
L((ITA) yT°n 0172171120 1272 "TIAN 7100 :170'7) 2009 INDIA CoDE

Section 43A. Reasonable Security Practices and Procedures and 957
nnpax 7772 :17n7) Sensitive Personal Data or Information Rules, 2011
.(y1'nn

Information Technology (Intermediaries quidelines) Rules, 2011 958
.(nMwn *73p7 D°NINA 077720 :1707)

Information Technology (Guidelines for Cyber Cafe) Rules, 2011 959
.(Ma7-1177pn 7772 11707)

Information Technology (Procedure and Safequards for 960
Interception, Monitoring and Decryption of Information) Rules, 2009
.(yT°nn maysr 1121 ,01177 7773 1707)

Information Technology (Procedure and safequard for Monitoring 961
27'73 117n7) and Collecting Traffic Data or Information) Rules, 2009
.(MM12yn 22103 71DX1 17
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3.5.2.2 7701 1) PUCL 1™Miva 11"7vuil vawnn 11 anmay 7 'oail
7V N'7ann n1n 7712 (ITA) vy 7171100 13273 "1 7100 — °%4(1707
T2V 12 11D °.07TX 7W DWIXINT 1MIX D17'Y 7W TA'0I11 T11'D1A7 N
%4 1710 777721 71w DUINX TNA0 7Y 0RO 1120 1077 N0

%65 01N TNA 7w 2011 11210 1TWN 711010 7V 1120 TNYAXn

:0D'775 Nno'ani wia'n '11Y 3.5.2.1

77790 170 0TD

VT T1"772 1w TIMWA7 AWAXN "Tiii 17T, TN 7103 712N0i1 71 D)
117 IX JRDN 72" 7w 10'an 1¥ TIYYNAX1 07DIA 0'A12 7¥X 7TNINGN
77790 110 070 T577 91 WO 07 110'a11 ¥ TN JRUINY N %% INK
SNDWN NINTT 7V 70100 MDWN Y7 72 IR DAWNN 7' X100 i
WX TN bMWY (district magistrate) 'ninn LAWY T'NON M77 92 N'VD
(court of sessions) n*7*7ai1 X2V NIX *%,(chief judicial magistrate)
XN INX 12T 72 1IX TR0 TIRXNAN 7Y TIN7 11790 DAWNDN 711 TIX IR
1T 722 1782 0'D™AO NX WI19'N '7V1,7127010 IX IXTTA 110 117703
RURRE

Rule 419-A of the Indian Telegraph Rules, as amended by the 962
:170'7) 177 3.5.2.2 7702 1X1 ;Indian Telegraph (Amendment) Rules, 2007
(07770 97A7VR 7770

p"n AT 7191 77y7 11 L(ITA) Y170 01°A171300 1172 T1n 7107 66E 'D 963
.956

INDIA PEN. CoDE, 1860, No. 45 of 1860 g 406 964

P. Kumar, Growing Cyber X1 .Q¥Nn ywa 7v 0°7¥y7nl O YW AT 97D 965
Crimes in India: A Survey, 2016 INT'L CONFERENCE ON DATA MINING & ADVANCED
CoMPUTING (SAPIENCE) 246-251 2016; T. N. Varma and DA Khan, Curbing Cyber

Crimes by Indian Law (23.02.2017)

Code of Criminal Procedure, 1973 §91 No. 2 of 1974 INDIA CODE 966

Second Class) 0177773 n1°TINN DIXJY PA7v 07710 D2Tinn vapnn ndyn - 967
Judicial Magistrate Court, First Class Judicial Magistrate Court,
(Chief Judicial Magistrate Court
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WA0n VTN 1'wil7 Y1 17X D''W01 D'WATNYN 71N 712X 212 0717
"D 71 7V TTYN . TTDINT7 7702 D710 T R7W TNY7T
WMIT1 1177 91 7'WU N1DN DX TNIW{7T1 7207 711197 17X 0'011 YININ

99 UTTT 117X 17X DMIX7 D720 7W TNV 0771 0170 117

TT1Ad 172700 710 3.5.2.2

(TA — Indian Telegraph Act 1885)

°1"0N270 D1AN7 n7wnnin NX 7'Ron (TA) *Tii 712700 7107 5 1'WDo
A7WUNNIN 111X 11ND'1 7W DIDIX 7171 X D1N'N 7N .JNIY771 D71
72) I"INT U12717 D'XYWI TNUIN T472 IX TI'R1700 1X (71'71790) TN
WATI NATAY 'RINI JT'WN 1707270 72 (7'V7 D'RINNN TNX DY77N Ty
113 7V MY — 17X 000K 0W7 12102 °™ (expedient) x11x
1T 7V ,0MDN170'T 00N 7V LO17TAR 1IND 7Y AT 7w TIN7Wm
72 12 2121 TINIAY7 0'RWA 0l — 271171V VIX'7 N0 1Y i1
O 7WNNT7 NMUN™ IX 1011 ,1201V7 NTIW X7 TINTTWIT7W 110 IR TN1TWI

LAYNN T TI'NIA TIX N7WN D7 TIA0 2700 17737 419 7707 17 ni
7¥ 5 WD N1DN TNIY7N b1 7y 171 1o PUCL 11y 1714 7001
N7 M7 b NA7LA 7727 419 770 07 (TA) T NA70 71N
N7 01NN 7w 1K 777A0 TIN'RA 7W) 7171 0190 W TIRND X7 wyn

.17n%7 3.5.2.371 3.5.2.2 0’7701 1X1 968

Sunil Abraham and Elonnai Hickok, Government Access to Private- 969
Sector data in India, 2 INT'L DATA PRIVACY LAW 302, 304 (2012)

N0 0D ,0INIK 7Y ADI7{77 X MTIRY7 TY1Ip pan 73 - "Armaa7p" 970
.D°INX1 077DJAD D7YXNX ,N7DIANIWF7X 11717 ,1771 274 , 01170 DIYXNKA D77°7X7
.(TA) "T10n 71A700 7107 3(1AA) 'D X2

L(TA) TN 92a7vn 7107 5(1) ' 971

The Indian Post Office Act,) »Tinn AX1TA 710 7v 26 7°yD ,AxNwN DB7 972
1INL?2 7 DIDIPX 10N IX 01770 7¥ N127D32 71 IXIT 2127 D172 1200 117K (1898
L(TA) »TINN 92A70N 7107 5(2) 7"DAY DBDINN AN 7712 137K1 — 10170 1IN 1127°X0

.(TA) TN 91A7VN 7107 5(2) 'D 973
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DidY DM7N1 1X DMYXIN D'AYDN — DN Mj7N1 'RWI 02 X1, (1MIVi
TH727 1T11DNUN 7'¥KXN7 — 700N TIXON TNWAXTIN A1) WWAN MWW T
STEITITIT1 72D TIITRIN TTUT JTIX DA 275770110 11 1INKD DI 1Y 74 NoINn
VTN WIN'WAW TWIIAN X 11X . 711NNK 7117110 7112170 1 TU 3 (7
A(TA) "1 72701 710 7w (2)5 N'YD TTIXA117 11921 71 27110 1N1DN DY
D1 180 7V f17VYN X7W 1101717 1WTNY7 17171 .01 D'WW TWNY7 Ni71711 TNy

78 31D¥N1

T 1TVITT DITZIIVT IITYXARD LAWY DMINING TIX197  JN1Yi7n pnm
1w 7V17 TP 1 YNNG TIX DMYTON 07700 PORINKRG Y76
OMI'D7AX D'WXNAXR DI717 731N TIX 1'WM "7V1 7V 07001770100
DI1AIX O'RINX T11IN7 270 1'wM "7V1 7V 0. nw0In X7 D™ Y1IN7 710
DUTIVY I TWXY7 DTITNRT D'RINXT 7V 17X INbNnY7 (nodal officers)
TIN'WA TIX TITMPAI7 1'2Vi7 D' WY YN "TNT,01N 11X 7w 1171j7 12T TR

5L V17N TIX TINXRY7 71D D7¥X 1717111W MYi71i0

q'21N1 D'DAYNIN TIWN DTN D171 1DTNN N107INY — TN1§7°1 T1TV1
ANX 7'DTN1 DAY DTN WX ADNANT ,0™771720 TNIY7TN Tiwn

11711 °*2D17"7 MIX DX [1IN17 D"WTIN TN TYIT — "N17N0 7Wnnin 1Nl

1962 p"n NT 7181 77yY7 ,07°TIAN 91A700 27727 419A(1) 770 974

.962 p"n NT 71891 77yY7 ,07°TINN 17A700 27727 419A(2) 770 975

.962 p"n 0T 7191 Y2yY ,07°TInN A700 77237 419A(4) 770 976

.962 p"n NT 71391 77yY7 ,07°TI0N 97A700 27737 419A(3) 773 977

.962 v"n NT 7782 77y ,077TI00 91A700 27727 419A(6) 770 978

.962 ¥"n NT 7131 77yY7 077700 97A700 77727 419A(8) 770 979

.962 p"n N1 7181 Y7yY7 ,07°TIAN 97A700 27727 419A(14) 772 980

1962 p"n NT 7181 77yY7 ,07°TI0N 97A700 27727 419A(9)-(13) 07773 981

n7°Dn 7y N7 ,962 B'A AT 71821 77yY7 ,07° TN 97A700 77727 419A(2) 770 982
1071 12w 01°AN 0707 Ayay 7102 0717720 aTyNY7 01177 1X 7Y 7ayn

222
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w7l NN % (TA) "TI00 NA70i 77107 (2)5 7'WD TR0 DY n'701
DX X7X ,D'WTIN 7YY 1701 W11 DN1DN 10T'Y INTTWN71 17X DMXY
17N1 17771 DMX7 W70 TV VA7 TNIW7T0 4720 791 °% 1Y 11 e

°%5. D1 DITIN DY TIN

TR 077710 1711 DNDIR TINY 720 7 PN DN0N TIV1 TIRT
D17 IX 07201 7W DiTTIOVUN TIX 11NA7 T TR A7WnNn7 mizny
TN D17 NTMINKT TIX 072011 7V 7177000 IR0 017710 0121, ]771IR
1'AT XiT'W 121X1 VA1 701 DITI'Wa DWANWAN TT IR TYI71 070N
N NN A7WNNN M7 T'NYN7 02 0'WATI 07204 .0wNT a7 N7wnny
N7W N157717 DTTNDOVYNA TNIY7TIN TNIAVTT IR MNY71 D'WNnwnn 7y

°%.11wn nnan

VTN 711171120 1171 *T1aa 710 3.5.2.3

(ITA — Information Technology Act 2000)
anon Ton7 (ITA) yT'n 717100 131731 "TIaa 710 TV 1N7na
12N TNYXAXA VTN T TIX 12 2008 TIIWA 117710 7110778
°% OT7TNAY W1 WX VTN TINDIX 7V 01 7INTIY 70,07 TUIRT 7w DITNX
7w M1j7Ni IND1AY IWNNi 7117V 7V 71NV 02 19011 )1j7'7i 70Nl

.962 v"n NT 71821 77yY 077700 97700 27727 19A(16)-(17) n7770 983
.962 ¥"n NT 7181 7°¥7 ,077 TN 97700 277207 419A(18) 770 984
.962 ¥"n NT 77132 Y7y7 07700 90A7vn 777207 419A(19) 770 985

Prashant Iyengar, IP Addresses and Expeditious Disclosure of 986
,Abraham ox W1 .Identity in India, 9 INDIAN J. L & TECH. 1 8-10 (2013)
D177V 77307 07710 TINND 117¥770 N30 12 10D .308 'nya ,969 v"n AT 7131 7°y7
INT .ATYINT ADNIX ONINTY DINI777 771 I8 SIM "D7p12 773107 017170 nwin
.Privacy International, The Right to Privacy in India (22.11.2016)

NT 7131 7°y%7 ,(ITA) yT°0 D1°A171130 1272 7TI00 7107 X1200 7727 1K1 987
.956 v'"n

A(ITA) ¥yT°0 017A171200 1272 PTIAn 71n7 43A 'D 988
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71112 1112) DA VTN V17 WINWT7 TV 7171V IR 11 %%, 7100
D71X1 *°2711"D101 [1YA071 (NN WINY IWNN NN 17357 1R 2t
1TWN AN 1171 1713w MA'017 117200 ITA7 a7 N1'o1nad yani 1y
DY 0'1¥N1 7NJUN X77 N71T0 7w DWININ DMAX 7V 010 y'nn Ix

3 111"DIA 7V a0

TIWTIYN AN71INT1 TN 1N 117X TIMID1DLON VTN 110 7V 19771
DM7Na **4(M2'XT D7ON 7V X71) (body corporate) nTaRM 7V 70
VT'N1121TNWI — YT'N NINDIX7 D20 077111 7¥ YNl mi7wn Dnay
7711101 — T0Y7W1 IX 1TM7V11Y TNAWNIND TDIVNL ZTINTNY w0 WX
TNTI "W IR VYT 7W TN TN 11797 1770 X7W DTN 020 IR

°5.2011 TIW1 VTN TINDAX 772 7w DNI7710 TV 111772

T2 D™NDNN VTN 112 1177 D01 D'WNYNN VTN JINDIX 770
TIAA 7100 7w 43A N'W0 X7 DMA00 VTG0 TINDAX Y7011 TIX 009N
NU17 D"TAXRTI7 D™IN VTN TINDAX 770 *°°(ITA) yT'n 11171100 11711
NITY "RITI1 WY WX YT 10X .017Y 11010 11N TIX D01A71
TINJUMNA1 ,TARTIA 7W 17117'WA27 IMwi7il INTAN Y710 TINDNY7 waml
DW'7 D10 D'TYX D1j717 W WX YT NDIRGT TUART 7V UTNN XYIN

A(ITA) ¥yT°0 017A171120 1272 PTIA0 71N7 66-65 'D 989
(ITA) YyT°n 017A171120 1272 °T1An 717 66C,66D 'D 990
L(ITA) yT°na 0172171120 1272 *TAn 7107 66B 'D 991
A(ITA) Y170 0172171130 1272 ?T1AN 7107 66E 992

N11°D1 DIN?770NY7 1N2NI 0170187 11720 N7°8°X 78 N12D7IT 7°NN 9°ypn 993
2771 1N17°XN PIPNY 271 01707182 70y0N 12770 10AY 0112701 — 117013 D130 7Y
OX1 70780 2N1N2 DX ,19PN°7 X7 D7Y1XI100 17117 D18X7 7127 070D X 7270 71X
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7Y 7N 1101 VN D70 TN 7WNNG TIINNRG DIW1 TV TIRT
DI TIDAVA X1 D7YNAN 7Y YN WRAWD AT a17TR0 TNNTR
m7nnw a1 vi7A (CMS — Central Monitoring System) m'toann
TNIY{7TIN 7720 DY A7WNNN 7Y "1DIN 7NN X7 TV11 ,2006 TIw1
M7 X7 DA P2 W71 12171 TTI717 71701 71210 Y NI
1029 07000 7W 11'WMIN RIND DTIDD D'717'17 LA L1770 1n1n0a
TNIY{77 11711 TIN'AVAT T112IVN 1771707 D'wAT1 D'WAIN TNIW7I 'j7a0
0V "WIIRI 7YWNNA X N 2T ,(CMS) 110110 11IDYN7 et 1011
(CMS) M1 1127VYN 1°%.7127011 710 772 107 D7 DTINRT D'RINNG
111 TMIDID YWNY7 JIDI"N XY TNIWZTIT 121710 711711 TIX 10'2Un
1717710110 N1YA71 1017 T12IVNi 72171 D'TAIDN 0O'N1TT 07 131,710 712'DK1
VTN T11N271 D1j7'N "11711 N0 7V 072183 D170 W7K7 ,D'NT77N TNIYi7n

1032 317770170 7w INLNY

,AIT1D™A {771 7V VTN ATV 07 ,Di7"1NAi NIX 17w MAy7wil 101N
MNINN 10X 7Y T1NM47717 7127, TID1VN0 7W T'10Di D7D DX 1'T11710°

Ranesh Prakash, How Surveillance Works in India, THE NEW YORK 1028
TIMES (10.07.2013); MHA Plans Phone Tapping Agency, THE TIMES OF INDIA
(4.2.2006)

Maria Xynou, India's Central Monitoring System (CMS): Something 1029
0117’07 .to Worry About?, THE CENTRE FOR INTERNET AND SOCIETY (30.01.2014)
File No. 800-12/2013-AS.II, Amendments to the Unified X7 Dnyy
License agreement, Unified Access Services (UAS) License agreement,
Unified License (Access Services) agreement, CMTS License agreement
(11.10.2013)

LT 7782 77y7 981-979 w"n7 niann vpi7vl X1 1030

Addison Litton, The State of Surveillance in India: The Central 1031
Monitoring System's Chilling Effect on Self-Expression, 14 WasH U,
GLOBAL STuD. L. REV. 799 (2015)

Snehashish Ghosh, The State is Snooping: Can You Escape?, THE 1032
CENTRE FOR INTERNET AND SOCIETY (26.06.2013)
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N1 7V TNj711 (MIDIX Di7X) WXRIN T1'D12'W T1j7'2 1TV — TI29Ni 7Y
31X, [17WNNI NIYD7 TIXT DY 4Y01N VTN DT'7XY DTN 10K
7WNY7 70 JADIX XY 'UTIND V17 WIN'W NY'IN TWAXN TIDIVNi 7w
10DXIY D'NTI7 TI'XNXY YN D'W1IN — 7100 712X 11w — 1'DIY
JADXIY 12170 1M1 TIX 11N17N V1IN 0A7Y 7201 17'X1 ,0M0N TV 7Y
Oy 711 D'WNNYNil 7¥ 0IM7'va TIYT TYXNDXD T'YY1 19011 7l
DTV 7V MINTAN WOITI — D'A™7i1 07721 7V DOANNN (10'R7 T12'11 TIXT
072011 NI TIX TIAXIWi TN 1101 125N — 1°%°0"1p1a 071 TIN
DX UDA71 1T M71 7V 1777 TMWAXN AT1D1 71'I01A awT 07 X7v

1957 11N 10N1 112 '1'WTIN

112 71vn7 mmpinm 17vin (CMS) 11D nm 11D TN Y7
1217w IIT'AWIT AT 'NITR INXR TI3719Y 1'UTIN 71DVn fnd Ty
NATGRID -) m'nix7i1 1'U'TINi TN Q1A 1'% TN T1I2WVN0 DY
VMD7 TUNY "TIAN 010 Twn 7w oen X0 (National Intelligence Grid
TINLNY7 '"V'TIN TI2'W WWAX71 7'UITIN (10X 7w 0"1T 0707 110'Na
7V M7yl NoDann 1t PYITIn 1w TN 6T IR a177nnn 1110
AN MY RIWR TIMI010 ,0'711 7W YT'D MIXN1 DIj7NRY D15

1038 Mavnim

Jaideep Reddy, The Central Monitoring System and Privacy: 1033
Analysing What We Know So Far, 9 INDIAN J. L & TECH. 41 (2014)

Shalini Singh, Lethal ;1028 v"n nT 7131 77yY7 ,Prakash 1x1 1034
Surveillance versus Privacy, THE HINDU (22.6.2013)

.53 'nya ,ow ,Prakash ix1 1035

'D IX1 121,962 »"na AT 7192 7YY ,07°TI00 97A700 77707 419A(4) 770 1036
.N112y0 2210 71D7K1 117 77727 3'D1 Y1700 N1ayal vl w1177 17727 8-7

.1033 p"n AT 7191 77y7 ,Reddy X1 1037

Chautanya Ramachandran, PUCL V. Union of India Revisited: Why 1038
India's Surveillance Law Must Be Redesigned FOR The Digital Age, 7
NUJS L. Rev. 105 (2014); P. Arun, Surveillance and Democracy in India:
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TNIW{7T1 TNI12VTT 11D TIDVYN X TNW771 110717 712011 1'W TN T1D7VN
,LNDI'R M1avn N7 aTviaw (NETRA — Network Traffic Analysis)
NVolP-noo1an mivwizm 7'X17 ,711'TaN w7 w7 VT a1 7701
7101 T12VN DV ZWNNATNYT NIXT TIDWAN ATV TY'D1 0X 1111 X7 17TV

1039 (CMS) mr'oonnin

1D 7Y T 112NN ANANN 770 X0 1TI01 TNY7N TN KR 379000
JTI70 TR I T 7Y 171001 0770 T DWUXNXD 117N TNTR
VT TI1"17110D TIIYXARI NTRIT 7W [INXVN TNRTIN ,2014-1 17W1Y
TIIXR70V7 11VNNY D'WYINN W X ,0"TNaN DTIN'W7 awian maam
DI TIDWA TINAT JIDIVYN DY 171WN1 MDA 71 TTIND77R
TNTX INX 1j7VYn7 nnxiv a1 070 a7wnn7 i (CMS) mmonni

1040 NYDWNTI

Analysing Challenge to Constitutionalism and Rule of Law, 1 J. Pus.
AFFAIRS & CHANGE 47 (2017)

.o¥ ,Ramachandran 1039

P. Arun, Uncertainty and Insecurity in Privacyless nna117 11 1040
India: A Despotic Push towards Digitalisation, 15 SURVEILLANCE & Soc.
456-464 (2017)
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DWW DTIXG IR TNIWZIN TN 720 ,3j7VNi TY (10Ri 711010
X D'W{712Ni DM 01770 171V31 121 ,XNNIX 1AX QUXR]1 D7V YTy

LINwi7nin

7V DTN TN 7Y VAW ANy m7RmMInmon 7noian i
NOUX1 D7V VT'AY D7 DTN 7W1 NIDRT YTV 7w 0O711'D1A
D'D1I 117N 17YNI 'RWIN 7Y D717 7V D100 DT OXR7XD
7T M7 1INDIANT N0 A1 7Y 71700 M73ana I w7nny
(MIY7N7 0INX DYTTY 7W1) "W TINAN TV 7W II7110001 IIT7RMI0MD
7w DI1'DIA 7V 11277 TN 1dW D711 DAYN TIDW 'K 7WUNY7 72 .117TnY7
1121171 7N 7V 111212 11N TNDNYT "7XM1D™MDTYIN 1j77VN1 DT D'NTX

217 INNWN IR 0170 A71IX "NATX 7w 0'oaa 7y

.242-240 'nya ,26 p"n 2 7191 7°y7 77010071 N0 1

Asaf Lubin, “We Only Spy on Foreigners": The Myth of a Universal 2
Right to Privacy and the Practice of Foreign Mass Surveillance, 18 CHI.
J.INT'L L (2018)
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M 7Y IX TIMAN XX TMINT 70 YN Q10 R7ZNXRG 1T 117
W10'N 1¥ TIXY1711 211 0 7V 7110 ("Rj7" KR 0OTR") 7R TIN'0N 17°7T 07w
12711 17w TIIWIATT fi71N7 "W 117710 7w 1722000 N1DN 71075 18
W TT'WKRY 10°a71 1R w1an 1IX7 ¢ Verdugo-Urquidez 11yn XX1' 7v12)
TIIXXT7 YINN 1UX11' 10271 1X W19Ni OX .UXI1AT1 7117'YAi 1271 1'Nan7
J1MIN TNXAXRT 1777 TIXRT TTYTTIAN TV T IR D2 11027 wr 1an
YINN 1'V'TIN NOX1 017w — (FISA) 11 1'v'Tin MO 71N 7w DMYT000
MTA1 DI'RY DYTYT INX 'WUITIN (10X Wi712NWD D770 — T4 TIXIXT
TIN'MNN TNYMT 02NN 01, R7INKR DR X1 TYTWI1 5, X7 DR DR
071101011 D'DA17 WKL TV TIN TNIRTITR NINY7 103aw M11'011 Anr
W ATNAT TIX VA7 1130 TNMI210 TIWATI 37900 78 077XMIDMDm
7701 6, TN T{7TN TIYXNXI 17101 TIXTITRA 770 .N10°Ri 1127 TU
7Y 1T'W1 .XNIX 1IX DTITI0 TIR N10X7 1711 QOWKRD AT TITUXNRG
TI7RMIDMD 17T 7w TM7XY 11V 11IWNN 7w1 TINIX771'1 VTN TNI13VI
va111 1X ,(WTA) OmD 7R 710 07 D171 TNIW7T D17 Y111 01 Th71Y
01 7V 07N 071N O - (SCA) nny Mwzn 710 N1DN 0DTYY7
DIT'7X MW7 TWAXY D711 7V 021X, 7130 XX "NINTA 7170 DINwil

S271"NINTIN T TIIXX "NINTIN

JIN71100A0 IX TIT7RMIDMD TIIINANNA YIN'T7 0'D11 DO DT
71141 1273 Y7750 m7nin ,(95/46/EC A7) VT'AN 110 N0 T
127D777T) 71N 710X 1MW N7 T 121 amx w'w (GDPR) vTn

.3.1.2.1 77n 7y w3
.41 w"n 3 71ma 77y 4
.134 p"n 3 7192 77¥7 1K ,"IKEIIRN DTX D0TANT7 5

N3 ANITR TY?N 07720 MXANT YIND X10w K Y1T? 1278 TY?n D1y7°npd 7un7 12 6
Jennifer C. Daskal, The 1x1 .OKT 110D7 172D TI1D? 1TY?N1 X{77 10K DTN 117XKY
.70 v"n1 Un-Territoriality of Data, 125 YALE L. J. 326 (2015)
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AWX1 NIN1n X77 (natural persons) DX 11 7V 12717 1TV11 (2016/680
1T, TINRI "MINTIA WY1 "WX VT 711 OX °.0IWINYT 1X OIiT7
TI'7RMIDMD 71777 TIIVNAN IR VTAT7 w1 OX 1'NAN 117K 17V 7N "0171KRi
GDPR-11 7w m'miani f17INJ1NW INXN D7IXT X7 DX TIN'KR7 17110109 1R
JNIXT 1IN0 7w 7170717 V'R TIAW 12NN 2016/680 11071 T 7W1
TIXTD 11NN 7W TV 2T IR N'DAAT7 Y12 12 'K 17X T1INA0 7w T

7R TIY70117 117N 1j7VN 7V 7N "NIXR70 17 TIN

L1 7y (IPA) 2016 m17Nn NIMDN0 710 7W 7701 110K DN T2
1N 77N MDA 710 °.0110™3 T NG TNIYZN 7V 70 TNIYi7n
IX T{i71NN 1X1 MWKRY7 1711w 12Y0 7117'901 7107 K7W 1120 TMI0107
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ABSTRACT

In 2013, Edward Snowden, who was employed by a National Security
Agency (NSA) subcontractor, exposed documents that described the
extent of online surveillance of communication networks conducted by
Americanintelligence agencies, including of U.S. citizens. These revelations
ignited a public debate about the agencies’ surveillance practices and led
to a number of statutory reforms. The exposure of the NSA's cooperation
with its foreign counterparts opened the door to similar discussions in
other countries concerning the desirable degree of their cooperation with
foreign intelligence agencies, and the online methods of intelligence

collection used by national intelligence agencies.

Online surveillance, or the surveillance of communication networks, is
an intelligence activity designed to gather, retain, process, and analyze
digital information from electronic communication networks—whether
landline telephony networks, cellular communication networks, or
computer data communication networks. Surveillance can be conducted
in various ways, including interception and retrieval of information from
the network or from front-end devices; collection of communications

data (metadata) from communications service providers; and processing

iii
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open and hidden information, which can include data-mining techniques
or machine learning. In an era in which a significant portion of human
communication is conducted via electronic media, harnessing modern
technology for the widescale collection, storage, and powerful statistical
analysis of communications data can yield richer and more detailed

intelligence information on surveillance targets than ever before.

However, alongside the advantages of intelligence gathered from online
surveillance of communication networks, consideration must also be
given to the significant violation of privacy inflicted on the subjects of
surveillance. Those whose rights are harmed by the process include not
only the intelligence targets themselves, but also those with whom
they are in contact. Moreover, when bulk collection methods, which
extract massive amounts of communications data and content from a
main communications link rather than targeting a particular subject of
surveillance are employed, the circle of those affected grows dramatically.
The harm caused to individuals by online surveillance is not limited to
infringement of their right to privacy. More broadly, the chilling effect
caused by such surveillance may impair their general sense of freedom
and their freedom of expression. When individuals are aware that they
are, or may be, under surveillance, they are likely to modify their conduct

accordingly.

Instances of technological surveillance by the state, other than those
perceived as related to terror threats, prompt lively public debate in Israel.
The “Big Brother Law” and the Biometric Database Law were discussed
extensively in the media, and both found their way to the courts. By
contrast, there has been almost no discussion of the rules regulating
online surveillance for security purposes; in particular, there has been
little discussion of existing legislation and its compatibility with today’s

social and technological realities and with human rights norms.
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Main Conclusions

1. Lack of regulation addressing essential issues

Examination of Israeli legislation applying to online surveillance of
communication networks shows that Israeli law suffers from under-
regulation of a series of issues for which comparative law offers solutions.
For example, Israeli law has no general ban on bulk collection of
communications, not even a ban coupled with provisions for exceptional
cases in which such activity would be permitted, subject to criteria of
proportionality and absolute need. Similarly, the territorial application
of Israeli online surveillance laws has not yet been regulated. Thus, the
question remains of what is permitted or prohibited with respect to
communications beyond the borders of the State of Israel, including in

the Occupied Territories under Israel’s control.

In addition, there are no provisions in Israeli law with respect to temporal
limitations on the retention of communications data by communications
providers, as can be found in legislation in the European Union, the
United Kingdom, and Germany. This refers both to the communications
content itself and to metadata, which consist of information about the
communication other than its content, and from which (among other
things) details of the parties to the communication, and of where and

when it occurred, can be ascertained.

Similarly, data-mining activities carried out in this context—that is, using
statistical techniques to analyze databases obtained by means of online
surveillance, including cross-referencing them with other government
databases—are barely addressed in Israeli legislation, in contrast to
foreign law. (In certain cases, European law restricts decision-making
based on data derived from automatic information-processing activities
conducted without any human involvement, even in law enforcement

contexts.)
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It appears that in Israel, the possibility of requiring authorization for
the collection of open-source intelligence information (OSINT) from
telecommunications networks has yet to be explored. Due to its nature,
traditional intelligence gathering, which relies on open sources of
mass communication, does not require authorization. However, it may
be now necessary to legislate provisions for the use of open-source
intelligence gathering that also utilizes publicly available information
on social media. This is because mass monitoring of the publicly
available activities of social media users, including automated analysis
of this information, may lead to actual privacy violations. While similar
practices are used by private organizations for commercial gain, the
state’s exceptional police powers may lead to more severe violations of
privacy and have more severe practical implications for the products of

open-source intelligence.

2. Confidential rules and lack of transparency

Current Israeli legislation affords the government broad discretion in
setting rules to regulate the Israel Security Agency’s (the ISA or General
Security Service) surveillance of communications networks, and to
regulate the orders issued to telecommunication licensees (licensed to
provide telecommunications services including telephony, internet, and
cellular services) to assist the security forces (including the Israel Police).
These rules, and a portion of the parliamentary and administrative

oversight thereof and of online surveillance practices, are kept secret.

While this secrecy facilitates flexible interpretation and application of
the law to meet pressing operational needs, the concealed nature of this
interpretive flexibility—the soundness of which is not open to public
scrutiny—means that it is liable to lead to breaches of human rights

protections.
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3. Partial judicial review

In Israel, judicial review of various authorizations for online surveillance is
limited in scope. The law absolves security agencies seeking a wiretapping
order from applying to the courts and settles for a permit granted
in advance by the minister responsible; in urgent cases, retroactive
ministerial authorization is allowed, as long as the use of these powers is
reported to the attorney general. In urgent cases, the use of wiretapping
even for crime prevention and detection purposes does not require
authorization by a judicial order, except when its extension is needed.
The Wiretap Act exempts certain types of wiretaps from requiring any
authorization at all, and these may fall under the legal arrangement that
allows collection of open information on the internet, including from

social networks.

Judicial review in Israel with respect to obtaining and collecting metadata
is limited to non-urgent cases in which the police require metadata for
investigation purposes and law enforcement. There is no provision that
prohibits the police from employing communications data collection
technologies that do not involve requesting data from telecommunication
licensees. Collection of communications data by the ISA (via direct
interception, online access, or occasional request) is not subject to any
judicial authorization. Moreover, the applicable legal provisions may be
interpreted so that the mere collection of communications data does not
require authorization from the head of the ISA, and such authorization is

only necessary for using of the acquired information.

Although a review of comparative law reveals that in other countries as
well there is no sweeping judicial review of online surveillance practices,
it seems that the scope of judicial review elsewhere is broader than in
Israel. For example, in Germany and the United States, collecting content
and metadata for purposes of crime prevention and law enforcement

is generally subject to judicial review. In these two countries, there are
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also arrangements for the judicial or quasi-judicial review of wiretapping

permits for national security purposes.

At the same time, judicial review is not the be-all and end-all means
of oversight. An empirical examination of the data regarding Israel
Police requests for orders under the Wiretap Act and the Criminal
Procedure Law (Enforcement Powers—Communication Data) shows
that the proportion of requests rejected by the court was lower than
0.5% throughout the entire period reported. A similarly low rejection
rate can be found in the reports of the Administrative Office of the U.S.
Courts regarding wiretapping requests for law enforcement and crime
prevention purposes. We should be wary of concluding from these data
that the mechanism of a priori judicial review of wiretapping requests
is seemingly nothing more than a rubber stamp, since the court may
approve requests while also imposing restrictions on the orders issued,
and may issue orders that contain stricter procedures. Likewise, judicial
review itself can create incentives for investigative bodies to filter out
inappropriate requests before they are even submitted to the court. Still,
the very small number of wiretapping or online surveillance requests
that are rejected by the court calls into question the efficacy of judicial
review and justifies an examination of the need to create additional

guarantees.

In comparative law, mechanisms can be found that address the concern
that judicial review of wiretapping orders will become automatic or
will tend to systematically support the position of the investigative
authorities. In UK law, for example, there are provisions that give detailed
structure to the considerations that must be taken when applying
judicial review; and in U.S. law, there are provisions enabling the court to
appoint an amicus curia (an independent external individual) so that the
application hearing for the order, which is usually held ex parte, becomes

more adversarial.
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4. An independent supervisory authority and parliamentary
supervision

Judicial and quasi-judicial review of surveillance of communication
networks is reactive, and its response is limited to specific applications
or orders. This kind of oversight does not address cases in which the
authorities avoided applying for the relevant orders due to the absence of
a legal obligation to do so or due to a narrow interpretation of the existing
statutory obligations. As a result, some legal systems have empowered
administrative or quasi-judicial authorities to oversee the security bodies’

online surveillance activity.

In Israel, the Privacy Protection Authority (formerly the Israel Law
and Technology Authority—ILTA) is the regulatory, supervisory, and
enforcement body under the Protection of Privacy Law, the Credit Data
Law, and the Electronic Signature Law. However, due to exemptions in the
Protection of Privacy Law, the Authority does not, in practice, oversee the

online surveillance activity of security and law enforcement agencies.

Establishing an independent supervisory body—or alternatively,
expanding the powers of the Privacy Protection Authority so that it can
oversee the propriety of data processing activities, including collection
and retention, carried out as part of the surveillance of communication
networks for security or policing purposes—may serve to introduce an
additional actor dedicated to protecting the privacy interests of those
under surveillance. It is desirable that such a body, in addition to being
independent, should have the full oversight powers required to fulfill
its role, such as powers to investigate in response to complaints lodged
or at its own initiative, and powers to provide advisory and professional
guidance regarding aspects of privacy protection in relevant regulation.
Alongside investigative and inquiry powers, it should be granted the
ability to make rulings with practical implications for the practices being

scrutinized.
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Currently, the scope of the Knesset’s parliamentary review of police
and Israel Security Agency online surveillance practices is restricted
to statutory reports pursuant to the Wiretap Act, some of which are
delivered behind closed doors. Similar reports under the provisions of the
Communications Data Act were submitted for a limited period by virtue
of a temporary provision in the law, which has since expired. An attempt
to obtain these secret reports through a request under the Freedom of
Information Law was rejected by the Supreme Court which, in a side
comment, recommended that the state disclose these details voluntarily

and before they are leaked, in order to secure public trust.

Recommendations

1. Issues lacking regulation under Israeli law

(1) The extent of the powers granted each of the security and law
enforcement bodies. Regulation of the extent of the various powers
of the police, the Israel Security Agency, the Military Intelligence
Directorate, the Mossad, and other investigatory bodies should refer to
the practices in which they are allowed to engage, the scope of collection
permitted, the controls to be put in place, and the territorial application

of these powers.

(2) Bulk collection. Israeli law should implement a general ban on bulk
collection, unless strictly necessary for attaining narrow and detailed
objectives, and subject to procedures that guarantee that the violation of

rights is kept to the bare minimum.

(3) Data retention. Israeli law should apply provisions regarding the
maximum period for which telecom providers can retain data. The
authorities’ ability to order providers to deviate from these provisions
and retain data for a longer period would be subject to judicial order,

limited to the attainment of narrow and detailed objectives, and subject
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to procedures that guarantee that the violation of rights is kept to a

minimum.

(4) Data-mining and collection of open-source information (OSINT).
Legislation should permit and prohibit actions related to cross-referencing
of various databases, the different uses that can be made of the products
of statistical processing, and the extent of automation and lack of human
involvement in the process to be allowed. With respect to OSINT practices
in social networks, the powers of the authorities to act in this arena
should be defined, and limits placed on collection practices that are not
absolutely passive (such as the use of fictional profiles to obtain access to

information that is not entirely public).

(5) Obtaining information from global communications platform
providers. Procedures for obtaining information from online
communications platform providers, such as Facebook and Google,
should be regulated by law. They should be limited to narrow objectives
involving serious crime and national security and subjected to a test of

near certainty and to judicial review.

(6) Intercepting communications data. Similar to the general ban on
wiretapping, a general prohibition should apply to active interception
of communications data—as opposed to the procurement of non-real-
time data under the terms of the Criminal Procedure Law (Enforcement
Powers—Communication Data), or according to the rules promulgated
pursuant to the Israeli Security Agency Law. Regulations should be created
to provide for cases in which said interception would be permitted, similar

to the arrangements in the Wiretap Act.

2. Increasing transparency

(1) The veil of secrecy should be removed from the rules that govern the
methods used by the Israeli Security Agency to obtain communications

data from telecom providers, and the annual reports of the use of these

xi
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methods should be publicly disseminated to the extent possible. Similarly,
the annual reports of the ISA’s use of its powers under the Wiretap Act

should also be published, to the extent possible.

3. Expansion of judicial review of online surveillance practices

(1) The scope of judicial review of online state surveillance should be
extended to wiretapping carried out by the Israeli Security Agency and
the Military Intelligence Directorate for security purposes, and to every

request for communications data including urgent requests.

(2) The existing judicial review mechanism should be strengthened.
Judicial discretion in granting orders may include instructions to consider
alternatives with lesser violations of privacy, as well as restrictive
procedures intended to ensure that no use of the information will be

made beyond that which is required.

(3) It is possible to create an adversarial process by means of which
public representatives, special advocates, or amici curiae could protect
the interests of both public privacy and the privacy of the subject of the
surveillance. Strengthening the adversarial basis of the process could be
achieved by granting locus standi to communications providers, and by
recognizing the surveillance subjects’ and third parties’ notification rights
as a relative right subject to security considerations, which would enable

compensation claims to be filed after the fact.

4. An independent supervisory authority

(1) Anindependent supervisory authority should be established, to review
government authorities’ ongoing online surveillance activities, to assess
compliance with the provisions of orders, and to advise and provide
professional guidance regarding the privacy protection aspects of relevant

regulation.
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(2) An alternative to the establishment of such a body would be an
expansion of the Privacy Protection Authority’s (formerly ILTA) powers,
granting it supervisory powers over privacy protection in the online

surveillance activities of the security and law enforcement authorities.

(3) Another alternative is the establishment of an ombudsman for privacy
issues in online surveillance—an independent, impartial body with
reactive powers to investigate complaints, find solutions without the
need for extensive formalities, and periodically publicize its findings while

keeping the complainants’ identities secret.

5. Parliamentary supervision

(1) The heads of the security services should be obligated toreportannually
to the Knesset’s Constitution, Law and Justice Committee and the Foreign
Affairs and Defense Committee regarding the number of wiretaps carried
out for state security purposes. The level of detail reported should be
identical to that reported annually by the Ministry of Public Security on
the exercise of these powers by the Israel Police.

(2) The temporary order contained in the Criminal Procedure Law
(Enforcement Powers—Communication Data) should become permanent
and require the Israel Police to report annually on their use of the powers

granted by this law.
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