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Blockchain systems

Reliably duplicate data
between many computers

Repeat the same
computation and reach the
same conclusions

For Bitcoin: data is a ledger
containing all transactions



Bitcoin isn’t Private

100BTC of paymets to Locky aggregated

into an exchange

(payments 0.5,1,2,3,7 BTC collected into
Generated using oxt.me two 50 BTC transactions)



Following change
addresses leads
to more...

Generated using oxt.me



And more...

This is activity over ~1month
Yielding ~2-3 M USD.
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verifier adds commitments

| to high-level variables

to the transcript

verifier adds

transcript transcript
{'Uj,'Uj} »| PROVER VERIFIER |«
prover converts input data
into high-level variables I GADGET A
and commits them
to the transcript GADGET B
[ GADGET €

commitments to all low-level

variable commitments

variables and blinding factors

v

to the transcript

sa+{G,aL) + (Hag) + Ay
&+ (G,a0) -+ 4o
<8+ (GsL}+ (Hysp) = §

W Wi

-1}

ap-z+8,-2 +y"owg-c+ap-2° — lz)
y'oag-z+y'osp-2 +wp-z—y" +wo — r(z)
((z),x(z)) — t(z)

all statements combined
in one inner product;

prover commits to terms 1,3,4,5,6

(210, Gui) + (bri, Hio) + (10, by)Q — L
(an, Gio) + (b, Hyy) + (an, bio)Q — R;

ajpoag = ag
Ar, Ao, S
Wy-a,+Wpr-ap+Wgp-ap =Wy -v+ec
> gadgets construct a <
rank-1 constraint system
o mee e DTTT
> challenges < 1,43, 44, 45, 16
verifier adds to the transcript
z P commitments to the terms of t(x)
challenge
Eow < L.
verifier adds cross-term 7
commitments to the transcript R;

prover commits to cross-terms
and folds vectors in half

ahvu,+ufham — a
bi-u,' +uj-an — b

log(n) challenges

inner-product argument

n scalars for
the final check

S fi bli k) bi,1)
verifier 8 = U sy

computes
~1 ifbitj - lofiis0
+1 ifbitj - lofiisl

i g) = {

Ar, Ao, S,

T, T3, T, T5, T,
t(x),t(z), &,

Ly, Ry, ..., L1, Ry,
a,b

[

+ + + +

z-Ar+z2°-Ap+2°- S + ('r'm2wv,V) +
(w(t(:c) — ab) + r(z(we + 8(y, 2)) — t(z))
(—é—ri(z))- B + ((zy " o wg)|/0 — as,G*
(=14+y " o ((@wr + wo)||0 — (b/s)), H")

(lud, ... ud), [Laye oo Li]) + (fug 2y oo yug?], (R .o Re)

1,3,4,5,6

) .

prover assembles
the complete proof with
13 + 2-log(n) 32-byte elements

verifier combines all statements in a single

ST V., "

multi-scalar multiplication with

10 + m + 2*n + 2-log(n) points
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| know the solution.
And | can prove it!
... but without showing
you the answer
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<<rolls some dice>> .=
Rows please

SEEE0EEEE
delef 1~1ofd~1 1
HEOEEEEER
AHEOREREED
SEEECEEEN
GEEEREORED

DEERE0OCOAE
1 1=l f-lel
SEENCEEEN
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ﬁ}\ <<Checks each bag>>
' <<Each contains digits 1-9>>

: = @)
ﬂ You were lucky.

Do that again.
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Completeness:

If Peter knows the solution, he can always pass the test.

Soundness:

If Peter tries to cheat: there is at least one row / column / blox
that is incorrect. Veronica will catch him with probability > 3

Repeating the procedure N times means he cheats with
probability < ( )

Zero Knowledge:

Veronica learns nothing about the solution, except that it's
correct.
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Advanced privacy layers

Zero knowledge proofs applied to blockchains:

(ZeroCash [Ben Sasson et. al])

encrypted \

Alice To
owns 1| | transfer:
coin

L
Bob

owns 1
coin

Prove
(in Zero Knowledge):
amount received by Bob
= amount Alice owned
(without revealing)

Outcomes:

1. Cannot see amounts

2. Cannot link payments

But, transactions are still

validated.



C3 = commit(amounts, pubAddrs;)
3 records ¢, c, on the blockchain

c, = commit(amount,, pubAddr,)
c, = commit(amount,, pubAddr,)

amount; = amount; + amount,
amount; = 0

3 secretKey,, secretKey, that match
pubAddry, pubAddr, (and | know them)




‘Blockchain dreams
& privacy problems
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TODAY'S TOP STORIES

Equifax data breach FAQ: What
happened, who was affected, what
was the impact?

In 2017, attackers exfiltrated hundreds of
millions of customer records from the credit
reporting agency. Here's a timeline of the
security lapses that allowed the breach to
happen and the company's response.
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By Josh Fruhlinger
CSo
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® The account | am sending to Is private,
but it's not blacklisted

® Transaction is below 10K or was
reported to regulator

@ | paid taxes on my income (but don't

reveal Income amounts)
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Many more uses

KYC

I'm an accredited investor
Insurance

| properly maintain my car

| get checked by the doctor periodically
Supply Chain

My supplier is on time so | too will supply on
time



Summary:

Zero knowledge proofs:

 Enabling a new kind of information economy.
Data stays in silo, proofs move around.

* Also extreme privacy In cryptocurrencies

« Can regulate / tax without seeing all data?

Thanks!

For more information:;
avivz@cs.huji.ac.lil



